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THE IMPORTANCE OF QUALITY ASSURANCE TO
SCIENCE IN THE COURTROOM
IN COMMON LAW AND CIVIL LAW SYSTEMS

Hon. Miriam Naveira de Rodoén
Associate Justice
Supreme Court of Puerto Rico

Good morning. Firgt of dl 1 would like to thank Nancy Wentworth, Quaity Staff Director of the Office
of Environmenta Information and George Brillis, Qudity Assurance Manager for the Environmenta
Sciences Divisons, for affording me the opportunity of addressng such adistinguished group of qudity
management professonds.

Asthe world grows more complex, society globaizes and technology advances, the importance of
quality management professionals, as essential components in the decision-making process, in both the
public and private sectors, will become more evident. The ddlicate balance that must be struck between
technological advances and economic interests on the one side and public heglth and environmental
concerns on the ather, will inevitably thrust you in the middle of this scientific fray, as either arbiters or
principa players, postions you will have to be well prepared to uphold. This may require from you at
least a smattering knowledge of the basic principles of some of the world’'s main judicid systems, for in
most cases, it will be in the courts where balances will be made and hypothesistested. Y our expertise as
quality management professionds and as experts in your various fields may be required outside the united
dates. The ever increasing presence of multinational corporations and united states involvement asa
world leader makes this unavoidable.

The purpose of this presentation is to share with you some of my views and concerns on the importance
of quaity assurance of sciencein the courtroom. This | will do from the point of view of ajudge who has
had the unique opportunity of knowing and working in two different judicid systems, common law and
civil law. the focus will be mainly on the role of judgesin the united states as gatekeepers of the
admissbility of scientific evidence. | will, neverthdess, dtrive to intergperse some comments as to how
some of these matters are dedlt with in the civil law sysems. | am talking about the systems which prevail
in Mexico, Centrd and South America, most of the Caribbean and Europe, and of coursg, dl of the
former European colonies, with the exception of the United Kingdom. | will dso endeavor to give you
some genera pointers as to how best convey your knowledge and expertise to the courts so thet it will
be properly utilized and achieve the desired effect. It isin the best interest of both, the scientific
community and the judicid system, to jointly work towards assuring the qudity of the science the expert
witness bringsinto the courts. So, in anutshell, my firgt dl encompassing advice isknow the judge, but
above all know the system. Let mewarn you, at times this may not be an easy task.

Science relies on quaity assurance and quality control to attain high quality data and integrity in research
dudies. For scientigts al over the world, quaity assuranceis invauable snce it inquires into whether or
not the appropriate experimental checks were performed, and ensures that appropriate quality control is
followed.! Qudity control isthe system of checks used to generate qudity data from which religble
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scientific opinions may be derived. Quality Assurance determinesif the proper system of checks has
been applied. The god of these proceduresis to collect data that is not only scientificaly and technically
sound, but aso thoroughly documented and cost effective, aswell as legdly defensible? Quality
assessment and control procedures dlow scientists to answer and judges to ask questions regarding the
consstency and correctness of the sampling, processing and andysis techniques. It dso answers
questions dedling with lost, damaged or uncollected samples, aswell asif the integrity of the data record
has been maintained and documented, and if the data collected is comparable with smilar data collected
elsawhere and if the study results are reproducible. All these are pertinent criteriato scientific qudity
assurance.

It must be kept in mind that the issues of quality assurance and qudity control are decided by scientidts,
but issues concerning the admissibility of scientific evidence in the courts are decided by judges. Judges
are taught, through their legd training, the intellectud skillsto analyze legd problems. Scientigts are
taught to anadyze empirica questions and proposed answers. These differences at times place ajudgein
aweak podition by not knowing precisely what questions need to be asked in order to test the empirica
claims, or how to evauate the opinion offered as an answer.® Scientific concepts are routindly applied in
the courts by judges, lawvyers and juries, usudly al uneducated in the scientific area of expertise thet is
being brought to their consideration. The judge's task becomesincreasingly difficult when the expert
witness does not take into account the fact that every profession has a series of unarticulated premises
and assumptions, known to other expertsin the field, yet unknown to alayperson, in this case ajudge.
The knowledge of these premises and assumptions may be essentid to the proper understanding of the
expert witness' opinion. Although the structure of our legd system provides rules and procedures that
help judges avoid tripping over these flaws in communication in an areaforeign to them, they are
imperfect, and will not dways avoid critical mistakes and migudgments.

The stientific and legd communities differ fundamentaly in how they view their respective disciplines,
which serve different purposes. Science is frequently directed towards a particular purpose and generdly
beginswith “laws’ that are purely descriptive. It may not seek to control or judge the phenomena of the
physica world, just to explainit. Thelega system, on the contrary, attempts to prescribe rules for human
conduct according to certain andards, values and societd gods. Thelega system is concerned with
what “ought to be” while science is concerned with what “is’. Science endeavors to identify immutable
“facts’ so asto gpply them to the solution of problems?* The legd system does not set forth its “facts’ as
immutable. Legd facts and legd “truths’ may be merely areflection of how society wishes to order itsdlf
a agiven time. They may or may not reflect redlity, even though courts strive towards this god..®

Usually, when judges make decisions outside the scientific sphere, they need not concern themsdalves with
ther scientific vdidity, snce they are just following the dictates of society. But when the decison iswithin
the scientific sphere, our socid legd structure dictates that judges make scientifically correct decisions.®
This brings to the forefront the legd system’s need for scientificaly valid inputs. Without vadid data, the
lega system cannot decide when and if socid policy concerns should override or modify scientific
“truths’.

In the United States, courts are required to follow precedents. Under this system, when an appellate
court decides a scientific evidence issue, specialy one related to anovel technique, lower courts and
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other courts accept the result without serioudy questioning the technique.” Judgesin lower courts are
expected to follow precedents, while scientists are expected to question findings and ask new questions.

At thispoint | would like to bring to your attention the fact that the methodology of precedent is not
followed in the civil law system of cassation. Thus, under these systems, lower courts are not required to
follow an gppellate court’ s decision and gppellate courts may issue inconsistent opinions in different
cases. Incivil law systems courts will make reference to prior cases only if they are convinced of the
persuasive vaue of the reasoning utilized. The courts usudly rely on studies and andysis by respected
commentators, not prior cases. Case law isaforeign concept to these systems.

Sometimes, judges in the United States, because their rulings are based on legd precedents and not on
scientific andys's, may give prior decisons undue weight. From the point of view of the scientific
community, the advancement of knowledge depends on scientists' rigorous questioning of theoretica
propositions until their vaidity is established. In contrat, in the legd system, lower courts, faced with the
doctrine of precedent, may be hesitant to overrule or modify erroneous decisions from gppellate courts,
even if they are dearly wrong.® Few trid judges are willing to correct a higher court’s mistake and, thus,
until the appellate court deals with its own error and resolvesiit, the bad or erroneous precedent stands
and will probably be followed.

With regards to the admissibility of scientific evidence, the trid judge begins by scrutinizing the expert
witnesses qudifications and the admissihility of evidence in generd, before determining it is reliable and
relevant and alowing it to be presented to the jury. The purpose of this screening isto prevent invaid,
prgudicid, confusing or irrdlevant evidence from getting to the trier of fact, the jury. Thisis done
because, the jury, impressed by an expert witness' qudlifications and the mystic that emanates from this
knowledgeable discourse in areas foreign to the lay person, may give weight to unrdiable and irrdlevant
evidence. This rationale mandates that juries only receive scientific evidence that is based on vaid
scientific principles and reliable data.

In our judicid process, the importance of pretria inquiry regarding an expert witnesses' testimony, should
not be underestimated. &t this early stage of the proceedings, issues of admissbility are usudly decided, in
other words, what gets and what does not get to the jury. The court may aso decide if it will gppoint an
independent expert or specid masters, dl crucia matters to both plaintiff and defendant. 1n our
adversarid system, if the judge does not exercise proper control of pretrid inquiry it may degenerate and
merely become a battle between lawyers and the experts before a nontechnicaly oriented, and at this
point | would say disoriented, judge.®

Y ou must bear in mind that lawyers have been consdered a highly pretentious bunch who have the gall of
judging the competency of members of other professions, professions of which they know nothing or
vey little. This has been caled the snobbish hypocrisy of law. This bringsto mind abook entitled “Woe
unto you, lawyerd” written by Fred Rodell, a'Yde law professor. | read this book when | wasjust
garting law school and | must admit, it helped me put things in their proper perspective and subdued my
emerging snobbish ego. As| remember, for | have not been able to find this book again, on one of the
chapters Rodell comments a supreme court decision which dedt with aclam for damages for the
improper condruction of abridge. Not being an engineer, he asked his friends at the engineering
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department a Ydeto anadyzeit. They unanimoudy concluded that had the bridge been congtructed the
way the court determined was correct, it would have fallen when the first car attempted to crossit.
Obvioudy there was no qudity assurance in the scientific evidence which was brought before the court in
that case.

incivil law systems, where trids are non adversarid and you have no juries or ones quite different from
what you are used to and where there are no ora evidentiary hearings, the power of the judge is much
greater. He or they, depending on the system, have control of law and facts, and the rules of evidence,
as you know them areingpplicable. The judge is not the gatekeeper, he rules the roost.

In our judicid system, qudity assurance and quality control of science must provide the framework to
assg judgesin the evauation of the issues of rdiability and vdidity, which are fundamentd in the
determination of the admissibility of scientific evidence. The admissibility of scientific evidencein certain
types of cases can be ahighly complicated issue for the judge. For example, in environmental cases,
issues associated with causation can be quite tricky. In toxic tort cases, as well as other types of tort
litigation, a plaintiff must prove that the acts or omissons of the defendant were the proximate cause of
theinjury.

Proximate causation involves a policy determination made by the court that requires the plaintiff to
demondtrate that a defendant’ s action occurred through alinear chain of events that were not broken by
an intervening third party.’® Factual causation is an objective determinaion on what is known about a
course of events and is generdly decided by ajury. It can be astumbling block in proving proximate
cause.

And to make mattersjug alittle bit more complicated, the legal process aso requires plaintiffs to prove
generd and specific causation. General causation refersto afinding that a particular substance was
cgpable of causing plaintiffsinjury and, specific causation requires thet plaintiffs demondrate that the
substance actualy caused the dleged injury.** In atoxic tort context, this entails that plaintiff show that
he or she was exposed to an identified harmful substance; that the substance was capable of causing the
type of injury for which plaintiff is seeking redress and that it did in fact cause the injury. Plaintiff must
aso prove that defendant was responsible for manufacturing or digposing of the toxic substance that
resulted in theinjury or disease.

Commentators in the united states recognize as one of the mgor difficulties for plaintiffsin toxic tort
cases, that they often only have probabilistic rather than concrete proof of their injury. this makesit
difficult to prove specific causation.? Plaintiffs can prove general causation by showing that
exposure to atoxin is cgpable of producing their injury. Proof of specific causation may be more
complex, the identification of the specific or exact chemicd or chemicas that caused the plantiff’ sinjury
can be extremdy difficult. The literature on this subject provides us with some examples, such as the
cregtion of unidentifiable toxic substances due to the intermingling of different chemicds over ardativey
long period of time. This Stuation can be found in toxic waste dumps. Even assuming in such
circumgtances that plaintiff is able to prove exposure to harmful chemicas, he or she will then be faced
with the additiond difficulty of identifying the exact substance to which he or she was exposed and that
such substance in fact caused his or her injury or harm.*3
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Nowadays new toxic substances produced by companies may be insufficiently tested as to their potentia
adverse hedlth effects. Many times, even with detailed studies or testing, science is unable to directly
connect the substances with the illnesses. Often, the studies only hypothesize as to this cause-effect
relationship.* Of utmost importance in the causation criteriais the consideration of the extremely long
latency period between an exposure and the onset or manifestation of adisease. This latency period
further complicates the finding of a causd link, which, as science tells us, can be affected by intervening
factors such as genetics and lifestyle choices™®

Dueto the difficulties associated to causation in environmenta cases, plaintiffs rely on expert testimony
and epidemiologica and toxicologica studies to prove that they are among the group of people who
could have contacted the disease through exposure to the toxic substance in question. Epidemiologica
studies examine the relationship between a disease and the factors that cause it by comparing satistical
incidence of the disease in a population exposed to a causative agent, to incidence of that disease in an
unexposed population.*®  Epidemiologica studies use data to show a correlaion between a certain
substance and a particular disease. Findings are tested and vaidated by exploring factors, aside from
datigtics. In generd, according to the scientific experts, when epidemiologica studies are combined with
proper expert scientific testimony, these studies can help make valid inferences of population-wide
causation.’” Neverthdess, as can be readily ascertained from what | have just explained, in an individua
case, these Sudies are usudly insufficient to prove specific causation.

Pantiffsin toxic tort cases, o rely on toxicologica sudies. These studies are more problematic in the
courtroom than epidemiologica studies®® The main problem associated with them is the difficulty of
extrgpolating the results of animd lab teststo humans. Thisis due to the differences of each species
reaction to toxic substances and the high dose level used in anima experimentation.

| sincerely hope that the dilemma faced by the courts concerning admissibility issues, specidly intoxic
torts cases, will be dleviated as science progresses and can offer the courts valid and reliable evidence.
quality management professonals must strive towardsthisgod. After dl, bad science in the courtroom
makes for bad law and unjust decisons. Courts forced to make rulings about the admissbility of
scientific evidence based on asmall body of poorly designed studies, or no sudies at dl, are going to
have a much harder time making good, fair, and just decisons. Courts nowadays are required to
evauate scientific evidence in much the same way as scientists evaluate science,™® yet, we must keep in
mind that the evaluators in the courts are till judges trained as lawyers, not scientists.

Citizens expect courts to be reasonable, fair and just in their decisons®® When court decisions are
based on scientific evidence of bad qudlity, the court’s decision is seen as unreasonable, mistaken and
poorly construed. In the end, it congtitutes bad law undermining the respect society owes both the
judicid system and the scientific community. An dliance between science and law serves well the
purpose of validating and advancing scientific knowledge while upholding justice. Both the scientific
community and the judicid system must work hand in hand towards thisgod. Although this sounds like
an ided Stuation where cooperation should be the order of the day, thisis not aways so.

In mapractice tort cases againgt some professonds, the plaintiff may find himsdlf in the awkward and
detrimenta pogition of not being able to obtain a qudified expert to prove the alegations even though
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they may have avdid clam. Members of a given profession, the defendant’ s peers, are often reluctant to
testify againgt afelow colleague. This Stuation has given rise to quite afew very profitable corporate
businesses, which guarantee, usudly to the plaintiff, that they will find an expert in whatever fidd is

needed and that this testimony will support the alegations set forth in the complaint. these Stuations are
not dways beneficid to the image of ether the judicid system or the scientific community. By the way,
you' d be surprised at the impressive qualifications some of these “made to order experts’ have.

In the United States, the firgt attempt, in the federd judicid system, a regulating the use of scientific
evidence occurred in 1923, when Judge Van Orsdel from the circuit court of appeals for the Digtrict of
Columbia circuiit, issued the first guiddlines for the admission of expert scientific testimony.?* He created
the now infamous Frye Test, commonly referred to as the “ general acceptance’ test. Frye v. United
States™.

The Frye opinion, which dedlt with atype of lie detector test, Stated that, in determining whether expert
testimony should be admitted, a court must consider its acceptance within a particular field of science.
The test developed by the court required ajudicid inquiry into whether the expert’ s testimony was based
on generaly acceptable scientific principles?® In spite of its wide acogptance in the decades following its
cregtion, critics pointed to its inability to adapt to the rapid growth of scientific knowledge. A strong
recognition of itsinadequacies began to surface in the 70°s, causing some courts to develop other
standards for the admissihility of expert scientific testimony.?*

The next landmark case, Daubert v Merrell Dow Pharmaceuticas, Inc.?, was decided after the
enactment of the federd rules of evidence in 1975. The court determined that the common-law standard
of “genera acceptance’ of the Frye Test had, in fact, been superseded by the enactment of the federa
rules of evidence. It reiterated that Rule 402 isthe “basdling’ for determining the admissbility of
evidence and that it applies to determine the relevancy of evidence. In the federa rules rdlevant
evidence is defined as that which has “any tendency to make the existence of any fact thet is of
conseguence to the determination of the action more probable or less probable than it would be without
the evidence'.

Although the court established new guiddines to evduate the admissbility of expert scientific testimony,
thetrid judge was till responsible for screening the evidence to “ensure” that what is admitted is* not
only rdlevant but aso rdligble’. He hasto inquire into the rlevancy-rdiability vaue of the proffered
expert stientific testimony. Thisrdevancy-rdigbility andyss requires the determination of: (1) whether
the testimony is based on scientific knowledge, and (2) whether the testimony asssts the trier of fact in
understanding or determining afact in issue.

The term “scientific” according to the court, implies a grounding in the methods and procedures of
science, while knowledge implies that it must not be based upon a* subjective belief” or “unsupported
speculation” and that it “ gpplies to any body of known facts or to any body of ideas inferred from such
facts or accepted as truths on good grounds’. 1t recognized that expert scientific testimony did not need
to be based on certainties, because “ arguably, there are no certaintiesin science’. The court stated that
“in order to qudify as scientific knowledge' an inference or assertion must be derived by a scientific
method” .
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Under Daubert, for a court to determine whether expert testimony is based on scientific knowledge, a
four-prong inquiry must be carried out. The court must look into whether the proposed testimony has
been (1) “tested”; (2) “subjected to peer review and publication”; (3) attributed to a“known or potentid
rate of error”, and (4) last but not least, it must determine whether it has achieved a sense of “genera
acceptance’. The court recognized that the testing of a hypothesis is the cornerstone of science.

Although the court acknowledged that publication could not serve as the “sne qua non of admissbility”
because it did “not necessarily corrdate with reiability”, it dill ingsted on a determination of thisissue
prior to admitting the proffered testimony. It recognized that an absolute requirement of peer review and
publication would mandate that some specid techniques or theories be ruled inadmissible because “ some
propositions... [would be] too particular, too new or of too limited interest to be published.” However, it
determined that “ submission to the scrutiny of the scientific community is a component of ‘good science,
in part because it increases the likelihood that substantive flaws in methodology will be detected”.

The court aso recognized that “widespread acceptance [could] be an important factor in ruling a
particular evidence admissible, and a known technique that has been able to attract only minimal support
within the community, [could be] properly... viewed with skepticism.” But, “the focus... must be solely
on principles and methodology, not on the conclusions that they generate’.?’

Once the rlevancy-reliability issue is resolved, the court must then determine whether the admission
would create unfair preudice to one of the litigants, or confuse or completely midead the jury. it must be
recognized that no matter how flexible the admission of expert testimony criterialis, inevitably, on
occasons, the gatekeeping of the trid judge will prevent the jury from learning authentic insghts and
innovations.

At this point | would like to note that dthough most sate judicia systemsfollow the pattern set forth in
the federd rules of evidence, there may be some important variations between the different sates. Their
repective judicid systems may aso vary from the federd modd.

The next important case in this area, General Electric Co. v. Joiner®®, was decided in 1997. It held that
abuse of discretion is the correct standard for an appellate court to apply in reviewing adigtrict court’s
evidentiary ruling, regardless of whether the ruling alowed or excluded the expert testimony. The court
rejected the suggestion that a more stringent standard is permissible when the ruling, asin the joiner case,
iS* outcome determingtive.”

Asagenerd rulg, if the ruling on the admissibility of evidence does not end the case by mandating its
dismisd, it is consgdered an interlocutory determination, and in federd courts, not usualy subject to
immediate gppellate review. The party affected by the ruling will have to wait until the case isfindly
resolved to be able to review what he or she consders an erroneous admissbility determination. In
dtates where immediate gppellate review of interlocutory determinationsis permitted, the impact of this
procedura rule may not be as grest, Snce immediate review of an admissibility ruling would avoid long
term uncertainty since the proceedings, will continue with what could be an erroneous ruling in the
admission or excluson of key expert testimony.
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Asl am sureyou are dl well aware, the Daubert decison has not been immune to scholarly criticism by
the lega community. Critics Sate that it fails to provide guidance as to how to interpret and implement
the “generd obsarvations’ it setsforth. They dso argue that there is no guidance on how to evduate
what is “adequate testing” thus promoting arbitrary evauations leading to unpredictable and inconsstent
results?

Concerning peer review, they point to the fact that the acceptance of the offered testimony within a
community of peersisasource of continuing controversy. Thereis no recognized superior authority that
adopts an officiad pogition on behdf of the scientific community. Thisrequires thet the trid judge make an
independent judgement as to the validity and reliability of individua peer journds. Omissions of rdevant
publications from this andysis may be unintentiond though criticd. The problem is that the jury may be
denied rdevant information or may be given prgudicid, unrdliable information.*® Critics also consider
that the court’ s holding equated peer review with vdidity, athough publication in scholarly journas does
not assure the accuracy of the hypothesis. Peer review is said to have many limitations, just asthe lack of
publication in a peer-review journa does not indicate unrdiability. !

The new test under Daubert has been strongly criticized because of its overly conservative view and
unaccepting attitude towards novel scientific techniques® * In 1999 the Supreme Court decided Kumho
Tire Co. v. Carmichael* , holding that the trial court’s gatekeeping obligation extended to al expert
tesimony. The court explained that the factors identified in Daubert may or may not be pertinent in al
casesin assessing reliability, depending on the nature of the issue, the expert’s particular fidd of expertise
and the subject of hisor her testimony. The court dso pointed out that even for scientific evidence, not
al the factors will dways be rdevant.

After Daubert, appelate courts are consdering the issue of admisshbility of scientific evidenceasa
question of law. Accordingly, they do not refrain from looking beyond the record, doing their own
resear ch or from deciding if the trial court was correct in its assessment of science.®

Now, by tregting scientific evidence admisshility decisons as a question of law, gppellate courts bring
about a more congstent treatment of such evidence as well as an increase in the accuracy of decisions by
increasing judicid scrutiny. Regarding rulings on the admissibility of scientific evidence as questions of
law, makes them, as precedents, applicable beyond the case at bar. As questions of law, these rulings
have nothing to do with the credibility of witnesses or anything se that atria court isin a better pogtion
to assess than an appellate court.* Theissue of admissibility of scientific evidence stands or fals on the
body of scientific knowledge brought before the court. The appellate courts are considered to be in the
same, if not better, position to evauate scientific literature, than the tria court.

We must aways keep in mind that science is as good as the scientists who perform the studies and
procedures. quaity assurance professionas have to monitor their studies and processes, o as to make
sure science lives up to its responsbilities of setting its own standards. Courts rely on the scientific
community concerning these eements. Scientists are the gatekeepers of the qudity and reliability of
scientific knowledge while judges are the gatekeepers of the admissibility of scientific evidence in court.
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The Daubert Test has been considered as an increased emphasis on the truth-finding value of trias.®’
The decisons made by the courts on admissibility of scientific evidence represent an opportunity for the
courts to win or retain public confidence. Daubert is consdered to have placed a high value on truth-
seeking. Although this, at times, may momentarily produce aloss of public confidence, snce scientific
truth and what the public has faith in, may not dways be the same. Neverthdess, the filtering out by
judges of any and dl empiricd clams that cannot be demondtrated to be vaid, in the long run will
enhance public trust and confidence in the judicia system and the scientific community.

Some commentators assart that admissbility rules influence the nature or direction of the development of
science, sSince court decisions can serve as an incentive to do more and better research or asa
disincentive for doing s0.*° If judges are evauating scientific evidence more like scientists evauate it,
scientists can assume judges will be interested in the quaity assurance and qudity control procedures that
enhance the vaidity and rdiability of the research methods and techniques used. Undoubtedly, under this
vison, quality assurance professionas have a heighten role in the procurement of good science.

When court decisions exclude scientific evidence that cannot establish causation or where there are no
epidemiologica studies linking exposure to a toxic substance with disease, these decisons may vaidly
condtitute an incentive for researchersin the areato perform further sudies on the subject. Although
courts certainly are not setting the agenda for future research, they may influence this agenda. Probably,
one of the most important contribution of law to science conggtsin bringing to the forefront the
importance to the judicid process of the quaity assurance standards that science must set for itsdlf. This
condtitutes an important incentive to quality assurance professionas to maintain high levels of
performance in their particular fields. the influence of law on science is certainly an area that needs
further sudy and research.

Current trends suggest that courts will inevitably become more libera in their considerations of novel
scientific techniques. The advance and development of science in the past century judtifies this tendency.
It is difficult to imagine a court without rules but when dedling with science, the rules have to take into
account the way science is developed. Scientists must become aware of the judicid process, its gods
and purposes, and the differences between the red world and the facts that are determined in court.
Thereis no reason why science and law cannot be partnersin the search for truth and in fulfilling the goals
of thejudicid system. | am confident that we can count on you.

Thank you.
Muchas Gracias.

L REINHARZE. & FISCHEL M., QUALITY ASSURANCE/QUALITY CONTROL AND DATA QUALITY
OBJECTIVES IN NATURAL RESOURCES DAMAGE ASSESSMENT, 45 BAYLOR L. R. 243 SPRING
1993.

2 ID.

3 SAKS M.J., MERLIN AND SOLOMON: LESSONS FROM THE LAW’S FORMATIVE
ENCOUNTERS WITH FORENSIC IDENTIFICATION SCIENCE, 49 HASTINGS L.J. 1069, 1998.

a. ID.
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7 ID.
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32 IMWINKELREID E.J., THE NEXT STEP AFTER DAUBERT: DEVELOPING A SIMILARLY
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TESTIMONY, 15 CARDOZO L.R. 2271, 1994.
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36. ID.
ar. SEE SACKS, SUPRA NOTE 3.
38, ID.
39, ID.

20th Annual Conference on Managing
Environmental Quality Systems 10



IMPROVING THE QUALITY OF DATA USED IN
ENVIRONMENTAL ECONOMICS RESEARCH

Clayton Ogg
U.S. Environmental Protection Agency

Abstract - Valuing environmental goods through contingent val uation and through
other survey techniques is difficult because of the lack of traditional markets for
those goods. EPA provides |eadership in overcoming these challenges, using focus
groups, workshops, handbooks, and teams of distinguished economists to obtain
more reliable economic data from the surveys.

Agency economists have provided |eader ship also in employing production
economics tools to identify win-win approaches to solve pervasive and neglected
environmental problems.

In addition, we exploit the speed of sophisticated computers, building field run-off
models into economic models and aggregating results from tens of thousands of field
sites. These very flexible models provide much more credible, site specific analyses
than previous models, and they offer flexible and efficient remedies to support Total
Maximum Daily Loads and other new programs.

Peast environmenta programs committed hundreds of billions of U.S. dollars to achieve environmenta
benefits. Policy makers are keenly interested in quantifying the economic benefits from these past
invesments, aswell as any future invesments in improving the environment.  Although quantifying
economic benefits from environmenta decisons rardly, if ever, leads to confrontation or litigation,
assuring the qudity of economic data and andysesis criticaly important. EPA’s economic analyses
support important policy and programmetic decisions.

Of the many areas of research conducted by the Office of Policy, Economics, and Innovation, this paper
will focus on three areas where generation of quality economic data gppears most relevant to Agency
decison making. 1) Agency economists collect primary economic data through their own contingent
vauation (CV) surveys or use data from earlier CV surveys, these surveys face the immense challenges
in developing reliable data, but provide adirect valuation of environmenta products not sold in any
market place. 2) Other studies employ agricultural production economics to quantify producer benefits
from adopting nutrient planning and other technologies which benefit producers bottom line--and the
environment--by reducing the use of costly chemicd inputs. 3) Economists aso team up with physica
scientists (such as those attending this conference) to build environmenta indicators into economic
modds, these moddls are then used to identify site specific benefits as environmentd decisons devolve
to thelocd leve through Total Maximum Daily Loads (TMDL) and other locdly run programs. Agency
economists continue to play aleadership role within their professons asthey improve the qudity of data
and models in each of the above research areas and assure that the model's, assumptions, and findings are
employed correctly.
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Each of these three areas of economic/environmentd research offers unique contributions to support
environmenta decison making, and each offersit own set of chalenges to those providing relidble data
and modds. These Quality Assurance (QA) challenges faced by economidts are very different from the
chalenges faced by others atending this conference.  After describing past efforts to assure the quality
of data, the paper will suggest some additiond measures that can be undertaken in the future.

Direct Valuation

Economigstraditionaly rely on the price of agood to represent its vaue to society. However,
with environmental goods and services (such as nationa parks or clean air) thereisno market in which a
price, or vaue, of the good isrevealed. Therefore, economists have devel oped aternative methods for
edimating such vaues. Three of the most common such techniques are contingent val uation, hedonics,
and travel cost methods. This paper will focus on the first technique, contingent valuation. Contingent
vauation (CV) isasurvey method that provides a hypothetical “market” in which individuals are asked to
express avaue for a particular environmental good or service. For example, a survey might ask
individuals to express awillingness to pay to improve water qudity in a particular lake from a boatable to
aswimmable sandard. These stated values can then be used as an input into benefit-cost analysis or
policy decisons. CV isarguably the most widely used vauation technique at EPA because of its ability
to capture non-use vaues (e.g., individuals who do not directly “use,” or visit, a particular lake may il
have avaue for its water quality improvements) and its ahility to be gpplied to many different scenario
types. However, CV isaso one of the most controversia methods because of the hypothetical nature of
the survey methods. Designing these CV questions offers perhaps the greatest chalengein attaining
reliable data and estimates (USEPA,2000).

Activities lead by Nationd Center for Environmenta Economics (NCEE) economists during the past year
areillugrative of the Agency’s efforts to improve the datafrom CV surveys.

! NCEE co-sponsored a workshop focused primarily on improving survey data obtained for CV
studies, entitled “ Stated Preference: What Do We Know? Where Do We Go?’ (Theterm
“dated preference’ and “CV” are often used interchangeably). The workshop included sessons
on theory and design, vdidity, and applications related to hedth and ecosystems. Some of the
discussion focused on actua surveys supported by EPA, including a survey designed to value
vighility improvements and one designed to determine the vaue older people place on hedth
risks. Pand discussions addressed how agencies use these survey techniques, suggested
research priorities, and identified ways to improve the survey insruments. Presentations and
discussions from these and other workshops are published on-line (Www.epa.gov/economics).

! NCEE iswriting a Stated Preference Handbook for use by EPA economists and policy anaysts.
The Handbook will focus on evduating the vdidity and rdiability of exising CV dudies, aswdl
as how these issues impact the design of an origina study. Topicswill include the design of
sudies, survey adminidration, data andyss, and benefits transfer techniques. The Handbook will
encourage andydts to incorporate methods of evaluating their survey insrument and results into
their study design and to demongtrate why they adopted certain procedures. This document was
reviewed interndly and by distinguished reviewers from academia.
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1 Findly, severa CV surveys conducted by NCEE during 2000, including surveys relaing to
benefits from improving drinking weter, freshwater, and estuarine water, employed the quality
assurance techniques favored by the above handbooks and a recently published “ Guidelines for
Preparing Economic Analyses.” These techniques included extensive use of focus groups to test
peopl€ s perceptions regarding the questions in the survey, aswell as areview of the survey
indruments by teams of distinguished economigts.

Over the past two decades, EPA economists have relied on the above approaches to improve the data
used by contingent vauation studies, hosting conferences which identify problems and solutions,
developing handbooks and other publications outlining the latest techniques for improving the quality of
data generated by contingent vauation and other surveys (Cummings, et. d.; Murdoch, €. d.; Sylvan
Environmental Consultants, Martin Marietta Corporation), and supporting research by teams of the most
talented economists. These studies identify problems with earlier sudies and attempt to design and use
new survey and focus group techniques which will improve the methodology as well asimprove the
actua estimates of environmental benefits (Anderson and Kaobrin).

One study in 1990 attempted to overcome difficulties afflicting previous CV sudies of ar quality by
confronting the diverse perceptions by survey respondents. Some survey respondents might see the
Denver Brown Cloud as just that while others dso perceive inhaation of harmful chemicas associated
with the cloud (Schulze, et. d.). This study wastypica of anumber of CV studies funded by EPA over
the last two decades in its use alarge team of economists, and in some cases, psychologists, who work
to identify problemsin previous CV studies and attempt to overcome those problems (Anderson and
Kobrin).

CV and many related benefit va uation techniques caught the imagination of resource economists. The
work identified above attracts the atention of dozens of talented researchersinsgde EPA aswel as many
other resource economists acrossthe U.S. Thus, the data problems associated with CV and related
andyses are being addressed in amgjor way by many skillful economigts, with excdllent support from
their professon. Some QA concerns in other areas of research, including those described below, do not
enjoy the same high level of support, but EPA has provided much leadership in these other areas, aswell.

Production Economics

Over two decades ago, agronomists identified large potential environmenta gainsin the form of reduced
nitrogen fertilizer use (25-50 percent reductions) by delaying fertilizer gpplications until late in the Spring
when plants were ready to useit (Bouldin, Reid, and Lathwell; Olson, et. a.) and by taking credit for
farm produced nutrients aready in the soil when applying fertilizer (Magdoff, Ross, and Amadon; El-
Hout and Blackmere; Fox and Piekielek; Meisinger). Economists at EPA and esewhere anticipated the
questions policy makers might raise regarding these remarkable discoveries, such as, “Why are farmers
not aready using these nutrient planning technologiesiif they are so profitable, and what isthe actual
fertilizer savings achieved by farmers who have adopted these technologies?” Because policy makers
invest as much or more in programs which support farm income as they invest in programs which
improve the nation’ s environment, learning about producer benefits and environmenta benefits from
nutrient planning appeared to be a policy relevant area for economic research.
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In contrast to the CV studies mentioned above, the production economics question gppeared relatively
easy. We could issue acdl for research proposas which would focus on learning from farmers' actual
experience in adopting and profiting from nutrient crediting technologies. Thiswould be done in certain
gtates which were ahead of the rest of the country in cdlibrating the nitrogen crediting technologies and
making them available to farmers. Farmers know what you are saying when you ask 1) what they have
spent on fertilizer and 2) whether they have used the late Spring soil test. Providing credible estimatesin
more than one state was consdered desirable because policy makers, aswel as economidts, are
naturally skeptical of win-win types of daimslinking environmental improvements with producer benefits.

Economists in Pennsylvania, lowa, and Nebraska, three Sates that were farthest dong in adopting the
improved nutrient planning technologies, conducted regiond or state-wide economic analyses regarding
use of these technologies. The Pennsylvania study (Hertle, et. d.) was the only one of the three which
was supported by EPA. It found that within five years of itsintroduction, over athird of farmersin the
date were dready using the late spring soil test and that nitrogen fertilizer savings ranged from 25 to 40
percent. The Nebraska switching regresson study (Fuglie and Bosch) was aso based on alarge survey
of farmers and found a similar reduction in fertilizer gpplications and a 50 percent adoption rate for the
deep s0il test availablein that state. The lowa study (Babcock and Blackmere) used that state's
extensve experimentd dataiin a production function and again suggested fertilizer savingsin the 25-40
percent range from lowa version of the late Spring soil test.

Publication in credible, peer reviewed journas supported the reliability of the these and other (Fleming
and Babcock; Ogg,1999; Tractenberg and Ogg) studies which document producer benefits from
improved management of fertilizer and livestock nutrients. Partly in response to these economic and
environmenta opportunities, policy makers have focused in the past four years on addressing the over
abundance of nutrients on the landscape. This policy change occurred after decades of investing in costly
remedies, such astertiary trestment systems for urban nitrate sources. Past policies neglected the
agriculturd pollutants that provide by far the greatest share of nutrient loadingsin U.S. streams (USEPA,
1990; Pucket). Nutrient planning, which typically includes soil testing or other methods of crediting farm
produced nutrients, is the focus of “management measures’ for coastd waterways (0gg,1999), of
hypoxiainitiatives (Doering, et. d.), and of USDA’ new Environmental Qudlity Incentives Program
(©gg,1999). Nutrient planning aso will likely play alarge role as States carry out new programs for
confined animal feeding operations and develop Tota Maximum Daily Loads (TMDL).

Production economics research, including the studies identified above, is very versatile and draws from a
solid base of economic theory. Providing analyses that take advantage of this versatility lends credibility
to the qudity of the findings, as studies use very different data and approaches, yet arrive at mutualy
supporting conclusons. Since these production economics studies are much easer to carry out and snce
they produce reliable conclusons, much can be accomplished with relatively modest research
investments.

Although not much of this production economics work is supported by the agency at the present time,
economigts looking at integrated pest management (IPM) have begun to find win-win sorts of
opportunities that pardld those from the above nutrient sudies. However, because of the large variety of
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IPM techniques in use, documenting which IPM practices are beneficia to farmers and to the
environment will be more chalenging (Norton and Mullen).

Site Specific Research

Devoalution of environmenta decison making to the local leve is another policy option aimed at reducing
costs. TMDL programs and new USDA programs created by the 1996 Farm Bill attempt to offer
flexible solutions that achieve environmenta benefitsin ways that are much more efficient than the pad,
one-sizefits-al gpproaches. These programs encourage States to rank local watersheds for treatment
based on which watershed program offers environmenta benefits at the lowest cost. For the watersheds
targeted for early trestment, environmenta goas are identified, and practices that most efficiently achieve
those goas receive funding fird.

In order to support the above ranking of potential watershed programs and to take advantage of the
opportunity to achieve economic efficiency, economists work together with scientists from other
disciplines to develop modd s with the cgpability to identify site specific benefits and costs. Working
together, they combine economic modd s with the field run-off models and the stream model's devel oped
by physical scientists. Lack of the technica cgpability to mode site specific impacts a a reasonable cost
has hampered past efforts (Boyd) to advance TMDL programs, but researchers cooperating with EPA
are producing modd s that provide the credibility and flexibility that is needed.

Early efforts to combine naturd resource indicators into economic modelsinvolved building the Universa
Soil Loss Equation (USLE) into linear programming models to andyze costs and benefits of sail
consarvation policy options. These models identified site specific land use changes from implementing
various policies to reduce soil eroson. They were most useful in anticipating the erosion reductions and
costs of policies such as the Conservation Reserve Program and Conservation Compliance (Ogg, Webb,
and Huang).

However, as economigts attempted to include phosphorus pollution asindicators in these linear
programming modes (Ogg, Pionke, and Heimlich), they had to address run-off. Run-off was amuch
more difficult problem than soil erosion because it had to be addressed for individud storms. Since
computer models could not model large numbers of storm events at a manageable cost, modelers faced
the impossible task of determining which storms could be considered as most representative or relevant.
Also, the early linear programming models tended to average certain landscape characteristics over a
geographic arearather than run the modd for individual Sites and then average the mode’ s outputs for
those sites. Depending on their disposition, physica scientists responded with wit, humor, or anger at
how economists were using their models. The larger the landscape being modeled, the grester the
opportunity to cause offense.

As computer capabilities have improved, EPA supported research which addresses the above problems.
One recent cooperative study (Wu and Babcock) at |owa State University ran the EPIC crop growth
model every day for thirty yearsfor ten percent of the 128,591 National Resource Inventory sample
points within its12 state Midwestern region being modeled. It then used “metamode” regresson
techniques to expand the results to the rest of the 128,591 sample points. Modes used in this study had
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been calibrated and tested. The models are extremdy flexible in outputting results to counties (asin the
article sted above) or to impaired watersheds within the 12 sate region. Thisis done by averaging the
models results for the sample points within the respective county or watershed. Sediment runoff at the
fidd leve, nutrient leaching and run-off a the fidd leve, herbicide leaching and run-off & the fidd leve,
and soil carbon are the environmenta indicators available within this mode. 1n the Wu and Babcock
andysis, nitrogen leaching and run-off was reduced by 15 to 30 percent in most counties using the win-
win types of fertilizer management technologies (Fuglie and Bosch; Babcock and Blackmere; Hertle, et.
al.) discussed above.

The lowa modd appears relevant to programs which require ranking watersheds to prioritize those
watersheds which produce the largest benefits per dollar. They dso could help in andyzing remedies to
reach environmenta gods set within the watersheds. If the mode can be used in ways that avoid the
costs of building a separate mode for each TMDL watershed, considerable cost savings can be redlized,
athough this author is not certain whether TMDL god's can be established without building a separate
mode for each stream.

Potential Problems Confronting Site-Specific Analyses

While the above lowa mode outputs physicd science and economic information in a credible manner,
many regiona models used by economigts (e.g. Doering, €. d.; Faith) ill resemble more closdy the
older models described above. They lack the credibility which could be provided by modern, fast
computers.

Serious problems have occurred, aso, where models are used to address problems that they were not
designed to address. One recent study (Faith, 1995) estimated the costs of managing nitrogen fertilizer
by assuming that policy makers would reduce nitrogen to levels that starve the plant for nitrogen and
reduce yields. This gpproach was suggested by the options that were available within the model, not by
areview of the options under consideration by policy makers or by agronomists who assist farmers. In
fact, agronomists ing st that the technologies such as timing nitrate gpplications and taking credit for farm
produced nutrients will not reduce yields, and these scientists work to ensure that yield reductions do not
ever occur (Fox and Piekidek; Magdof; Mesinger). Policy makers focus on nutrient planning

technol ogies which assure adequate nutrients to reach yield gods, but discourage nutrient gpplications
beyond recommended amounts (Ogg, 1999). The Faith (1995) study failed to consder the technologies
that farmers actudly rely on to address the over abundance of nutrients on their land, as have other
studies, before it (Ogg, 1978; Taylor and Frohberg).

Modds are used in many ways. It is not the models, themsalves, that pose problems, but rather how
models are used. The same model that produced mideading estimates regarding the costs of fertilizer
management provided an important contribution in alater study that considered the costs of energy taxes
for agricultura producers (Faith, 2000). Because thismodel correctly portrayed producers flexibility to
shift to reduced tillage and other technologies in the face of higher energy cods, it was able to contribute
important economic information to the policy debate regarding energy taxes and agriculture. For
example, the andysis indicated that farm incomes would be affected only modestly and multiple resource
conservation benefits would be redlized.
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QA for Economics Resear ch

Economic research is very different from physica science research, in part, because we do not have a
physical phenomenum, such as certain chemicasin astream or in the air, that are there for us to measure.
There are as many different economic phenomenum to measure as there are way's to measure them, and
who isto say which theoretica model captures the more correct answer, or which offers the best
measurement technique? Thus, the chalenges to producing high quaity economic data and andyses are
very different from the challenges to producing physica science data and analyses.

Economic modds used for quantifying environmenta benefits are aso not subject to the legd chalenges
associated with setting environmenta standards. However, our studies need to be rdliable and
believable for use in important policy decisons. We are addressing this chalenge in each of the research
aress identified above.

EPA has provided leadership in addressing the mgor problems faced by contingent vauation and related
studies as they attempt to vaue environmental goods which are not sold in the market place. The agency
produces handbooks, works with focus groups, and assembles teams of the most knowledgeable
economigts to assure the quality of data. Many of the past studies attempted to remedy problems raised
by earlier sudies as teams of economists designed survey insruments that address the problems. These
efforts will continue to play an important role in the coming year and beyond.

The chalenges facing production function anayses are much lessformidable. By working with
economists who publish in credible, peer reviewed journds, and by employing avariety of research
techniques, we can produce analyses that scientists and policy makers use.

The Agency aso has supported development of site specific modding tools that avoid criticism with
regard to their physica science components. High speed computers alow researchers to assemble data
at thousands of sample points and run a cdibrated moded for each sample point in a credible manner.
Reaults for each point are then aggregated to the watersheds of interest. We need to employ these new,
more reliable modding techniques where they are most needed.

In the future, economists in OPEI will improve on the above measures by explicitly including data qudity
in the reviews conducted for grants and for contracts. Unlike the studies conducted by program offices,
policy andyses have very wide flexibility as to which projects are funded. If research proposals do not
assure gppropriate use of data and models, an excellent remedy isto employ Agency resources
elsawhere.
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ENSURING DATA QUALITY THROUGH
EFFECTIVE LIFE CYCLE MANAGEMENT

Darby Chéellis, Marasco Newton Group, Ltd.
Jessica Y ocum, Marasco Newton Group, Ltd.

Abstract — By ensuring data is of the highest quality, the Environmental Protection
Agency (EPA) is able to make informed decisions regarding budgetary needs, staff
allocation, EPA-wide and program-specific goals, report program accomplishments,
and plan appropriately for future activities. Quality data is imperative to accurately
reflect program progress, justify and negotiate expenditures, and provide a unified
EPA vision to internal and external parties.

Like every large organization in a data-reliant society, EPA faces many challengesin
ensuring data quality. To protect the data integrity of an information system, a multi-
dimensional team must be implemented and effectively managed, to support all
aspects of a systenv' s life cycle. This team must include a strong project manager,
and requirements, development, independent third-party test, training, change
management and user support staff. Each of these team members contributes to the
guality of the system and ultimately the data tracked in the system.

The life-team must use their programmatic knowledge and technical expertise to
create a system that not only supports data tracking and reporting, but facilitates
data entry and thus data quality. The life-cycle team ensures that the needs of the
users are clearly documented along with the detailed system specifications in order to
promote knowledge sharing. Without such an integrated approach, an information
system cannot adequately support the user community, nor can it provide the support
mechanism where the information system can grow and change as programmatic
policy changes. A dynamic life-cycle team thus ensures a dynamic and reliable
information system.

By ensuring datais of the highest qudity, the Environmenta Protection Agency (EPA) is able to make
informed decisions regarding budgetary needs, staff alocation, EPA-wide and program-specific gods,
report program accomplishments, and plan appropriately for future activities. Quality dataisimperative
to accurately reflect program progress, justify and negotiate expenditures, and provide a unified EPA
vison to internd and externa parties. For example, data tracked in EPA’ s information systemsis used to
respond to Congressiona and Freedom of Information Act (FOIA) inquiries. It isintegral that this data
be of the highest quadity so that it accurately reflects ongoing trends and accomplishments. Qudity datais
aso relied upon during internal EPA negotiations processes and externally with Congress to demonstrate
where resources should be dlocated for the upcoming fisca year. Both planning and accomplishment
data can be used to demondirate a need for additiond funding and to determine upcoming goas and
objectives.

Like every large organization in a data-rdiant society, EPA faces many chdlenges in ensuring data
quality. To protect the data integrity of an information system, a multi-dimensona team must be
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implemented and effectively managed, to support al aspects of asystem’'slife cycle. Thisteam must
include a strong project manager, and requirements, development, independent third-party test, training,
change management and user support staff. Each of these team members contributes to the qudity of the
system and ultimately the data tracked in the system. For example, when documenting requirements,
system analysts work to ensure that program processes are supported and that these requirements are
trandated into data entry screens that clearly display which datais required. Systems anaysts so work
to ensure that the system is thoroughly documented o that detailed knowledge of functiondity and
programmatic processesis retained. Test works with requirements not only to ensure a defect-free
system, but also to ensure requirements are clear, concise and unambiguous for the developer.
Deveopers work with the life-cycle team to build the system and provide technica input as to efficient
database and gpplication desgn implementation. Trainers work with system users, and the life-cycle
team to ensure that users understand how to navigate the screens. Trainers aso provide red life data
entry scenarios and gather feedback as to the system’ s effectiveness in supporting day to day activities.
User support staff, draw on the team’ s knowledge to ensure that when questions regarding functionality
arise, they can quickly respond to ensure that data is entered and extracted in atimely manner. Change
Management provides a vehicle for organized communication of data needs and worksto prioritize these
needs for system releases. Based on feedback from the user community and the life-cycle team, Change
Management can assess trends, user needs and prioritize changes for future releases.

An information sysem is only as useful asthe data put into it. The life-cycle team isintegrad to ensure
continuity of design and knowledge sharing that protects data integrity. The team must use their
programmatic knowledge and technica expertise to create a system that not only supports data tracking
and reporting, but facilitates data entry and thus data qudity. The life-cycle team ensures that the needs
of the users are clearly documented along with the detailed system specifications in order to promote
knowledge sharing. Without such an integrated approach, an information system cannot adequately
support the user community, nor can it provide the support mechanism where the information system can
grow and change as programmatic policy changes. A dynamic life-cycle team thus ensures adynamic
and reliable information system.

Project Management

Every successful IT project owes its success to a strong, multi-disciplinary team. The first step that must
be taken when building that team is to gppoint a strong, experienced project manager. The project
manager must perform many tasks throughout the life-cycle including: working with the customer to
define the scope and god's of the project; communicating the scope, goa's, and progress to the project
team; dlocating the correct staff and technica resources to the specific life-cycle phases, ensuring the
team meets deadlines and milestones, etablishing a plan if tasks mugt dip, motivating and mentoring the
team throughout the life-cycle process to ensure that the team remains focused and performing at their
optimum leve; and ensuring the project ayswithin its financid and time congraints.

At the beginning of every IT project, the project manager must work with the client to define the scope of
the project. The scope will define overdl project timeframes, due dates, the responsbilities of each team
member involved with the project, and expected costs. In addition, the scope will provide team
members with a detailed document that can be referred to throughout the project life-cycle to provide a
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clear definition of client expectations, and deliverables. In addition, the project manager will ensure that
the team understands the performance measures that will be used to be used to determine success.
Findly, the scope may dso include specific decison points in the project where requirements may change
and decison makers will need to meet to arrive at a consensus.

The project manager will aso work with the client throughout the project to establish and implement a
clear project management approach. This gpproach will be based on the needs of the client and the
strengths and wesknesses of the team. This gpproach will alow team members to understand
expectations, as well as how to communicate progress, identify potentid issues, and prevent risks.
Understanding the expectations of the dlient and identifying the potentia risks of the project up front will
alow the team to plan ahead to iminate obstacles before they arise.

The project manager will dso work in conjunction with the lifecycle team and the client to develop a
release schedule. This reease schedule will include milestones where requirements will be gathered,
reviewed and finalized; development will take place; where versons of the gpplication will be released for
testing and defects will be addressed. The schedule will dso include acheck point for client review and
approva of the system and a proposed system release date.

A gtrong project manager, aclearly defined scope, and an effective management gpproach will ensure
project success by ensuring that al team members understand the project goas and are working for the
same expected end point.

Requirements

Requirements define the needs of the user and what functiondity will be needed in the system to
accommodate those needs. The role of the requirements andyst isintegra to effective system
development and maintenance as the system requirements drive al other phases of application design.
As such, the success of an information system and the quality of the system’ s data is contingent upon the
effectiveness of the requirements phase. To ensure success, the requirements analyst must be familiar
with the scope and intent of the system that is being developed. The reason for building an information
sysem isto track and retrieve data for specific purposes. The requirements andyst must have afirm
understanding of the data needs and the waysin which the data are used. To fully understand these
needs, the requirements analyst must know the workflow processes and programmatic needs and
chdlenges facing the user community.

In order to gain this knowledge, the requirements andy<t is responsible for leading gpplication

devel opment/requirements sessons or interviewing and working with the various business units and the
user community to understand the business function. Individuals designated to give requirements will
include a representative sample of the user community, the system owner and other interested
stakeholders. During requirements gathering sessions, the requirements analyst must be an effective
facilitator. Participants need to clearly understand the purpose and scope of the system o that they can
focus on the specific functiona requirements that are integra to accomplishing the syssem’s purpose. The
process by which requirements will be collected, reviewed, and approved must aso be established and
clearly communicated. For example, a designated group of individuas with the fina authority to make
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decisons when thereis disagreement must be identified. Milestones or decision points must be
established where this group will review and gpprove of the requirements.

As requirements are collected and analyzed, the requirements analyst must provide documentation of
these requirementsthat is clear, concise and testable. To ensure that these requirements are of the
highest caliber, a thorough quality assurance process must bein place. Both the test and development
teams must review the documentation to ensure that the requirement is unambiguous, comprehensive, and
can be met by the technology. Thisteam review is designed to ensure that inconsstencies and omissons
in the requirements can be addressed before development begins. In doing this, costly and complicated
redevelopment will be avoided. Oncethe interna team review is complete, the requirements must be
reviewed and gpproved by the individuas who gave requirements input and designated decision makers.

Egtablishing the requirements collection and review processes will protect data quality by ensuring that
the necessary dataiis collected and can be reported in a meaningful way. Userswill understand the intent
and scope of the system and can focus their requirements by pinpointing key data and functiondity
needed to meet the information needs for which the system is being built. Reviewing workflow processes
and procedures will help not only the requirements analyst and lifecycle team to understand the purpose
of the system, but it will aso help the user community and stakeholders to define and examine their
business processes. Both the user community and the lifecycle team will have a unified understanding of
the scope, purpose and direction of the system. An organized and well communicated gpproach leads
directly to a purposeful system design.

Development

The development team provides the technica expertise required to build the information system. As
such, the developer must review the requirements both for content and leve of effort to implement to
ensure that they are complete, concise and feasble. The developer should prepare aleve of effort
edimate so that the system owner will be aware of the complexity of the requirements. Upon reviewing
these requirements, the developer’ s responsbility isto dert the requirements andyst of any additiond
questions or clarification needed from the user that must be addressed before the requirements can be
implemented. They must dso identify any software limitations that should be communicated to the
appropriate stakeholders. Once requirements are reviewed and approved, the developer will document
the technica gpproach that will be taken to see the requirementsinto fruition.

An organized approach for development will protect data quaity by ensuring that a system is produced
according to clearly defined requirements. Key datawill be tracked according to the requirements and in
the formats defined. Establishing check points throughout the development process will dlow defects
that could lead to poor data, data omissions or defects in various modules to be identified.

Testing
Therole of the test team isto ensure that a defect-free system is developed according to requirements.
To do this, the test team must review the requirements to ensure that they are clear, concise and testable.

Based on the requirements, test must write test case scenarios that document the state of the system
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before the test is executed, the process for performing the test (e.g., stepsinvolved in data entry etc.) and
the expected results of the test. In documenting these test cases, the test team should include testing
scenarios on red life data entry processes that would be followed by the user community. In thisway,
the test team will ensure that they identify any defects that would be encountered by the user community
during normal operations. Test case scenarios must be reviewed by the requirements andyst to ensure
that they are comprehensive and fully cover dl intricacies of the requirement.

Test cases must be run on each function of the system and the results clearly documented. When the
outcome of atest case does not match the expected outcome, the tester is respongible for entering
defects and communicating their findings to the developer. When a defect is entered, it should include the
steps taken to reproduce the defect and detailed information about the nature of the error. The test team
will track and monitor the progress of the defects through to their resolution. To do this, testers may
need to obtain feedback from the requirements anay to clarify the requirements.

Test will work with the requirements analyst to certify that al requirements have been correctly
implemented and the system is ready for deployment. The test team’sjob in certifying that asystem is
ready for deployment is to ensure that the system design exactly reflects the requirements and that these
requirements have been interpreted correctly by the developer.

A systematic test gpproach will promote data quaity by ensuring that defects that may lead to inaccurate
data are identified and addressed before the system is placed in production. Testers also provide an
additiond check to ensure that requirements are implemented exactly as written and no interpretations or
assumptions are made that are outside the scope of the requirement. Thus, through testing, the system
owner and user community is presented with afunctiond system that is designed according to
requirements.

Training

Therole of the Training team is to provide awide array of system expertise to al members of the user
community. Thetraining team is expected to provide dl users with a complete understanding of the intent
of the system, demongtrate how the system can be used in “red-life’ Stuations, communicate how the
system can be used, and demonstrate how to use the information and data that isentered. Trainersare
expected to be fully knowledgeable about the application, supporting materias, and al training processes
in order to provide appropriate and comprehengve training to dl users. To do this, the training team
must work closely with al other teams throughout the life-cycle process to ensure that they understand
the scope of the system, the requirements and business needs driving the development of the system.
Trainers must also understand how requirements were implemented (e.g., how the system was devel oped
technically), and how requirements were verified through test.

The training team will begin preparing for training long before a sysem isimplemented. The training team
will do this because they will need to complete severa steps before they can perform training. Firgt, the
training team must identify the user community, or who will be usng the system once it isimplemented.
The training team must aso identify the training or documentation needs of that community. In other
words, the training team must identify how the users will be trained (in individud sessons, in group
sessions, viavideo-conferencing, etc.) and what documentation they need in order to support their day to
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day activities (i.e., Quick Reference Guides, on-line hdp, etc.) The training team will then develop the
course curriculum and materias for that user community and their needs including training scripts, training
outlines, activity sheets, and documentation materids. At this point, the training team will work closely
with the project team to perform practice training sessions to ensure that al system information is being
accurately communicated to the user. The training team will work cosdy with the requirements team to
ensure that the trainers have a complete understanding of the business needs driving the system and that
they understand why the system was built the way it was. The training team will work dosdy with the
development team to ensure that the trainers have a complete understanding of how requirements were
implemented. Findly, the training team will work closely with the testing team in order to confirm thet all
documentation is accurate and thorough.

A complete approach to training will ensure that users are provided with the resources and the
knowledge they need in order to accurately enter data into the system and/or get data from the system.
In addition, a complete gpproach to training will ensure that users understand what datais being asked
for and why. Understanding the information needs that |ead to the creation of a system or new
functiondity can lend legitimacy to the information sysem. Without a strong training approach and
documentation, the users will not be presented with the knowledge, or guidance they need to gain a
complete understanding of the god's of the system and how their roles affect overal data quality.

Change M anagement

As organizations and their systems grow and the business needs driving requirements become more
complex, the need for a clear, concise, well-defined way to manage change is becoming more and more
important. Managing change is absolutely integra to assure high system and data quality and to make the
best use of team resources. It isvery easy for the number of enhancement requests, defect reports, and
requirements issues to overwhelm ateam that is not properly managed. Thisiswhy it isimportant to
have a change manager in place who can effectively facilitate the change process. The change manager
must ensure that changes are organized, reviewed, prioritized, and implemented. 1n addition, the change
manager must ensure that al changes are communicated to the user community. The change manager
must aso work closdaly with the full life-cycle team to ensure that there is a complete understanding of the
change being requested and that it is effectively implemented. In addition, the change manager must
compare requested changes with the overall scope of the system to ensure that the systemisevolving in
accordance with the purpose for which the system was developed. If arequested change is not part of
the overal scope of the system, the change manager will work with the client to determineif the scope
needs to be updated or if the change should be rejected.

When a change to the system is requested, the change manager will identify the change asan
enhancement, defect, or requirementsissue. The change manager will then forward the change to the
gopropriate team. For example, if the change is an enhancement, the change manager will forward the
issue to the requirements team who will work with the client to detail their enhancement requirements.
Once the enhancement is fully understood, the origina requirements document will be updated to include
the new information and this new version will be forwarded to the developer and test team for review and
implementation. If the change is a defect, the change manager will forward the issue to the testing team
who will work with the development team to identify the defect and determine what functiondity conflicts
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with the origind requirement. The change manager will aso work with the test team to ensure that al
changes have been implemented correctly. The test team will verify dl new requirements and will re-test
defects to ensure that they have been addressed. Findly, the change manager will communicate the
changes to the user community.

The change manager plays avery important role in ensuring data quaity because they work directly with
the user community to ensure that the users have the data they need to support their business
requirements and to make accurate business decisons. Asthe data needed to make decison evolves,
the change manager works with the user community to identify changes, with the project team to ensure
that the changes are implemented and communicated to the user community.

User Support

The role of the user support or Help Desk team is to dlarify user questions and issues. The god of the
user support team isto accurately respond to dl user issues and ultimately to support the building of a
knowledgesble user community that understands how the system functions meets their business needs.

The user support teeam will play arole very smilar to the training team in that they must work closely with
al other teams throughout the life-cycle process to ensure that they understand the scope of the system,
the requirements and bus ness needs driving the development of the system, how requirements were
implemented during development, and how requirements were verified through test. In addition, the user
support team will work closdly with the testing team to understand any defects that may exist in the
system, when they will be fixed, and if there is a“work-around” for the user. The user support team will
aso have to work with the change manager to understand any changes that are planned in an upcoming
system release or that recently have been made to the system in order to answer any questions from
confused users about new or planned functiondity.

Once asystem isimplemented, the user support team, with help from the dient, will determine the extent
the user support team will be available to the users. For example, some user support teams provide
around the clock support whereas other teamswill provide only afew, set hours of support aday. In
addition, the user support team will work with the client to determine what methods the users will adopt
to communicate with the user support team and what methods the team will use to respond. Phone, e-
mail, and in-person vists are dl potentia options. Once the user support team is operationd, they will
address questions and issues as they are identified from the user community and either answer them
directly, or forward them to another team member (i.e., tester, requirements, trainer) to answer. The
user support team is responsible for following up on dl issues to ensure closure and to ensure that the
user was satisfied with the response they received. In addition, based on the question or issues the user
support team received, they may recommend that documentation, standard operating procedures, or
training sessions be updated to better address that particular issue.

The user support team will ultimately support data quality by ensuring users have an accurate
understanding of how to get datainto the system and how to get the data they need out of the system. In
addition, the user support team provides the user with a contact point once the training team has finished
training. Providing this point of contact will make the users fed supported and ensure there is aresource
to answer any questions that may arise.
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Effective management of information systems dlows system owners and the user community to make
informed decisons about which detaisintegrd to the fulfillment of the organization’s misson. A
thoughtful examination of the workflow processes, user needs and available technology alow
organizations to create systems that achieve a defined goa and report accurate information.
Undergtanding the roles and responghilities of the playersinvolved in cregting an information system is
key to successful system implementation and maintenance. Only through effective management during
requirements gathering, development, testing, user support, training and change management can the
integrity of a system’ s data be protected.
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DOE'sQUALITY SYSTEM PROGRAM:
COOPERATIVE DEVELOPMENT AND IMPLEMENTATION

Dave Bottrdl, U.S. Department of Energy, Ger mantown, Maryland
Mary Verwalf, U.S. Department of Energy, Idaho Falls, Idaho

Abstract — Implementation of a Quality Systems approach to making defensible
environmental program decisions depends upon multiple, interrelated components.
Often, these components are devel oped independently and implemented at various
facility and program levels in an attempt to achieve consistency and cost savings.
The U.S. Department of Energy Office of Environmental Management (DOE-EM)
focuses on three primary system components to achieve effective environmental data
collection and use:

. Quality System guidance, which establishes the management framework to
plan, implement, and assess work performed;

. Standardized Statement of Work for analytical services, which defines data
generation and reporting requirements consistent with user needs; and,

. A laboratory assessment program to evaluate adherence of work performed
to defined needs, e.g., documentation and confidence.

. This paper describes how DOE-EM fulfils these requirements and realizes

cost-savings through participation in interagency working groups and
integration of system elements as they evolve.

Introduction

The Office of Safety, Hedth and Security (EM-5) within the DOE Office of Environmenta Management
(DOE-EM) isrespongble for establishing policy and guidance related to andytical service activities.
These activities include systematic planning, sample collection and andys's, performance evauation
programs, data validation, and laboratory assessment. To support these activities at the DOE
Headquarters level, EM-5 established the Data, Decision, and Documentation (3D) Program. The 3D
Program enables DOE Fied and Program Offices to increase value and reduce risk from the $300-$600
Million spent annudly on environmenta data collection required to support decisions regarding heglth and
safety, environmenta restoration, packaging, waste management, sewardship, and transportation. Within
this generd mission, the 3D Program works cooperatively with interna and externd organizations to
improve regulatory and interna program acceptance and to leverage DOE-EM technica and
management resources. To meet these broad objectives, DOE-EM, through the 3D Program is working
to develop policy, guidance and tools to establish the required components of a cost effective and
technically sound Quality System. In cooperation with the DOE Nationa Anaytica Management
Program (NAMP), external federa organizations and Field Office contacts, the 3D Program has
developed products in three specific areas. Quality Systems guidance, standardized |aboratory
contracting, and audit consolidation.
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Quality Systems Guidance

Quality Systems are required by DOE Order 414.1 and other various regulatory drivers. Generdly,
these systems are based on ANSI/ASQC E4, Specifications and Guidelines for Quality Systems for
Environmental Data Collection and Environmental Technology Programs DOE-EM, through
EM-5, participated as a consensus member of the Intergovernmental Data Quality Task Force which
developed the Uniform Federal Policy for Implementing Environmental Quality Systems (UFP).
The UFP outlines essentid dements of a Qudity Systemn specific to managing environmenta data
collection and use and environmental technology programs. The development of the policy isajoint
initiative among the U.S. Environmenta Protection Agency (EPA), the Department of Energy (DOE),
and the Department of Defense (DoD). The objectives of developing a policy which gppliesto dl federd
environmenta programs are to address red or perceived inconsstencies and /or deficiencies with current
environmenta data collection practices and to improve processes to generate environmentd data of
known, documented qudlity thet is suitable for the intended use. The benefits of consstent Quality
Systems across federd agenciesinclude:

. Improved effectiveness of federal environmenta programs by focusing on results, qudity of data
and services, and customer satisfaction;

. Claification of roles and responshilities in managing and overseeing environmental data and
environmenta technology programs,

. Sufficient confidence in the systems such that duplication of oversight efforts are minimized; and,
. Enhanced accountability and public confidence in environmenta decisons.

The EPA Office of Solid Waste and Emergency Response is adopting the UFP and has provided a
written request to DOE-EM to join the EPA and DaoD in implementing a Quaity System consstent with
the UFP. This document was issued by the Assstant Secretary of Energy for Environmenta Management
to the DOE complex as publication DOE/EM-0556 in January 2001. DOE site operations personnel are
reviewing current data collection and use practices to achieve consstency with UFP requirements.

Standardized Laboratory Statement of Work (SOW) for Analytical Services

Higtorically, procurement of laboratory services has been conducted at the Site leve through the local
Sample Management Office or through individua projects. This gpproach necessitated the devel opment
of dte-gpecific performance criteriaand solicitations for commercid andytica services. In spite of the
fact that DOE-EM is one of the largest federa buyers of testing services, this buying power was not
being leveraged a the nationd level. Additiondly, the lack of complex-wide performance criteria
contributed to redundancy in auditing and other quality assurance activities. Although the necessity to
address ste-specific interna and regulatory requirementsis basic to andytical services, most aspects of a
technica statement of work are relatively consistent (e.g., Slandard radioandytica protocols or EPA
reference methods). Recognizing this fact, DOE embarked on efforts to streamline andytical services
procurement through the development of a stlandardized complex-wide statement of work. To achieve

20th Annual Conference on Managing
Environmental Quality Systems



this objective, an Integrated Contractor Procurement Team (ICPT) formed by DOE federal and
contractor personnd devel oped a consensus model to standardize [aboratory requirements. Through the
use of aBasic Ordering Agreement (BOA) for andytica services, sandard requirements and technica
criteriaare established. The system dso has built-in flexibility, in that Ste-specific details may be added
as dictated by regulatory requirement or other specia concerns. This feature avoids the pitfals of the
“one szefitsdl” gpproach.

As acomponent of DOE-EM’ s Qudity Systems, implementation of the Standard Statement of Work
enhances qudity and efficiency in the following ways

. Vaue of consensus technica expertise provided by the ICPT and avallable to DOE's smdler
fadlities

. Cost avoidance, improved qudity, and process improvement from standardized auditing and
shared reports provided by the consolidated audit program,;

. An efficient mechanism to introduce specific qudity improvements, eg., participation and
acceptable performance in externa performance eva uation programs, and

. Simplified procurements because negotiating the basic agreement and multiple pre-award
laboratory assessments are not necessary.

Approximately 20 commercia laboratories have entered into the BOA with DOE sites. The gpproach
has proven effective, and DOE is consdering the development of requirements for radiobioassay and
indugtrid hygiene testing services. This broadened scope will dlow DOE to further leverage its buying
power while at the same time enhancing data quality through the standardization of technica requirements
and performance criteria

Environmental Management Consolidated Audit Program (EMCAP)

Commercia andytica laboratories provide the bulk of the testing data used by DOE-EM for critica
environmental decison making. To ensure that these decisions are made with data that is of known,
documented quality, virtudly al DOE-EM Operations/Field Offices conduct |aboratory audits.
Higtorically, each Operationsg/Field Office performed laboratory audits according to Site specific
requirements. In some cases, audits of certain laboratories were conducted by multiple programs and
contractors from the same DOE facility. Thisled to aredundant, and therefore costly, gpproach to
auditing. These inefficiencies were documented by the DOE Office of the Inspector Generd (IG) in the
report “ Audit of the Department of Energy’s Commercial Laboratory Quality Assurance
Evaluation Program (DOE/IG-0374).” Thisreport aso highlighted that DOE had not established
uniform criteriafor the evauation of commercid laboratories. To address these issues, aworking group
was formed with the god of developing a consolidated audit program. The Environmental Management
Consolidated Audit Program (EMCAP) was initiated in early 2000 and is based on procedures and audit
checklists devel oped through the evauation of each Ste-specific audit program. We combined the most
effective features of each dte' s activities to form the basic Sructure. Representatives from multiple DOE
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sites conduct EMCAP audits. The DOE complex, laboratories, and potentidly stakeholders share audit
reports and corrective action plans via a web-based data system. The main objectives of the program are
to:

. Determine laboratory ability to generate and document data thet is technically defensible and
consgtent with defined requirements

. Facilitate sharing of audit results across the DOE complex and potentialy with regulators to
reduce program costs and potentia risk from use of unacceptable |aboratory data; and,

. Avoid unnecessary costs and improve the vaue of |aboratory audits through establishing a
consistent, controlled process.

EMCAP is managed by the DOE Oak Ridge Operations Office. In FY 2000, the program completed
19 audits, with over 40 currently scheduled for FY 2001.

Cost Benefits of Quality Systems I mplementation

Although continuous improvement is the primary focus, implementation of complex-wide qudity initigtives
such as the Standard Statement of Work and the Consolidated Audit Program avoid unnecessary costs
and program delays. In the case of the standardized statement of work, we avoid or minimize
adminigrative and technical procurement resource requirements. For example, The DOE Oak Ridge
Operations Office estimated their one-time savings from avoiding costs for contract administration at
$150,000. The DOE Oakland Operations Office saved 2-3 months of technical and administrative time
for one contract through the BOA but did not estimate specific cogs.

EM-5 recently completed a study to evauate relative costs for various contract mechanisms. The data
suggest Basic Ordering Agreements achieve lower andytica service costs (30%) than achieved by fixed
unit Indefinite Delivery Indefinite Ddlivery contracts. Three Office of Closure facilities (Rocky Hats Feld
Office, Ohio Field Office, and Oak Ridge Operations) that have actively worked to standardize and
implement an andytica services Statement of Work have achieved the lowest cost andlytica services
across DOE.

DOE-EM isin the process of estimating projected and actua cost saving from the consolidated audit
program. An inherent difficulty is identifying the number, type, and cost of the audits of environmenta
laboratories conducted by EM. The previoudy cited Inspector General Audit (DOE/IG-0374) reported
that 50% of DOE's audits of commercia laboratories were redundant (103 of 206). This percentage
could escal ate because the laboratory community is becoming more competitive and shrinking, i.e., the
DOE complex has fewer laboratories to consider, increasing potentiad for redundancy. For example, if
certain laboratories recognized for high technica quality were audited by six Field Offices, excess costs
of > $50,000 per commercia lab (5 redundant audits X $11,500/audit) would be incurred. In FY 2000,
87 audits were identified and nearly half were redundant ($400,000 unnecessary cost). As described
ealier, the EMCAP will meet current audit needs of participating Offices with less than 50 audits
(compared to >200 audits historically performed). This represents a cost avoidance > $1 million and

20th Annual Conference on Managing
Environmental Quality Systems 4



likely gpproaching $2 million. The primary audit cogts are time and travel which are both optimized by
utilization of audit teamsthat are in the same geographicd area as the |aboratory, a Stuation impossible in
the case of Ste-specific audits.

Conclusion

The Department of Energy, including the Office of Environmentd Management, is committed and
mandated to maintain a Quaity System solution to facilitate, document and defend environmental
decisons. This paper focuses on the Qudity System infrastructure and specific programs to define
laboratory requirements and assess adherence to these requirements. The DOE Standard Statement of
Work and Consolidated Audit Program are two elements that have recently reached an implementation
phase. More information on participation, contacts, and specific audit materials may be found on the
Internet at http://www.em.doe.gov/safetyhed th/3d/.
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THE RADIOCHEMIST'SROLE IN THE QUALITY EVALUATION AND
ASSESSMENT OF RADIOLOGICAL DATA IN ENVIRONMENTAL
DECISION MAKING!

Svetlana Bouzdakina, Research Indtitute of Radiology, Gomel, Republic of Bdarus;
Raymond J. Bath Ph.D.,* US DOE/Environmenta Measurements Laboratory, NY, NY;;
PamelaD. Greenlaw, US DOE/Environmental Measurements Laboratory, NY, NY; and

David Bottrell, US DOE/EM5, Germantown, MD.

Abstract — The quality evaluation and assessment of radiological data is the final
step in the overall environmental data decision process. This quality evaluation and
assessment process is performed outside of the laboratory and generally the
radiochemist is not involved. However, with the laboratory quality management
systems in place today, the data packages of radiochemical analyses are frequently
much more complex than the project/program manager can effectively handle and
additionally with little involvement from radiochemists in this process the potential for
misinterpretation of radiological data isincreasing.

The quality evaluation and assessment of radiochemistry data consists of making
three decisions for each sample and result remembering that the laboratory reports
all the data for each analyses and additionally the uncertainty in each of these
analyses. Therefore at the data evaluation and assessment point the decisions are: is
the radionuclide of concern detected (each data point always has number associated
with it); is the uncertainty associated with the result greater than would normally be
expected; and if the laboratory rejected the analyses is there serious consequences
to other samples in the same group. The need for the radiochemist’ s expertise for
this processisclear. Quality evaluation and assessment requires the input of the
radiochemist particularly in radiochemistry because of the lack of redundancy in the
analytical data. This paper will describe the role of the radiochemist in the quality
assessment of radiochemical data for environmental decision making.

I ntroduction

The god of the environmentd data collection process is to produce qudity, credible and cost effective
data to support the decision making process. The data collection process can be divided into the stages
of planning, sampling, andysis, verification, vaidation, assessment and use (figure 1).  Even though for
the determination of radionuclides in the environment, these stages have unique requirements,

This report was prepared as an account of work sponsored by an agency of the United States Government
and the Republic of Belarus. Neither the United States Government nor the Republic of Belarus nor any agency
thereof, nor any of their employees, makes any warranty, express or implied, or assumes any legal liability or
responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or process
disclosed, or represents that its use would not infringe privately owned rights. Reference herein to any specific
commercial product, process, or service by trade name, trademark, manufacturer, or otherwise, does not necessarily
constitute or imply its endorsement, recommendation, or favoring by the United States Government or the Republic
of Belarus or any agency thereof. The views and opinions of authors expressed herein do not necessarily state or
reflect those of the United States Government or the Republic of Belarus or any agency thereof.
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radiochemigts are not usudly involved in any of the stages except the |aboratory anadlyss. The reasons
for the lack of radicanaytica support are complex but usudly since the evaluation and assessment of
radiochemicd datais performed outside of the laboratory, input from the radiochemist is not available.
With the laboratory quality management systemsin place today, the data packages of radiochemica
andyses are frequently much more complex than the project/program manager can effectively handle and
without radiochemist support the potentid for misinterpretation of radiologica dataisincreasing.

Radiochemidry datais distinctly different from dl other andytica andyses since each measurement
adways, 1) resultsin anumber, 2) each measurement has an associated uncertainty, and 3) each
measurement is reported with an MDA (minimum detectable activity).  In order then for a qudity
evauation and assessment of thistype of datato be accomplished three distinct decisions must be
available for each sampleresult. They are: 1) Isthe sample result greater than background? 2) Isthe
uncertainty in the sample result norma? and 3) Is the sample result so uncertain that the data point must
be rgected?. These digtinct anadytical decisions can be provided throughout the entire data collection
process if the program manger utilizes input from the radiochemist. This paper demondrates the role for
the radiochemist in dl the stages of the environmenta data collection process and demongrates thet role
for aquality evauation and assessment of radionuclide data.

The Environmental Data Collection Process

An efficient environmenta data collection activity depends on a series of well thought out logica steps.
These steps address what data need to be collected and how the collected data will be assessed for
usability to support the decison making process. For radiochemica investigations, more emphasisis
placed on theindividua determination. It should be emphasized that the integration of achemist at each
dep isessentid for quality use of the data. The data collection activity presented here isin stepwise
sessions for ease of illudtrating the chemist’ srole in the data collection process and is not meant to be a
full trestise on the entire process. The chemigt role in each step is described below.

The process begins with a directed planning step which assures that sufficient planning is carried out to
adequately define a problem, to determine its importance and to develop an gpproach to solutions prior
to spending resources.  Essentiadly each process presents a stepwise gpproach that includes a planning,
implementation and assessment phase in each sage. These stages are dl interconnected so that the
assessment phase of one step isin redity the first part of the planning phase of the next step. These
interconnected steps will alow a complete environmenta data collection program to emerge that will
meet the program needs and in effect be the “qudity evauation and assessment” of the program.

1) Directed Planning

The directed planning is the foundation of the data collection process. This planning process follows the
Data Quality Objectives (DQO) program. The radiochemist should participate in the initid planning for
the project to offer input on the adequacy of exigting radiological datato determine need for further
sampling, radionuclides of concern and expected concentrations. The chemist insures that the proper
radionuclides are selected, Measurement Quality Objectives (MQOs) are clearly defined, methods of
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andyds are adequate and meet the objectives, and that the number of sample results will enable the
program manager to meet the stated goal's of the process.

The radiochemigt role includes developing an gppropriate quaity system that is capable of implementing
the qudlity controls and the quaity assurance necessary for success.  The quality assurance system will
oversee the implementation of Quality Control (QC) samples, documentation of QC sample compliance
or non-compliance with MQOs, audits, surveillances, performance evauation sample analyses,
corrective actions, quality improvement and reports to management. The documentation generated by
these quaity assurance activities and their outputs during project implementation will be akey basisfor
subsequent assessments and data usability decisons

2)  Sampling

Sampling includes dl the activities up to and including the taking of a sample for shipment to alaboratory.
The radiochemist provides input for contract negotiations, sample design and sample handling including
sample preservation, sample container requirements, compositing, and subsampling. The radiochemist
prepares the Statement of Work for the laboratory andysesincluding the Limits of Detection, sampling
and laboratory quality control activities, and al required data ddliverables.

3) Andyss

Andyssincludes dl the activities that will result in the production of the data package.

The radiochemist role isto provide input to al of the activities from the fidld Chain of Custody to andyss
quality control activitiesto final dataoutput. The radiochemist provides a qudity oversght role that
includes review and consultation on methods used especidly for development and gpprovd of a
performance base measurement system (PBMYS), instrument calibration, laboratory and matrix
interferences, etc.,.  The radiochemist should be in communication with the program manager and

be responsible for any changes required by the program.

The last three stepsin the data collection process are collectively known as the assessment phase.

These steps dl require aradiochemist expertise. The radiochemist role should include technicd input to
Verification and Vaidation steps and support for data Assessment to insure that the data meets the needs
of the program.

4) Verificaion

Verification assures laboratory conditions and operations were compliant with the statement of work
(SOW) and project plan documents. The chemigt roleisto verify the data package delivered by thefield
or laboratory meet requirements (compliance) that were outlines in planning, checks for consgstency and
comparability of the data throughout the data package, the QC parameters were with in limits, the
correctness of basic caculations, data for basic caculations, and completeness of the results to ensure dl
necessary documentation is avalable. The primary function of the radiochemist should be to apply
appropriate feedback to the |aboratory resulting in corrective action or recommending that the project
planning process be revigted.
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5) Vdidation

The vdidation of the data addresses the issues of reliability and uncertainty of thedata.  Therole of the
radiochemist isto provide input from areview of the verification report and laboratory data package to
identify its areas of strength and weakness and to provide the gpplication of qudifiersto the data. These
qudifiersreflect the impact of not meeting the MQOs and can result in the entire data set be send back
through the planning process.

The radiochemist has aunique role in the vaidation process by being able to evduate the datato
determine the presence or absence of aradionuclide, and the uncertainty of the measurement process.
During this vdidation, the technicd reliability and the degree of confidence in reported andytica dataare
presented.

6) Assessment

Assessment isthe last phase of the data collection process, and consists of a scientific and Satistical
evauation of project-wide knowledge to assess the usability of data sets. The Radiochemist compares
the data produced with the planning documents and any other andytica process requirements that were
developed in the planning process. To assess and document overdl data quality and usability, the
chemigt assgts the data quality assessor to integrate the validation report, field information, assessment
reports, and historical project data, and compares the findings to the origind project planning documents.
The DQA process uses the combined findings of these multi-disciplinary assessments to determine data
usability for the intended decisons, and to generate a report documenting usability and the causes of any
deficiencies. It may be useful for avalidator to work with the assessor to assure the vaue of the
validation process (e.g., ppropriateness of regjection decison), and to make the process more efficient

The assessment of data requires the input of aradiochemist in terms of sampling and anayticd MQOs,
QC sample data (e.g., % yidd) and compliance with specifications and requirements (e.g., required
combined standard uncertainty). If these records are missing or inadequate, then compliance with
andytica protocol specifications, including the MQOs which were identified during the planning phase,
will not be ascertainable and will raise questions regarding qudity of the data.

7) Use

The radiochemist role in the development of these steps during the directed planning process will increase
the likelihood that the gppropriate documentation will be available for regulatory and other program
related activities. Documentation and record keeping during the environmenta data collection processis
essentid to subsequent data verification, data validation, and data quaity assessment. Thorough
documentation will dlow for a determination of data quality and data usability objectives.

It isimportant to note that the radiochemigt is uniquely qudified to perform the technicd rolesin the
environmental data collection process. Radiochemists will provide expertise in radiation/nuclide
measurement systems and the knowledge of the characterigtics of the andyte of concern to evauate their
fate and trangport. The radiochemist will aso provide knowledge about sample transportation issues,
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preparation, preservation, sample size, subsampling, available andytica protocols and achievable
andyticd dataqudity. The use of aradiochemist will ensure the effective use of resources available to
the project.
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RAISING THE CURTAIN ON THE GRAY REGION

Cliff J. Kirchmer, Agency QA Officer, Environmental Assessment Program
Washington State Department of Ecology

Stewart M. Lombard, Program QA Coordinator, Environmental Assessment Program
Washington State Department of Ecology

Abstract — The gray region in EPA Document QA/G-4 is defined as the range of
possible parameter values near the action level where the cost of determining that the
alternative condition is true outweighs the expected consequences of a decision
error. EPA Document QA/G-4HW clarifies that during the planning stage the action
level is based on an ideal decision rule, while during the assessment stage an
operational decision ruleis used.

This paper analyzes the factors that define the gray region and the action level,
including the errors of the first kind (a) and second kind (b) and the number of
samples taken to determine the mean result. The relationship between the Decision
Performance Curve presented in EPA QA/G-4 and the statistical power curveis also
discussed. The statistically derived critical level isidentified as the concentration of
importance for decision-making. The action level is defined in terms of the critical
level so that its value is consistent for decisions made during both planning (a priori
decisions) and assessment (a posteriori decisions).

This paper isaresult of our effort to understand the tatistical basis for the Decision Performance Curves
and Decison Performance Goa Diagrams described in EPA documents QA/G-4 and QA/G-4HW. The
Decison Perfomance God Diagram, which approximates the Decision Performance Curve, is presented
by EPA asameans of sipulating your tolerable risks of decison errors and communicating them to
others.

Figure 1 is an example of a Decison Performance Curve (DPC) which isin both QA/G-4 and QA/G-
4HW. Both anided DPC and aredistic DPC areillugtrated. Theideal DPC corresponds to the
probabilities of decisons made if there were no random error and the redistic DPC corresponds to the
red world situation where decisions must be made against a smokescreen of random error. It isassumed
that systematic error (bias) has been controlled and only random error is considered in decision-making.
It isimportant to note that the Action Level specified in Figure 1 corresponds to the idedistic DPC. The
Action Levd is defined as being ether fixed standards (e.g. drinking water standards or technology-
based standards) or investigation-specific (e.g. background standards or specific risk-based standards).
In the redl world, because of random error, one cannot have redigtic action levels set equd to the
standards.

Thus, it must be understood that the Action Leve identified in Figure 1 isto be used only in the planning
stage when considering an ideal DPC. This can be a source of confusion if one identifies the idel Action
Level used during project planning with the redistic Action Leve that must be used during project
assessment.
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Figure 2 is an example of a DPC overlaid on a Decison Performance Goa Diagram (DPGD), taken
from EPA QA/G-4HW. A DPGD isagraphica representation of the tolerable risks of decison errors,
and is used in conjunction with a Decison Performance Curve. DPGDs, like DPCs, are planning tools
and specify theoretical Action Levels, which can dso be apotentid source of confusion.

The DPGD includes agray region. One boundary of the gray region islocated at the action level based
on the theoreticd decison rule and the other boundary is located at the true concentration vaue a which
the consequences of a fase acceptance decison error are consdered significant enough to set alimit on
the probability of it occurring.

EPA's approach to specifying tolerable limits on decision errors and the subsequent assessment of the
data provide good mechanica step-by-step procedures that do not require a detailed understanding of
datistics. But for some, an understanding of the Satistica basis for decison-making, including the
differences between action levels during planning and assessment phases and the meaning of the gray
region and its boundaries, may help to give more confidence in the process.

To understand the use of DPCs as planning tools, it helps to understand that each point on the curve
corresponds to atrue vaue for the parameter, and that each true value can be thought of as having an
associated underlying population distribution.

Similarly, the boundary vaues of the DPGDs have associated underlying population distributions.
Recognition of these underlying population distributions can help to understand the meaning of the gray
region. The population distributions associated with the true values at the boundaries of the gray region
are of particular importance in understanding decision errors.

Figure 2 corresponds to the basdine condition where the parameter exceeds the action leve. Inthe case
of dte cleanup, this could be described as a basdline condition of "The Steis Dirty". From a datistica
point-of-view this can be understood as corresponding to a null hypothesis that the parameter equas the
Action Leved (Ho: ©=A.L.) with the aternative hypothes's being that the parameter is lessthan the Action
Leve (Ha: ©<A.L.). These hypotheses can be depicted as normd distributions of the parameter with
means equd to the boundary vaues of the gray region.

Figure 3 shows these norma distributions sde-by-sde. The null hypothesisis represented by a norma
digtribution with amean of 100 and the dternative hypothes's is represented by anorma ditribution
with amean of 80. The fase acceptance decision error rate of 0.05 (typell, b) and the fase rgection
decision error rate of 0.05 (typel, a) are dso shown. Thea and b vauesin Figure 3 are the same
(0.05), whilein Figure 2, a=0.05, but b=0.1. The vaues represented on the distribution curves are not
the true vaues, but rather the estimated probability of obtaining those values for the population under
study when the true values are either 80 or 100.

During planning, in addition to needing an estimate of the population standard deviation for individud
results, decisions must be made regarding tolerable fal se acceptance and false rgjection decision error
rates, aswell as the minimum detectable difference (equd to the width of the gray region). These
planning decisons will determine how many samples need to be taken, andyzed, and averaged to obtain
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aresult. Thisisan iterative process, Snce cost aso needsto be taken into account. Thefirst estimate of
the number of samples needed may exceed the available budget, and in that case a compromise will need
to be made regarding the tolerable decison error rates and minimum detectable difference in order to
lower the cost of sampling.

AsFigure 3 illudrates, during assessment only the false rgjection error (a) is used for deciding whether to
reglect the null hypothesis (e.g. in the case of Ste cleanup, to rgect the null hypothesis thet the Steis dirty).
The decision point for the chosen vaue of a iscdled the criticd level. Asan dternative to designating the
Action Levd a the same concentration as the standard being used, one could designate the critical level
asthe Action Leve. The critical level would be estimated during the planning stage based on the
estimated standard deviation and chosen levelsfor a, b and the minimum detectable difference (gray
region). During the assessment stage the criticd level would be caculated based on the t-test, using the
data obtained during project implementation. The advantage of this gpproach would be to have a
congstent Action Leve during planning and assessment, avoiding the need for theoretica and operationa
Action Levels.

The gray region depicted in Figure 2 corresponds to the region between the means of the distributionsin
Figure 3 (i.e. between 80 and 100). EPA defines the gray region as the range of possible parameter
vaues near the action level where the cogt of determining that the dternative condition is true outweighs
the expected consequences of adecision error. The gray region is aso described as arange of true
parameter vaues within the aternative condition near the Action Leve whereit is"too closeto cal”.
Thismay have some meaning during the theoretical planning stage. But during the redligtic assessment
phase, as can be seen in Figure 3, the critica level where the call must be made is located within the gray
region. Again, this can lead to confusion if one believes that assessment decisions cannot or should not
be made for results found in the gray region.

From the perspective of planning, enough samples are taken to reduce the probability of afdse
acceptance to atolerable level, but one can never be certain that a false acceptance (or false regjection)
error has occurred. For the sampled data, the critical leve islocated within the gray region, and
corresponds to the concentration that must be used during assessment to make the call asto whether to
accept or rgect the null hypothesis. We would rather not get resultsin the gray region but, if we do, we
want the power of the test to be at aleve that will give confidence to our decision.

From a planning perspective, the boundaries of the gray region (minimum detectable differencein
gatigtics) are important, Since they are needed to determine how many samples must to be taken,
analyzed and averaged in order to achieve the chosen decision errors for acceptance and rejection.
Another way to expressthisisthat if the true vaueis equd to the left boundary vauein Figure 2, the
probability of correctly rgecting the null hypothesis (i.e. concluding that the Steis dean) isequd to 1-b
which isthe gatisticd "power” of the test to detect an effect (i.e. for Figures 1-3, that the concentration is
less than the standard leve).

Decisions can be thought of asbeing "a priori* or "a posteriori”, depending on whether they are made
during planning or during assessment. Both a and b errors must be taken into account for "a priori”
decison-making, while only the a error needs to be addressed for "a posteriori” decison-making.
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There are some advantages to identifying the action level as being at approximately the same
concentration level during planning and assessment. ASTM document D5792-95 achieves this by
identifying an operationa decison rule rather than an ided decison rule. Figure 4 shows a Decison
Performance Curve taken from ASTM D5792-95, in which the Action Leve islocated a a
concentration where the probability of taking action is 0.5 (i.e. b =0.5) and is distinguished from the
Regulatory Threshold (EPA's theoreticd Action Level). The plot of Figure 4 isfor Possible True
Concentrations rather than the True Vaues of the Parameter plotted on Figure 1. An even better
description would be to identify the Action Level on Figure 4 as a vaue obtained from sample data.

The DPC (and DPGD) are prepared during the planning phase. EPA defines the DPC as a power curve
(or areverse power curve depending on the hypothesis being tested). A power curvein datigticsisa
plot of 1-b vs. thetruevaue. Figures 1 and 4 are reverse power curves, sncethey areplotsof b vs.
the true vaue, corresponding to the probability of deciding that the parameter exceeds the Action Leve
using sampled data. A power curve isamirror image of Figures 1 or 4 and corresponds to the "a
priori" probability that one will detect an effect (i.e. rgect the null hypothesis) for different vaues of the
true concentration. The power curve may provide some additona ingght to decision-makers that is not
provided by the DPC or reverse power curve. A DPGD anaogous to a power curve could be
congructed by deciding what probability of rejection of the null hypothesis or basdline condition is
desired at agiven "a priori" concentration (corresponding to the left Sde of the gray region or minimum
detectable difference). These and other considerations will be discussed during the presentation.
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QUALITY ASSURANCE PROJECT PLANSFOR SURVEYS

Malcolm J. Bertoni, Research Triangle I nstitute

Abstract: When the U.S. EPA recently revised its administrative Order 5360.1, which
establishes the authority and scope of the mandatory EPA Quality System, it clarified
that the Quality System applies to a broader set of data collection activities than
previously had been acknowledged. In addition to traditional environmental
measurements, the Order now clearly encompasses “ the use of environmental data
collected for other purposes... including literature, industry surveys, ...” and a wide
range of modeling, infor mation management, and environmental technology
activities. This paper addresses quality assurance planning for surveys by examining
how EPA requirements for Quality Assurance Project Plans (QAPPs) can be
interpreted for data operations involving questionnaires and interviews. Quality
assurance professionals who may discover that they are now responsible for
developing or reviewing QAPPs for survey projects may find this topic helpful. EPA
continues to conduct many national surveys to obtain information about regulated
industry compliance costs and operations, as well as for other purposes. Often these
data are collected through survey questionnaires administered in a variety of ways,
such as traditional mail-out self-administered paper questionnaires, face-to-face

“ pen-and-paper interviews,” and computer-aided telephone interviews. The survey
profession has devel oped a sophisticated set of quality assurance practices to assure
the validity, reliability, accuracy, and integrity of survey data. These practices fit
reasonably well into the framework of required elements set forth in EPA
Requirements for Quality Assurance Project Plans (QA/R-5), although some
interpretation is necessary. This paper discusses the different kinds of issues that
arise in survey projects, using as an illustrative example the U.S. EPA Office of
Ground Water and Drinking Water’s 2000 Community Water System Survey, a
national survey of drinking water utilities to obtain cost and operational information
that will support drinking water regulation development. The paper will discuss the
importance of systematic planning and the development of performance and
acceptance criteria; special issues arising from the need to validate survey
instruments; human subjects protections and confidentiality issues, common survey
data reduction and processing requirements; data management challenges; and other
survey guality management issues that may not be familiar to quality assurance
professionals who work on traditional measurement data collection projects. The
paper will also discuss the relationship between QAPP elements and the requirements
for Information Collection Requests, which the Office of Management and Budget
must review and approve before most surveys can be authorized to proceed. Finally,
some quality issues associated with new survey technologies, such as computer-
assisted interviews and Inter net-based instruments will be explored.

20th Annual Conference on Managing
Environmental Quality Systems



AUTOMATED DATA REPORTING AND REVIEW TO ENSURE
DATA QUALITY AND IMPROVE PRODUCTIVITY

Bart Smmonsand Jianwen She
Hazardous Materials Laboratory, Department of Toxic Substances Control, CalEPA
2151 Berkeley Way, Berkeley, CA 94704

Asadate andytical laboratory, Hazardous Materids Laboratory (HML) has various andytical
ingruments with quite different data processing and report tools that generate varied report formats and
contents. Development of an organization-wide report protocol, automeatic report generators, and report
reviewing software has become a very important aspect of the laboratory QA program. Since our sample
and test information are stored in aminicomputer based LIMS, and anaytical results are stored in
different platforms with different data format, manuad reporting was the only gpproach at the laboratory
before thiswork. Transcription errors and lossin productivity are two mgor shortcomings of manua

reporting.

To improve our quality system and productivity, HML started to standardize and automete its report
processes using Microsoft Excel and Access. Both Excel and Access are familiar to most [aboratory
chemigts and both programs can be automated using the same powerful programming tool ---Visud
Basic for Application (VBA).

The use of organization-wide report protocols and the automatic report generators will subgtantially
reduce costs and eliminate human error. Thiswill dso dlow consstent reporting practices to be adopted
in the laboratory and alow data reviewersivalidators to focus and spend more time on inspection of raw
data

The god of thiswork isto create a tandardized, user friendly GUI report system which can access data
from different platforms with different formats. We named the report sysem “HMLREP’. It was
designed and implemented by laboratory chemists for chemists who do not need to have Excel or Access
experience.

HMLREP can read various data formats, including data from Perkin Elmer LIMS, ICP-MS, ICP AES,
GC, GC/MS and other calculation packages. It will automaticaly parse incoming data, populate
corresponding deta fields in the report template and check sgnificant figures. Other featuresinclude
checking flags, checking blank sample contamination and caculating the RPD for duplicate samples.
HMLREP can a so check wet-based, dry-based or fat-based report pages to make sure they are
flagged correctly. HMLREP aso keeps a unique series number for each report generated by program
and provides an online help system for report generators and users. Based on different andytical
methods, HMLREP can aso check recovery and sample hold times to make sure the data meet
laboratory QA requirement. It can caculate TEQs according to different TEF moddsin the dioxin

report.
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This presentation will show some programming techniques used for implementing HMLREP. Among
them, form design, LIM S data access, instrument data transfer, significant figure control will be
discussed. One inorganic and one trace analys's report generating example will dso be presented.
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A DATA QUALITY STRATEGIC PLAN
FOR THE U. S. ENVIRONMENTAL PROTECTION AGENCY

Cindy Bethdll, U.S. EPA

Since July 2000, a workgroup has been analyzing the Environmental Protection
Agency’ s quality system processes to identify where data quality vulnerabilities exist.
This paper highlights the factors that brought this workgroup together, the process
used for the analysis, and the recommendations which have been submitted to EPA’s
Quality Subcommittee.

I ntroduction

Data and information are vitd to informing public policy decisons and the regulationsthat help protect
the nation’ s air, land, and water—the misson of the Environmenta Protection Agency (EPA). Rdiable
information and data of documented quality also condtitute a valuable resource for the public and leaders
across society who increasingly demand access to accurate environmentd information that is comparable
and complete.

In recent years, the Agency’ s data and data systems have come under increasing scrutiny from Congress,
federd officesincluding the Generd Accounting Office (GAQO), EPA’s Office of Ingpector Generd and
Science Advisory Board, and the Office of Management and Budget, who assert the Agency’s
environmentd datalack vdidity, consstency, and rdiability.

Most of EPA’s mgjor data collections were initiated decades ago, prior to the current understanding of
data quality principles and in the absence of the standards and metadata requirements that are vitd to the
reliability and secondary use of data. The vast mgority of data used by the Agency is collected by Sate
and locd agencies, and the regulated community using inconsistent collection and andytica

methodol ogies, identification andards, and documentation. The impact of this variability was noted in a
February 2000, GAO report sating that, due to unreliable data, the Agency is unableto give an
accounting of the environmental health of the nation’ swater bodies® The report cited severa causal
factors, including inconsstencies in water body assessments and methodologies, lack of standards and
common definitions, and questionable data congstency and reiahility.

EPA’ s new information office, the Office of Environmentd Information (OEI) was established in October
1999. Since that time numerous separate inquiries regarding the sate of the Agency’ s data qudity were
sent to OEI from Senators Bond, Smith, Baucus and House Committee Chairmen Fowler and Mclintosh,
and others. EPA’ s data quality and completeness are squarely on their radar screen and the new office
has raised expectations that the issue of data qudity will receive greater attention from EPA. In March
2000, Margaret Schneider, Principa Deputy Assistant Administrator for OEl, testified before the House

1 Managing for Results: Challenges Agencies Face in Producing Credible Performance Information
(February 2000, GAO/GGD-00-52)
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Subcommittee on Oversight, Investigations and Emergency Management, Committee on Transportation
and Infrastructure, to answer questions on the quality of the Agency’ s data, and in afollow-up request
from the House Subcommittee a data quality assessment was requested for four EPA datasystems. The
assessment was completed and a report submitted in August 2000.

The Data Quality Strategic Plan

The Qudity and Information Council, the Agency’ s senior-management body for setting information and
quality policy, isasssted by four subcommittees. One isthe Quality Subcommittee, which in July 2000,
formed a cross-Agency workgroup to develop a Data Quaity Strategic Plan (DQSP). The
Subcommittee’ s charge to the Workgroup was firg to identify where and how to improve the qudity of
the Agency’ s environmental data and second, to recommend how to improve the quality culture at
EPA,; to further embed an gppreciation for the role and importance of quaity assurance at al levels.

What is Quality?

Understanding and ng data qudity is matrix-like in complexity, where the x-axis represents
different types of data (regulatory compliance, permitting, violations, ambient concentration
measurements, geo-patia, [aboratory analyss, monitoring, technology performance data, etc.) and the
y-axis represents different types of quality aong the entire deta life cycle from planning to sample
measurement, andysis, assessment, through transmission, storage and reporting. At any given point on
this x-y grid, the notion of quality will take on different meanings.

The conventiona wisdom among EPA’ s data detractors and among some EPA gtaff, appears to be that
in generd, the Agency’ sdataisunrdiable. Thisview is part perception but o part substance. Because
sandard data quality assessments are not routingly performed on the Agency’s data, we lack a qudity
basdline, and even standard qudity criteria by which to determine the veracity of the conventiona view.
For those systems which have been recently assessed for “qudity,” the Toxic Release Inventory System
and Safe Drinking Water Information System, for instance, the agpect of qudity examined is primarily at
the data system level. The questions answered are not, ‘ do the values accurately represent the actual
pollutant release or ambient condition,” but rather, ‘are the data in the data repository consistent and
complete in comparison to the originating system or documentation? While this back-end assessment of
“qudity” isof vaue, it says nothing about highly significant front-end stages of the datalifecycle.

EPA’s mgor statutes and the programs they have spawned are very different in purpose and structure.
Clean Air Act regulations and guidance are quite specific in their quality assurance requirements for
ambient air monitor Sting requirements, instrument precision testing protocols, and scientific rigor thet
underpins the entire monitoring program. The Superfund Program aso has an effective quality
management system and its data and andysis are generadly of known qudity. The same cannot be said
for dl EPA environmenta data programs.
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M ethodology
Views and Reviews

The Workgroup andyzed reviews of EPA’ s data and information quaity management, by oversight
organizations such as the Generd Accounting Office, Science Advisory Board, Nationa Academy of
Public Adminigtration, the Environmental Council of the States, and business groups such as the Business
Roundtable and Codition of Effective Environmenta Information. Examples of their observations and
advice follow.

The Science Advisory Board:?
. EPA’s Qudity System implementationis uneven and varies from organization to
organization, increasing the likelihood of problems with data quality and the associated
decisons,

. Over 75 % of states are generating data of unknown quality because they lack approved
Qudity Management Plans,

. Incomplete implementation of the Agency's Qudity System precludes proper evauation
and produces the potentid for waste, fraud and abuse;

. The reporting status of quality staff denies access to the proper leved of authority and the
independence necessary to oversee the Agency’ s services and products,

. The problem of access dso exigts at the regiona, program and date levels,

. Senior managers needs to be a champion for successful implementation of the Agency's
Quadlity System and need to implement a more complex web of persuasion,
adminigtrative mandates, and rewards.

In aMarch 2000, GAQ reported that The National Water Quality Inventory, or 305(b) report on
surface waters, is not areliable representation of nationwide water qudity conditions due to incomplete
and inconsistent data, yet EPA uses this report for decision making because it is the only source on
whether waters are meeting water quality standards® No factua understanding of how well the Agency
isachieving its misson to protect the nation’s waters exisis,

EPA’s Office of Inspector Generd has identified various wesknesses in the Agency’ s qudity system
implementation and management, stating, “Without an effective Agency-wide program, EPA could not
fulfill its mission” which depends on having environmental data of known and adeguate quality.*

2Review of the Implementation of the Agency-Wide Quality System, by the Quality Management
Subcommittee of the Environmental Engineering Committee, Science Advisory Board, February 25, 1999.

3 Water Quality: Key EPA and State Decisions Limited by Inconsistent and Incomplete Data (GAO/RCED-
00-54).

4EPA Had Not Effectively Implemented Its Superfund Quality Assurance Program (E1SKF7-08-0011-
8100240, September 30, 1998)
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In the Nationa Academy of Public Adminigration’s November 2000 report, Transforming
Environmental Protection for the 21% Century, four of ten recommendations apply to EPA’s Qudity
Sydem:

. Invest in Information and Assessment. “Develop objective data of high qudity.

. Hold States Accountable For Results. “Redefine EPA’ s expectations of statesin terms
of environmentd results rather than only process”

. Invest in Information. “Appropriate sufficient funds for mgjor improvementsin
environmenta data and in program assessment.”

. Challenge EPA, Congress, and One Another to Transform Environmental Governance.

“Build evauation into the design of . . . programs.”

The Business Roundtable (BRT) has developed their Blueprint 2001: Drafting Environmental Policy
for the Future, which incdudes the following recommendetions.

. EPA needs amore a disciplined focus on data quality and scientific rigor.

. Improve data collection, use e ectronic data collection and reporting, move toward
integrated reporting, recordkeeping, and monitoring.

. The government should provide better information stewardship, policies that place
environmenta information in context, and tools for assessing its accuracy.

Sherwood Boehlert, chairman of the House Science Committee, has endorsed BRT’ s proposal to move
to performance-based management and has promised the group to take a serious ook at the proposals.
Boehlert said:

Sound science is the key to reaching consensus on tough environmental problems,
and technology is the key to affordably solving those problems.®

Analytical Process

Building upon the observations and comments of externa reviewers, the Workgroup developed a 12-
step modd to identify where adong the datalinformation lifecyde, vulnerabilities to data qudity exist and
then identify ways to mitigate those vulnerabilities. The mode spanned from planning for a data collection
to ultimate Sorage in a data system. About 90 resulted from that exercise. The Workgroup next
grouped thislong list under five categories and devel oped white papers exploring seven key themes.
Finaly, interviews were conducted with managers, and data collectors or evauators from dl program
offices and Six regions-atotal of 40 interviews-to better understand the view of decison makers
regarding their use of data, qudity priorities, and their expectations of the Data Qudity Strategic Plan.

SInside EPA, February 23, 2001. Boehlert’s comments were quoted from a February 8, 2001, briefing with the
Business Roundtable.
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Recommendations

The Workgroup developed seven sets of recommendations and prioritized them according to their
importance for improving data quaity and quaity management. These recommendations were presented
to EPA’ s Quality Subcommittee on March 8, 2001, and the Subcommittee has taken them under
advisement. Thelist of recommendations appears below, followed by a description of each.

Nationd Information Quality Management
Environmental Data and M etadata Standards

Performance Reporting

Data Transmission and Storage

Grants and Permits

Data Stewardship

Better Quality Assurance Project Plans

Noaks~wbdPE

#1- National Information Quality Management

EPA’s current approach to Agency-wide qudity assurance (QA) relies on decentralized implementation
of broadly stated policies contained in EPA Order 5360.1, and the Agency Qudity Manua. Theses
documents describe the role of OEI’s Qudity Staff as providing quaity assurance primarily for
environmenta data collection and technology development, and reviewing documents.

The Qudity Staff develops policies and guidance and assesses their implementation across the Agency,
but has little authority for assuring compliance in organizations that have not developed credible QA
programs. The Qudity Staff is not respongble for coordination of policy implementation across EPA on
aday-to-day operational basis, nor is there a process for devating and resolving common or shared
issues to the Agency level.

Many examplesillugrate the lack of a cohesve nationd qudity syslem. For instance, the quality
requirements in date grants programs are dramaticadly inconsstent. The Office of Air and Radiation has
clearly defined qudity assurance requirements for its air monitoring program, as does the Superfund
program. But other EPA program offices do not and there are few incentives in place to compd aless
inclined office, governed by quality-silent or week statutes and regulations, to expend scarce resources to
assure the quality its managers believeis dready apart of their sandard business process. The cost of
incons stent implementation among EPA’ s regiond offices can be illudirated by a contractors' dilemma
where their Qudity Management Plan is gpproved by one region but disgpproved in another resulting in
confusion, frustration and additional costs.

After 20 years of using a decentralized gpproach to managing quaity assurance at EPA, implementation
of quality in the business processes for collecting, analyzing, using, and storing information is fragmented
and inconggtent in program offices, regions, and laboratories; with little accountability for the results. This
creates information quality vulnerabilities and resultsin inefficient data collection and analysis
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expenditures, barriers to information sharing, and the potentia for lost credibility in Agency
decisonmaking.

To improve EPA’ s quality culture and provide a nationd framework for achieving greater consistency in
quality assurance policy implementation, the Workgroup has recommended that changes in the current
quality management structure be effected.

1 Create a National Information Quality Office. This office would report to the Agency’s chief
information officer (ClO), supported by anetwork of regional and national program CIO’swith
explicit authority, responghbility and accountability to:

. Assure consgigtent coordination and integration of quality across dl EPA programs and
regions by developing an Agency-wide EPA Quality Management Plan. The plan must
describe how al sectors of the Agency Quality System work together to assure
information quaity. It must describe congstent roles, responsibilities, and processes for
headquarters, nationa program offices, regiond offices, delegated Sates, grantees, and
contractors to implement quality procedures, and must establish core criteria to assure
even implementation across the entire Agency.

. Sarve asthefind arbiter for resolving differencesin qudity policy interpretation.
. Implement and manage aformd data and information stewardship program that spans
the entire datalifecycle.
. Serve as acentral Agency focd point for externa contacts on quadity policies and
interpretation.
. Lead an Information Qudity Office initiative to influence the Agency’s qudity culturein
positive ways, induding:
v Ingtitute an education and training program among QA staff and managersto
engender a customer-assi stance orientation to quality assurance processes.
v Offer broad Agency training to emphasize the role and value-added of qudity
assurance to dl our work.
v Shift the approach to QA to become more results-oriented, e.g., demonstrate
the connection between Quality Management Plans and data quality.
v Perform a sort of triage to identify national QA priorities that will inform
managers where to target limited resources.

B. Quality Assurance Manager |ndependence. The Science Advisory Board found that the
reporting status within EPA lowers the qudity profile and denies quaity assurance managers
access to the proper leve of authority, within program offices, regions. According to ISO Guide
25,° “The qudity manager shal have direct access to the highest level of management.” And,

®International Standards Organization, General Requirements for the Competence of Calibration and
Testing Laboratories.
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“The quality assurance unit shall be entirely separate and independent from the personnel
engaged in the direction and conduct of the study.”” (Italics added)

Providing sufficient organizationa independence for Agency qudity assurance manager (QAM) positions
assures that quality vulnerabilities will be raised to the proper level of authority. The QAM position must
have sufficient level of placement, with access to senior management, grantees, and contractors, to be
heard. Currently, there are QAMs in offices with substantial data collection responsibility that are not
full-time pogitions, nor do they have sufficient access to their office management. To provide sufficient
independence for quality assurance managers.

a Require indtitutiona placement of QA manager to ensure access to senior managers, and
that they must hold a GS-13 leve or above.

b. Guarantee an gppropriate measure of independence to QA managers to avoid conflicts
of interest.

#2 - Dataand Metadata Standards

Metadata are defined here as the who, when, why, what , where, and how, of data values. Where
metadata are absent, EPA is unable to “defend” its data, making the Agency vulnerable in terms of
externd inquiries, and because the public assumes data on our Web site are Agency “approved.” To
collect data that can be defended on their merits and gain a higher return on the enormous investments
made in data and data systemns by planning for the secondary use of data, qudity assurance
considerations need to be explicitly incorporated into OEI’ s data standards devel opment process.

In OEI’ sfirst eighteen months, the standards process accounts for the successful completion of the Six
Reinventing Environmental Information data standards. Fourteen of EPA’s mgjor data systems arein
various stages of implementing those standards on the back end—at the database level. To meet thelarge
demand for approved data standards the current devel opment process needs to be accelerated, and it
a0 needs to be broadened to include scientific measurement data

There are many driversfor requiring the collecting, documenting, and storing certain metadata
parameters. Among them, the data quaity language was inserted into the FY 2001 gppropriations bills®
raising the possibility of alawsuit where “inaccurate’ public data are discovered. A lack of andard deta
definitions and metadata can aso result in confusion and skewed analysis when incompatible detais
wrongly compared. Data collection is ahuge Agency investment (direct collections, grants to states and
researchers). When data are treated as a reusable resource—for use after the initial collection

"See 21 CFR 58; 40 CFR Part 160.35)

8Section 515, Consolidated Spending Bill H.R. 4577, Untitled Section of the Fiscal Y ear 2001 Consolidated
Appropriations Act (P.L.106-554).
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purpose-the return on the investment will be far greaster. Where metadata are missing, data are of
unknown quality resulting in decisons that may be unsound and indefensible. Non-standard data formats
and missing metadata are both barriers to large-scale, regiond and national andysis and comparisons.
EPA's Quality System requires that where pre-existing data are used to make environmental decisions or
new data collections are planned, the quality of the data must be known and documented.®

The following recommendations address the Agency’ s need for standardized metadata and data quality
indicators.

A. Anayze EPA’s commonly used scientific data types to identify where the most compelling needs
for data standards exist. The sdection criterion could be EPA’s largest scientific data collections,
or some other. Standardizing Superfund program data has been an identified need for years.

B. A series of Standards Action Teams should be convened to, 1) identify the needed e ements for
core setsof metadata (who, what , how, when, where, why), and 2) data quality indicators
(precision, bias, confidence level). Standard transmission and storage formats for these
elements can be devel oped using OEI’ s data standards process. The core set should consist of a
minimum number of priority data dements and qudity indicators.

C. Collection and documentation of core metadata eements will be required: 1) of al mgor EPA
data collections, and these standard data fields will be required of when a data systemsis
developed or re-engineered. When data are collected, tranamitted or stored, the inclusion of, or
linkage to, any existing metadata connected to that dataset, will be required.

D. Linking technologies and data transmission languages such as XML should be identified for usein
legacy systems that do not accommodate metadata storage, so that available metadata can be
accessed with the corresponding data.

E The workgroup should consider two options: 1) develop a series of core sets of metadata,
specific to different data types, or 2) identify one core metadata set comprised of eements
common to most data types, then require program offices to develop their own office-specific
metadata requirements as a complement the core set.

F. A plain English educationa brochure needs to be developed for non-scientific EPA saff, decison
makers, and the public, to explain the role and importance of metadata to understanding issues
such as random error, confidence and uncertainty. The brochure should be published and
digtributed, and alink displayed on EPA’s Web sites wherever data are displayed to promote a
more informed understanding and use of EPA’s data.

G. Use OEI’ s data standards implementation process to incorporate standardized data formats and
metadata requirements into al appropriate, data-related, Agency regulations, policies, permits,
data system requirements, and Information Collection Requests.

#3-  Performance Reporting

A. Data Assessments: Perform standard data quality assessments of all mgjor data bases every
two years. A standardized protocol and criteria should be developed for performing data quality

9EPA Order 5360.1, Section 2.5.1.
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assessments, using datigticaly sgnificant sampling. The first assessment will cregte abasdine
from which to judge al future progress. From this, the program can establish data system-
gpecific improvement goas.

B. Improvethe FMFIA Reporting Process: Reporting under the Federal Managers Financial
Integrity Act (FMFIA) can promote grester accountability in improving the consistency of
Agency data. A formal collaboration process should be developed between OEI and the Office
of the Chief Financid Officer (OCFO) to identify nationa programs and regions that are not
adequatdly addressing data quaity management in their FMFIA reports, and reminders and
assistance can be provided.

C. I ntegrate Data Quality M anagement into the Gover nment Performance and Results
Act (GPRA) Processes. To engender aresponsve qudity culturein EPA, asystem of carrots
and gticks should be employed. Tying program and regiona development and i mplementation
of Quadity Management Systems to the Agency’ s Planning, Budgeting, Analysis and
Accountability sysem and GPRA implementation efforts could provide the incentives. Since the
GPRA process helps determine EPA’ s resource usg, directly tying quaity performance to this
process would help improve and broaden the * qudity culture’ at the Agency.

#4 - Data Transmission and Storage

A. EPA should formaly acknowledge that information technology systems and security provisons
have adirect effect on the overdl qudity of our information, and should be explicitly consdered
part of the enterprise quality system. The Agency needs to develop explicit quality policies and
guidance across the three functional areas of information, technology, and security.

B. Life cycle documentation should be required for al software as should the independent
verification and vaidation procedures of the software sysem. Custom hardware should be
subjected to comparable documentation procedures.

C. Explore the development of an Agency-wide metadata repostory. Thiswould achieve significant
economies since individua systems would not have to store metadata information but could link
to the appropriate metadata instead.

D. Provide guidance for systems managers, describing methods for checking the quality of
transmitted data and making corrections. These steps must be included in system operationd
procedures, and be available to the project manager.

E Conduct periodic quality review of systems as part of quality program reviews. Upgrade Agency
software engineering guidance and policies (e.g., IRM Directives 2100) to require qudity
documentation.

#5 - Data Steward Roles and Responsibilities
Develop apalicy to codify the Data Stewardship Network in EPA’ s Integrated Error Correction

Process. Formdly identify data stewards with the responsbility to guard data integrity from cradle to
grave, or from data collection to data repository. The Data Stewardship Network should include staff
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from program offices, regions, and sates; individuals with a vested interest in overseeing the development
and use of rdligble data

#6 - Quality Assurance Project Plan I mprovements

A. Quality Assurance Project Plans (QAPP) are the firdt line of defense for reliable data qudlity.
When effectively developed, they encompass the thought and planning that are vital to an
effective data collection process. The Intergovernmental Data Qudity Task Force and Region 1
are developing guidance to help staff prepare streamlined and meaningful QAPPs. Many
QAPPs currently are comprised mainly of “boiler plate” that has little to do with project
requirements.

B. Training in QAPP development is a continuous requirement. Management must be committed to
providing essentid training.

#7 - Grants and Permits

Permits - It isimportant the Agency improves quality assurance requirements for its permit programs,

which currently offer minima assurance. Two possible gpproaches are:

A. Have each permit program assess the quality of data reported to EPA by permittees to determine
whether the data are adequate for their intended use. This assessment could drive the need for
regulatory change. If data are adequate, no regulatory change is necessary. If the dataare
inadequate for a given program, the program would be required to develop a plan to upgrade the
quality of the data (this might include regulatory changes or other changes);

B. Identify other tactica points where change could be made reatively quickly that would lead to
overdl qudity improvements. For example, improved data quaity screening tools to prevent
inaccurate data from entering the system.

Grants - The EPA Quality System could be modified to specificaly require grants that contain
environmenta data operations (EDO) to have Quality Management Plans in accordance with EPA
guidance. In addition, 40 CFR 8830 and 31 could be modified so that the burden to determineiif thereis
an EDO in agrant is made by the QA gaff of the organization approving the grant. The language in 40
CFR 831.45 is outdated and inadequate to ensure that grants having environmental data operations will
establish adequate qudity systems. The section needs to be rewritten. The Agency Grants Management
Manua needs to have a section that adequately reflects the modified language in 40 CFR 8§31.45, and
holds grants management officias accountable for the QA component of the grant.

WhereWe Go From Here
On March 22, 2001, the Quality Subcommittee members will meet in a closed-door session to decide

their response to the recommendations presented in this paper. Based on the Subcommittee’ s direction,
aData Quality Strategic Plan (DQSP) will be drafted. The current intention is to distribute the draft Plan
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for review a the end of April, and later to meet with state representatives to receive their feedback on a
second draft Plan. The Workgroup and others with an investment in the Agency’ s Qudity System and
data, hope that the Subcommittee’ s ddliberations will result strategic in shiftsin the Agency’s culture and
gpproach to information quaity management, but we aso understand the daunting obstacle of cultura
resstencein alarge organization. In short order we will know if the time for this Plan has arrived.
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REMEDIAL PROCESSOPTIMIZATION

Maj. Jeff Cornéll*, Lt. Col. Daniel Welch, and Dr. Javier Santillan

Nearly fifty percent of the Air Force contaminated Stes have completed the investigation phase,
and have entered the remediad design / remedid action (RD/RA) phase. The Air Force FY 2005 annua
monitoring costs are estimated a $ 200 million. The cost of RD/RA will be equd or grester than the
investigation phase of the ERP. To reduce costs, RD/RA must be based on aitainable cleanup goas
following systematic planing and appropriate data quality objectives (DQOs). The mgority of RA
projects require compliance Remedid Action-Operation (RAO) monitoring of their active remedia
systems. Sites where the remedia action is complete, and/or where ground-water contamination is till
present require Long-Term-Monitoring (LTM). RAO/LTM isdictated by the Resource Conservation
and Recovery Act (RCRA); Comprehensive Environmenta Response, Compensation and Liability Act
(CERCLA); and Underground Storage Tank (UST) programs and is a costly necessity a most military
indallations. Consequently, improving the efficiency of these RD/RA and associated monitoring programs
through Remedid Process Optimization has the potentid for substantial cost savings.

Optimization of remediation cleanup actions will accelerate cleanup and Site closeout. Monitoring
programs supported by adequate systematic planing, appropriately established decision rules, and well
defined data quality objectives are easer to manage. These projects promote tracking of contaminant
plume trends and update of conceptua site models. The Air Force developed the Remedia Process
Optimization (RPO) Handbook for the purpose of maximizing the effectiveness of al processes that lead
to site closeout. This Handbook was reviewed by an interagency workgroup (US EPA, USACE,
USGS, and NFESC. Beta Test results of the RPO Handbook are presented and discussed.
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USING FIELD DATA ANALYSISFOR
ENVIRONMENTAL DECISION MAKING
AND SUBSEQUENT REMEDIATION AT TWO EXAMPLE SITES

Laural. Splichal, CHMM and George DelL ullo, CDM Federal Programs Cor poration,
Kansas City, Missouri; Denver, Colorado

One of the major challenges in remediating contaminated sites is having quick access
to quality data on which to base remedial decisions as onsite work progresses. Case
studies are presented at two Superfund sites where field screening and field analyses
are used to provide these data. Emphasisis placed on the importance of high quality
field data, as these data are the basis for remedial decisions prior to receipt of offsite
laboratory confirmation. The decision-making processes for remediating
contaminated soils and structures are presented in addition to project specifics
including data quality objectives, field data collection procedures, quality
assurance/quality control procedures, and comparisons of the field data with offsite
laboratory results.

I ntroduction

At Sites A and B discussed in this paper, CDM Federa Programs Corporation (CDM Federd)
designed and implemented site remediation programs that removed both radium-contaminated soils and
radon gas, with al cleanup activities geared to meet community concerns. The cleanups were designed to
be complete and effective using streamlined gpproaches to dlow the projects to quickly progress through
find dte characterization, design, construction completion, and Ste restoration. The programs would not
have been as successful without thorough and effective qudity assurance protocols that were
incorporated into the design and data collection activities. Both sites are currently in later phases of
remediation. To date, radon gas has been reduced to acceptable levels inside residences, contaminated
s0il has been removed from a number of properties, and over 850 properties a the two sites have been
fully restored.

Site A

Site A was discovered in 1979 when the gtate environmenta agency initiated a program to identify and
investigate locations of former radium processing facilities within the Sate. Site A conssted of atotdl of
210 acres of residentid and public areas in three different townships that contained radiologicaly-
contaminated soil originating from loca radium processing operations. Radium research and the radium
products industry were prevaent in the Ste area from the early 1900s until the late 1920s as medicd,
commercid, and military uses were found for this radioactive isotope. Radium was used to destroy
cancerous tissue and was gpplied as sdf-illuminating paint to watch and instrument diads, gun sights, and
survey equipment. Severa companiesinvolved in these radium research and production activities were
located in the site area during that period. By the early 1930s, increasing awareness of the hazards of
radium and the discovery of richer uranium ore in Africa caused the radium industry to disappesar from
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this geographica area. However, the discarded materials and process waste from the industry were |eft
behind. Locations in each study area where the contaminated material was deposited, and gtill existed at
the beginning of Site activities, were termed “ core areas.” Radium-contaminated waste was gpparently
brought to these core areas and placed among ash and other waste materials. During subsequent
residentia development, channeling and diversion of surface drainage was necessary, and earth was
moved during the congtruction of roads and houses. Contaminated materia was, therefore, mixed with
non-contaminated soil and fill throughout the Ste, with the highest levels of contamination present in the
core areas.

Site A encompassed over 800 commercia and residentia properties in addition to public streets and
parks. Above-background levels of gamma radiation indicating soil contamination exceeding cleanup
standards were identified at more than half of these properties. The remaining properties either gppeared
to be below the cleanup standards or did not have sufficient testing to be classified. This soil
contamination caused eevated levels of indoor radon gas, aswell as eevated indoor and outdoor gamma
radiation throughout the sudy area.

Site A was subsequently listed on the Nationd Priorities List (NPL) in 1985, and the U.S. Environmentdl
Protection Agency (EPA) signed a Record of Decision (ROD) for the sitein 1989. The ROD provided a
final solution for some properties and interim solutions for others. It required total excavation of all
contaminated materia above cleanup sandards from the most highly contaminated properties, with offste
disposa of the waste. The cleanup standards specified in the ROD were < 5 picoCuries/gram (pCi/g) for
radium-226 in surface soil, and <15 pCi/g in subsurface soil. These extensively contaminated properties
(e.g., Category 1) posed the grestest threat to human health and would be difficult to remedy without
excavation. The ROD provided for excavation of “hot spots” on other properties (e.g., Categories |1 and
[11) where the remova of small quantities of near-surface contaminated material would provide afind
remedy and bring the properties into compliance with cleanup standards. The ROD aso required interim
actions at some properties, including the ingtalation of engineering controls, to mitigate hedth risks
associated with exposure to radon gas and gamma radiation prior to completion of the remedid actions.
Additiond investigations and monitoring were specified for a number of properties (eg., Category 1V)
where radium-contaminated soil was present above soil cleanup standards, dthough health guidelines
were not exceeded. This phased approach outlined in the ROD allowed EPA to begin excavating the
radium-contaminated materias from the most highly contaminated properties, while mitigeting the hedth
impacts associated with exposure to radon gas and gamma radiation at other propertiesin atimely
manner.

Objectives
Mgor gods of the Site A remedid design investigation included:
. Augment the current database for the Category |, 11, and |11 properties so that the vertica and

horizontal boundaries of the contamination are identified with reasonable accuracy where
excavation is required;
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. Collect data sufficient to perform the design of engineering controls for properties that will not be
immediately excavated; and

. Review exiging data and collect additiona data, where required, to ensure that dl of the
properties are correctly categorized.

Quality Assurance Planning

A Qudlity Assurance Project Plan (QAPP) was prepared pertaining to the Site A remedia
design/remedid action (RD/RA) construction support services and related environmenta studies. It
incorporated a graded quality assurance (QA) approach based on the relative importance of an item or
activity on safety performance, reliability, and project objectives to ensure results were vdid and in
compliance with project criteria. Two of the specific objectives stated in the QAPP were a) to provide
adequate confidence in the accuracy, reliability, and appropriateness of reported conclusions,
recommendations, and associated studies, and b) to manage RA congtruction support service activities
S0 that remedid designs were implemented accurately.

To achieve the project objectives stated in the QAPP, QA objectives were established for the Site A
data collected during sampling efforts. These objectives focus on what’ s termed the PARCC parameters.
precision, accuracy, representativeness, comparability, and completeness. At the time the QAPP for this
project was prepared, the data quaity objective (DQO) process required by EPA included establishing
quditative and quantitative goas for each of these parameters. The specific QA objectives are listed
below:

. Ensure the accuracy of the collected data meets the specific gods for the anaytical method used.
The accuracy god for dl radiologica anayses was 10% from the true vaue.

. Ensure the precision of the collected data meets the specific goals for the analytical method used.
The precison god for the anayses was 20% difference between individua duplicate values.

. Ensure completeness of the data based on the percentage of valid data obtained from field and
offgte |aboratory tedts.

. Ensure the data are representative of the medium/environment sampled.

. Ensure the comparability of the data sets through the use of standardized sampling and
measurement procedures and use of certified calibration standards for field instrumentation and
equipment.

Readiness reviews were conducted prior to the start of each phase of field activitiesto ensure dl
preparatory tasks were complete and to formulate and communicate the action plan to commence the
fidd activities. The readiness reviews incorporated al project management and field personnel and
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ensured field personnd had dl required training and background information required to perform the
work successfully.

Field audits were conducted in conjunction with the remedia design invetigations and RA activitiesto
ensure work was conducted in accordance with the Remedia Design Work Plan and QAPP. Field
audits were conducted by QA personned, independent from the personnd performing fidd activities. This
independent assessment alowed an additiona qudity check to ensure field activities were performed in
accordance with all applicable procedures.

Pre-Design Characterization Activities

CDM Federd conducted a detailed investigation of radiological and surveying data acquired from
previous contractors and regulatory agencies prior to collecting any additional data. By compiling
previous data acquired at the various Site properties, CDM Federa personnd determined what
additional information was required to determine if a property required remedid action. This background
evauation of previous data resulted in acquiring only the necessary amount of samples to determine
whether to remediate a particular residentia property. This evauation aso dlowed only the necessary
fidldwork to be conducted where data were not available. New data collected by CDM Federd, in
addition to the previoudy existing background data, provided the basis for remedia design engineering a
contaminated properties, and confirmation that properties not requiring remedia action were within
appropriate guidelines.

The most highly contaminated properties were located almost exclusively insde three core areas where
radium-contaminated soils were originaly disposed. Additiona data at these properties were primarily
needed to verify the vertica contamination profile. Investigations a the remaining properties were
conducted to identify “hot spot” contamination and determine whether immediate excavation or interim
measure engineering controls would be implemented. Pre-design investigation activities that were
conducted at the Site A propertiesarelisted in Table 1.

Field meters specified for use at Site A included a gamma scintillometer (2° x 2° Nal detector with
scaer) to detect eevated gamma radiation from uranium-238, radium-226, thorium-232, an dpha
scintillation probe to detect elevated apha radiation from thorium-230, and a beta-gamma pancake-
geometry Geiger-Mueller probe to detect beta and gammaradiation. All onsite equipment was cdibrated
daily in accordance with manufacturer’ s ingtructions. If equipment was found to be out of cdibration, any
data that was collected with the non-compliant equipment was flagged and re-collected if possble.
Malfunctioning equipment was immediately replaced with backup equipment that was operating properly.

During pre-design investigation activities, CDM Federd rapidly andyzed samples ongite using a
Canberra*“Genie 2000” multi-channd analyzer (MCA) with gamma scintillation detector. This instrument
istermed the “Quick Count” system. Early in the program, samples were fidld analyzed for radium-226,
and later for radium-226 and thorium-232, the target andytes for the site. System background and
cdibration checks were performed daily using two different radium-226 standards prior to sample
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anadysis. Asa QA measure, five percent (5%) duplicate counts were conducted to demonstrate that the
system remained within required qudity control (QC) limits.

Table 1. Site A Pre-Design Investigation Activitiesand QC Requirements

INVESTIGATION ACTIVITY REQUIRED QC*

Outdoor walkover gamma surveys — performed to identify boundaries of soil | 10% duplicates for all
contamination. Surface soil samples were collected using a 10 x 10" grid across the | measurements and soil
identified contamination area. Sampling was focused at areas where survey gamma | samples
readings were greater than 20,000 cpm. Soil sampleswere analyzed onsite using the Quick
Count system, and results were confirmed by offsite laboratory analysis.

Subsurface investigations — performed at areas with high surface gamma readingsto | 10% duplicates for all
identify the vertical extent of contamination. Thiswas performed by hand augering 5-foot | measurements and soil
soil borings and taking downhole gammareadings at 6-inch intervals within each boring. | samples, minimum of one
Subsurface soil samples were collected from intervals with downhole gamma readings | duplicate per boring
greater than 30,000 cpm. Soil sampleswere analyzed onsite using the Quick Count system,
and results were confirmed by offsite laboratory analysis.

Indoor walkover gamma surveys — performed inside basements using a gamma | 10% duplicates for al
scintillometer, i.e. 2" x 2" Nal (sodium iodide) detector with scaler. readings

Radon measurements — measured inside basements using alphatrack detectors (ATDs) | 10% duplicates for all
to determinethe necessity for and appropriate type of engineering controlsif radonlevels | readings
exceeded the 4.0 picoCuries/liter (pCi/L) criteria specified in the ROD.

Building surface surveys - conducted to identify alpha and beta-gamma surface | 10% duplicates for all
contamination of structures. readings

Gamma exposur e rate measurements - performed both outdoors and in basementsto | 10% duplicates for all
determine if any portion of the property exceeded the health guidelines established for | readings
gamma exposure (20 microRoentgen/hour [:R/hr]).

*All field measurements and offsite laboratory samples were duplicated at a 10% frequency. Precision requirements
were +/- 20%.

Figures 1 and 2 present graphs correlating offste laboratory results with the field Quick Count results,
respectively, for radium-226 and thorium-232 analysis of subsurface soil samples collected from severd
properties at the pre-design investigation stage. The figures indicate the correlation between the Quick
Count results and offsite [aboratory results for the two radionuclides. For radium-226 (Figure 1), a Quick
Count result of 4.3 pCi/g related to an offste |aboratory result of 5.0 pCi/g. For thorium-232 (Figure 2),
aQuick Count result of 5.5 pCi/g related to an offgite laboratory result of 5.0 pCi/g. This correlation was
important to determine the Quick Count results that would indicate whether a property required remedia
action.

RD/RA Activities

CDM Federd prepared remedia designs for the properties requiring remedia action based on the pre-
design and higtorical data. A remedid action contractor performed the RA activities at the various Site A
properties. Remedia actions included excavation of the contaminated soils from around and below
houses, even under the foundations. Severd dternatives were available for remova of contaminated
meaterids againg or beneath house foundations. Materid against afoundation or basement wall was
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removed by reinforcing the wall as necessary, excavating, and cleaning the wall by brushing and washing.
Contaminated materia extending a short distance under foundations was removed by incremental
excavation and backfilling and compaction to avoid weakening the structure. More extensive
contamination was removed by supporting the structure then underpinning or tunneling beneeth the
residence, by relocating the home, or in extreme cases, by acquiring the property and demolishing the
house.

During soil excavations, the RA contractor performed wakover gamma scans and soil sampling with
onsgite gamma Quick Count analyss. If gamma scans indicated soil contamination above 30,000 cpm,
then excavations were continued in that area. After al gamma scans indicated acceptable levels, soil
samples were collected for ongte analysisto ensure al portions of the excavation met the cleanup
criteria. A chdlenge specific to Site A included ash content in the soil that created fase positivesin the
gammareadings. The field andyst congdered any interferences due to ash content in the soil, and
professiond judgment was used to determine if positive resultsin the sample may be due to ash, rather
than radionuclide content. All surface and subsurface Quick Count and gamma screening data collected
during excavation activities were logged into a pen-based computer for accurate data storage, recdl, and
tracking.

After excavations and other remedia actions were finished, the RA contractor verified the remedia
action was complete by performing find field measurements and offsite soil sampling confirmation.

I ndependent Verification

CDM Federd provided independent verification of the effectiveness of the remedid actions after the RA
contractor was finished to verify that the remedia actions were accomplished in accordance with the
standards and criteria established for the project. Independent verification measurements consisted of ol
sampling from excavated areas, gamma exposure measurements for both indoor and outdoor remediated
areas, working level radon/radon decay product measurements from inside remediated structures, and
contact apha and beta-gamma readings from decontaminated surfaces. The Verification Protocal, itsdlf,
was a QA measure that was used to ensure remedia actions achieved the cleanup criteria at each
property. Itsimplementation alowed rapid correction if it was determined that additional excavetion was
required, or engineering controls were not completely effective. Each post-RA measurement activity is
described below.

Soil Sampling Procedures

Walkover gamma scans were conducted across the entire site, with one-minute concentrated readings a
selected anomal ous areas to ensure there were no areas with eevated activity. Composite soil samples
were then collected from each 10m x 10m grid (900 ft?) area. Sampling grids were established such that
samples were collected from the non-disturbed edges as well as from the bottom of the excavation. Ten
percent were duplicate samples for duplicate gamma anayssin addition to apha anayss.
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Soil samples collected during post-RA soil sampling were andlyzed onsite for radium-226 and thorium-
232 using the Quick Count system to verify that an excavation had been completed and to specify the
samples with elevated radioactivity for offste laboratory confirmation andyss. Quick Count andysswas
more chalenging during the verification stage as compared to the pre-design stage because gamma
activity was much lower, near the cleanup criteria of 5 pCi/g, so less measurement error could be
tolerated. Quick Count data were evaluated using arevised RD criteria established by EPA of 7 pCi/g
for combined radium-226 and thorium-232, or 5 pCi/g criteriafor these analytes individualy.

To maximize the accuracy of the data, soil samples were dried for a 12-24 hour period prior to anadlyss
to dlow the radionuclides to uniformly distribute throughout the sample matrix and to eiminate the water
in the sample that shields detection of the radionuclides and makes the sample heavier, effectively diluting
the results. These factors cause “wet” samplesto have lower results than “dry” samples which can lead to
adetermination that a property has been remediated, when in fact, the clean up criteria has not been
achieved. For quick count data obtained from wet sample analys's, measurement error was considered
to be "50-100% due to sample moisture. Error for dried sample measurements was considered to be
"10%.

Asa QA measure, five percent (5%) duplicate counts were conducted to demonstrate that the system
remained within required control limits, and daily cdibration procedures were followed to ensure the
accuracy of the instrument. The precision criterion of "20% difference between the results was often
difficult to achieve due to inherent heterogeneity of the samples. One smdl particle of orein one of the
samples could create a large difference between sample results. If the precision criterion was exceeded,
the duplicate samples were re-counted and the results were documented. Based on the re-count results,
field decisions were made as to whether results were acceptable, the samples should be re-collected, or
additiona excavation was required.

Gamma Exposure Measurements

Gamma exposure measurements were also conducted to ensure there was no eevated exposure to
residents. These measurements were taken using a pressurized ionization chamber or an equivaent
instrument. At least five measurements were taken per each 10 square meter arearemediated outdoors.
Alternatively, five measurements were taken in each room where engineering controls were implemented
to reduce indoor exposure rates. At very few properties were the readings above 20 :R/hr; the scans
were performed as additional safety checks to ensure all gamma exposures were below the hedlth
criteria

Surface Activity Measurements

The effectiveness of the RA performed to reduce either the alpha or beta-gamma activity on surfaces
(i.e., floors and wals) was determined with direct contact field instruments for find activity, and swipesto
measure removable activity. The remediated surfaces were divided using a1m x 1m grid system. Five
measurements for fixed activity were collected from each grid. One measurement was taken at each grid
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intersection, and one from the center of each grid square. In addition, one cloth or paper swipe was
collected from each grid square.

Alpha measurements for fixed contamination were taken using an apha scintillation probe and
appropriate scaler. The fixed beta-gamma measurements were collected using a pancake-geometry
Geiger-Muller probe.

Radon Measurements

The ultimate effectiveness of the remedid actions was determined by collecting agrab air sample from
each room that contained elevated radon concentrations, and the use of passive radon monitors for one
year dfter the RA was implemented. Duplicate measurements were collected by placing 4 ATDs a each
measurement location. One ATD was submitted for andysis at 2 months, the second at 4 months, and
thefind 2 ATDs at one year. If differences greater than 20% were obtained, a recount by the laboratory
was requested. If the radon level after one year was determined to be above 4 pCi/L, additiona
investigations were performed at the property to identify any missed areas of contamination. After the
radon measurements were complete and below 4 pCi/L, the ATDs were relinquished to the property
owners, if they wished, for them to continue radon monitoring in their homes,

Notification and Final Property Documentation

Following the post-RA measurements and field sample analyses, excavations were determined to be
complete, and the excavations were backfilled. These decisions were based on field data and could have
had cogtly implicationsiif the data were inaccurate. Split samples were collected for offste andysis during
the independent verification process, and the properties were not finaly certified as clean until results
from the offsite |aboratory were received.

Following successful independent verification and completion of Ste retoration, the property owner(s)
were notified that work on their property had been completed, and a property completion report was
prepared and submitted. It should be noted that, to date, none of the properties at Site A have had to be
reworked due to offsite analytical results differing from the field results. A few properties required re-
work due to continued radon levels above 4 pCi/L that generdly indicated a pocket of contamination had
been missed. In these cases, the property was re-investigated to identify the source of the high radon
levels

Site A has been expanded to include other properties in addition to those specified by the ROD.
Currently, 700 of the over 800 properties have been investigated and/or remediated. As mentioned
earlier, none of the properties required re-work due to offste sample results differing from the fied
results, which isagood indicator of effective QA/QC field practices.
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SiteB

Ste B islocated in an urban areanear Site A that consists of commercid, light indudirid, and residential
properties. The origind facility location, which initiated operationsin 1917, conssted of refining radium
from carnotite ore. As many as two tons of the ore were processed per day at the facility, with each ton
yielding only 5 to 7 milligrams of radium. After refining, the processed waste ore was temporarily stored
a an inactive part of the facility and later disposed offste. Most of the homes in the surrounding
resdentia areawere constructed prior to facility operations. It islikely that the processed wastes were
used as backfill material for structures added after the homes were built or for landscaping purposes a
these properties. These activities occurred in various stages over a period of years from when the facility
ceased operationsin 1926, until the 1970s when the EPA starting conducting investigationsin the area
due to dleged illnesses aflicting former facility employees. Contamination at Site B is generdly located a
more shallow depthsthan a Site A because most houses at the site had already been constructed before

facility operations began.

The responsible state regulatory agency was informed by the EPA that the resdentid properties near the
facility were a potentid hazardous waste Ste. Findings from subsequent investigations led to the incluson
of Site B on the NPL in late 1983.

Subsequent gamma radiation monitoring at the properties associated with Site B indicated extensive
aress of elevated gammareadings, smilar to Site A. In 1995, the EPA directed CDM Federd to
conduct a Radiologica Fidd Investigetion at Site B. Results from the gamma exposure rate surveys and
radon surveys a the former facility’ s buildings were consstent with results obtained during previous
investigations performed by the state regulatory agency. Further building scans of adjacent buildings and
resdentia properties also detected eevated radiological contamination.

Overdl, the EPA identified severa properties that potentidly exhibited radiologica contamination due to
their close proximity to the former facility. The resdentid properties identified as having greater than the
8.5 :R/hr isopleth during an aerid gamma overflight of the neighborhood encompassed an area of nine
city blocks. After someinitid investigation, the EPA decided to expedite the remedy sdlection process a
severa resdentia properties rather than to continue lengthy field investigations. The three potentia
remedia dternatives identified for the residentid propertiesincluded: 1) No Additiona Action; 2)
Engineering and Inditutiona Controls, and 3) Excavation with Offste Digposd. After further review and
comment, the EPA signed the ROD for Site B identifying excavation and offsite disposa as the preferred
remedid dternative.

Objectives
. Mgor gods of the Site B pre-design investigation included the following:
. Use design economy, where possible, for both the data collection/engineering and remedia

action stages for al impacted properties.
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. Conduct pre-design investigations to define, within the limits of known deta, the actud laterdl and
verticd limits of soil contamination and extent of building materia contamination.

. Define the areas of contamination existing beneeth structures by performing subsurface
investigations to determine the need for contaminated soil remova; define what property features
would be impacted by remedid action; and estimate the quantity of contaminated soil and
building materias to be removed.

Quality Assurance Planning

For Site B, the DQOs included quditative and quantitative goals and limits. These gods and limits were
established for fidld and laboratory data and provided the means by which data reviewers could assess
whether the gods of the project were met. The quditative objectives provided descriptions on how the
data would be used to support decisions for conducting restoration of the resdentia properties at Site B.
These qualitative objectives were:

. Confirm the radiologica data collected during previous investigetions,

. Collect supplementd datato fill in gaps from previous investigation findings, and

. Identify the hazardous or potentially hazardous conditions that could affect the public, personnd,
or the environment during performance of remedid action.

Quantitative DQOs establish numeric limits for acceptable results received from the subcontracted offsite
laboratory. The numeric limitsaid in establishing aleve of confidence and degree of usefulnessfor the
data collected as part of the field investigation. The numeric limits are tied directly to the intended end
use of the data and include andlytical detection limits, precision, accuracy, quaity control frequency, and
completeness.

The decision-making process on whether to remediate Site B residentia structures or dispose of
contaminated soil on the properties depended on both the qualitative and quantitative objectives
discussed previoudy. The quditative objectives were met by eva uating previous investigation deata
obtained from each resdentid property and performing a pre-design field investigation using the
necessary ongite radiological equipment. Previous investigetions revealed that radium-226 was avaid
primary indicator of overdl soil contamination that included mgor gamma emitters, isotopic thorium, and
isotopic uranium in addition to radium-226, so this was the target isotope that was measured by field
insgruments. Radiologica equipment was required to meet the cleanup criterialimits established by Site
B’s ROD for contaminated soil and building materid, with radium-226 not to exceed 5 pCi/g. In
addition to soil contamination at Site B properties, indoor radon levelsin residentid property structures
were also determined. The action level for radon-222 in indoor air was established by the ROD at 4

pCilL.
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Pre-Design I nvestigation Process

Before mobilization at Site B, naturd background surface gamma radiation measurements in the genera
Site B area were evauated from previous investigations, and an estimated mean was determined. In
addition, indoor natural gamma background data were generated to reflect the influence, or lack of, from
building materias that congtituted the residentid structures. Finaly, background radon decay product
concentrations were determined as a function of loca soils and building materid types. Background
vaues used for the Site B residentid properties were obtained by using the state regulatory average for
the township/county. These particular activities were conducted to ensure that no externa bias was
inadvertently added when quantitative data were obtained for the residentia properties.

Prior to the pre-design investigation, CDM Federd personnd conducted a detailed evauation of existing
datafor the site properties and determined what additiona information was required to support
preparation of remedid action and remedid designs for these properties, if required. Thiswasasmilar
process as was used for Site A that dlowed only the minimum amount of samples to be collected in areas
where data were not available.

Pre-design fidd activities included indoor and outdoor surface walkover gamma scans, radiologica and
geologica subsurface investigations, subsurface soil sampling and subsequent offsite laboratory andysis,
determination of indoor radon levels, indoor dpha scans, and building materia sampling and analysis.
Frequent QC checks on the raw field data were conducted to determine with confidence the best option
for remediating resdentid properties prior to receiving confirmation analysis results from the offgte
[aboratory.

Equipment Calibration and Maintenance

During the mobilization phase a Site B, radiation detection and measurement equipment were frequently
cdibrated and fidd-tested. Daily background and source checks on all equipment were performed to
ensure al data obtained were reliable, accurate, precise, and useable within the required criteriastated in
the Site B's QAPP, referred to as aradiologicd data acquisition plan (RDAP). Detailed and extensive
cdibration records were kept in designated logbooks or on separate calibration forms.

Asan additiond qudlity control messure, field personne would evauate cdibration data at the end of
each week to determine any possible trend indicating equipment bias. If there was an obvious trend of
low or high bias with cdibrating any piece of equipment, including possble radiologica contamination that
increased the background leve of the detector, it was removed from operation and serviced. Usualy an
additiond cleaning or cdibration maintenance according to manufacturer’ s specifications was sufficient to
ensure proper operation of the field equipment.

Field Screening Correlation

To identify the Site B properties requiring excavation, CDM Federa personne devel oped correlations to
determine the surface and downhole gamma instrument reading levels corresponding to 5 pCi/g radium-
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226 in s0il, as determined by the laboratory andlysis. This correation andysis enabled CDM Federd to
expedite the pre-design process and keep the number of samples requiring laboratory confirmation
andyssto aminimum.

For surface soil readings, a cutoff of 13,000 cpm was used to delineste surface contamination potentialy
above 5 pCi/g of radium-226. Soil borings were performed in these areas to obtain subsurface soil data.
A cutoff level of 20,000 cpm was used to identify potential subsurface contamination above 5 pCi/g of
radium-226 using downhole gamma counting activities. It should be noted that these levels are lower than
those used at Site A, as background concentrations and interferences were lower for Site B than for Site
A.

With the cutoff criteria established for surface and subsurface soil contamination, field personnel
conducted the various pre-design investigation activities to determine whether remediation of aresdentia

property was required.

Residential Property Invedtigations

Table 2 indicates the mgjor pre-design activities and associated qudlity control requirements that were
conducted during the Site B residentia properties investigation. The detailed data acquisition process for
the outdoor surface gamma surveys, downhole gammalogging, and confirmation soil sampling is
discussed below.

Outdoor Surface Gamma Survey

Outdoor surface gamma surveys were performed to confirm the outdoor areas of devated gamma
radioactivity at the surface and define/redefine activity boundaries previoudy identified. Measurements
for this activity were made with a Ludlum 44-10 2" X 2" sodium iodide (Nal) crystd gamma scintillation
detector coupled with a Ludlum 2221 scaer/ratemeter.

Field personnd performed alayout of a 10-feet square (10 ft2) grid at each property to locate outdoor
aress of devated gamma activity within the property’ s boundaries. At areas with devated gamma
radiation, additiona meter readings between grid points were taken to define the extent of radiologica
contamination. A duplicate measurement was made with the meter at least every ten readings. A
duplicate reading was required to be within 10% of the origina reading. All information was recorded in
a pen-based laptop field computer. The information was then downloaded &t the end of the shift and
reviewed by the field team leader prior to being entered into the overdl Site B database. Asareault, the
information was quickly assmilated, and maps were generated to indicate potentid “hot spots’ around
each residentid property.
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Table2. SiteB Pre-Design Investigation Activitiesand QC Requirements

INVESTIGATION PARAMETER REQUIRED QC*
ACTIVITY [Criteria]
Outdoor Surface Gamma Survey Gamma Activity [13,000 cpm] 10% duplicatesfor all readings
Downhole Gamma Logging Gamma Activity [20,000 cpm] 10% duplicates of readings, or

one duplicate per borehole at aminimum

Confirmation Soil Sampling with | Radium-226 [5 pCi/g]** 10% duplicates of samples collected
Offsite Laboratory Analysis

Indoor Surface Gamma Survey Gamma Activity [ 13,000 cpm] 10% duplicatesfor all readings
Charcoa Canisters/ATDs Radon-222 [4 pCi/L]** 10% duplicatesfor all readings;

5% blanks of canisters collected

Building Materials Radium-226 [5 pCi/g]** 10% duplicates of all samples collected

* The precision requirement for all onsite and offsite field duplicateswas" 20% difference.
** ROD cleanup criteria.

Downhole Gamma Logging

Downhole gamma logging was performed to support development of an accurate determination of the
volume of contaminated soil requiring excavation. The depth of contaminated soil a the Site B properties
was determined by lowering a Ludlum 44-10 2" X 2" Nal gamma scintillation detector coupled by a 10
cord to the Ludlum 2221 scder/ratemeter which recorded gamma radiation counts per minute at
measured six-inch intervals down avertical hole. Depths generaly ranged from 3-6 feet depending on
possible contamination and where groundwater was encountered. The maximum depth for downhole
gammalogging was 10 feet. A duplicate messurement was made with the meter at least once per
borehole, or 10% of the readings, whichever was greater. A duplicate reading was required to be within
20% of the origind reading. All information recorded was smilar to the process conducted for the
outdoor surface gamma survey using a pen-based computer.

Confirmation Soil Sampling

If any of the downhole gamma readings exceeded 20,000 cpm, a soil sample was collected from the 0.5-
foot interval with the highest gamma readings for offsite gamma spectroscopy analysis in a subcontracted
|aboratory to verify that soil activity was above the radium-226 ROD cleanup criteria (5 pCi/g), thus
requiring remedia action. At least 10% of submitted samples were duplicates to assess the laboratory’s
precision. Ten percent (10%) of the samples were additiondly submitted for dphaandyss.
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Additiond activities with smilar QC processes as described for the outdoor surface gamma survey,
downhole gamma logging, and subsequent confirmation soil sampling and analysis included placing of
charcod canisters or ATDs which measured the radon-222 concentrations in air within residential
gructures, surface apha surveys which measured any eevated dpha readings on residentia surfaces,
radiological scanning of home contents, and indoor surface gamma surveys which, Smilar to outdoor,
measured devated gamma activity in resdentid garages, basements, walls, and floorsusing a5’ x 5 grid.

All of the pre-design field data acquired at the Site B residentia properties were assmilated and
promptly summearized for the client. Thisinformation provided sufficient data to support remedia action
decisons including determination of the volume of contaminated soil requiring remediation, initiation of the
remedia design processif resdentia structures were impacted, or the determination that no further action
was required (residentia property considered clean). After the field data were provided to CDM
Federd’ s client and RD/RA activities had been initiated as appropriate, offsite laboratory andytical
results were received and adjustments to the remedia action decisions, if any, were made. However,
due to the thorough historical/background data search/review and precise quality-conscious pre-design
informetion that was submitted based on field data, minor or no changes were usualy required.

Post-Remediation Verification

A remedia action contractor performed the excavations and other remedia actions a each property,
then performed post-RA sampling to determine the properties had been remediated.

Similar to Site A, CDM Federd performed post-remediation verification activities after the RA
contractor was finished, as an independent QC verification check, to ensure each residentia property
met the cleanup criteria Gamma radiation scanning and verification soil sampling was performed to
determine the extent of any required secondary excavation. Remediated areas found to exceed one and
a hdf times the background count rate were marked for follow-up measurements. Asin the pre-design
investigation, field screening usng gamma spectroscopic equipment was used, except asmdler 5 x 5
grid was used during the verification process.

After fidd radiologica screening measurements indicated gamma activity less than 20,000 cpm across the
entire remediated area, one composite soil sample was collected from each 900 square foot area (at a
minimum) for offgte laboratory andlyds of radium-226. If the offsite dataindicated radium levels were
lessthan 5 pCi/g, and indoor radon gas levels remained less than 4 pCi/L, remediation at the property
was congdered complete. As with the pre-design investigations, duplicate samples were collected a a
10% frequency for both the ongite field readings and offgite |aboratory samples to check field and
laboratory precision. To date, remedid actions have been completed a 166 Site B properties, with a
gtill-expanding investigation area beyond that indicated in the ROD. The tota extent of contamination at
SteB is, a present, ill undefined.
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Conclusion

At Sites A and B, QC measuresimplemented in the field alowed the projects to progress rapidly based
on field data rather than having to rely on offste data that takes longer to obtain. The various QC
mesasures including multiple counts and verification procedures ensured the data were correct, within a
reasonable confidence level, which dlowed the field data to be used to make remedia decisons at the
various properties that were impacted a each Site.

Although contaminant sources for Sites A and B and resulting Site contamination were Smilar in nature,
the QA/QC processes were somewhat different for each site. Also, severd circumstances were different
in that contaminated soil was found at deeper depths and benesth public streets and parks at Site A,
which presented different chalenges from Site B, where contaminated soils were shdlower and confined
to private properties. Remediation processes, at both sites, however, reied heavily on the accuracy of
fiedd data to keep the projects progressing as quickly as possible.

For residentia properties with elevated gamma and apha activity, each particular phase of the
investigative/remediation process required approximately one year to complete. Without the detailed
background data evaluation, pre-design investigetion, and qudity control to expedite the process, the
remediation process would have taken severd years. Conducting a detailed, informetive pre-design
investigation with definitive qudity control requirements and having a smooth, quick trangtion from site
characterization investigations to remediad action, not only saved time and funding in remediation costs for
the government, but o helped minimized the uncertainty for the residents involved.

The neighborhoods at Sites A and B, once threatened with life-threatening radioactive contamination and
continually decreasing property values, now boast remediated tree-lined parks, remediated yards, and
new streets. Community confidence in the government process has been increased, and residents once
again are able to enjoy their restored neighborhoods.
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Figure 1
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Figure 2
Th-232 Correlation
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FY2000 HIGHLIGHTS OF QA ACTIVITIESWITHIN
ORD’SLARGEST MEGALAB—NHEERL

Brenda T. Culpepper, U.S. EPA

The EPA Office of Research and Development’s National Hedlth and Environmenta Effects
Research Laboratory (NHEERL) has more than 700 staff membersin 6 states. NHEERL conducts
research on the effects of contaminants and environmenta stressorson human hedlth and ecosystem
integrity. NHEERL’ s research misson and gods help the Agency to identify and understand the
processes that effect our health and environment, and help the Agency to evauate the risks that pollution
poses to humans and ecosystems.  The soundness, effectiveness, and credibility of EPA’s regulations
ultimately rest on the scientific and technical bases for these actions. A sound QA program can help
ensure data quaity. During FY 2000, NHEERL quality professionas performed 32 in-depth project
audits within the laboratory’ s 9 research divisons. Additionaly, more than 800 performance evauations,
20 surveillances of gudiesin progress, and 6 data quality assessments were performed. Morethan a
million dollars was invested in QA/QC activities such as instrument calibrations, equipment maintenance,
and travel dollars to conduct audits, etc. Another $44K was invested in QA training of 330 staff
members. Additionaly, NHEERL was recognized in an ORD “Best Practices Identified in Management
Review” for developing and presenting a 90-minute course entitled “ Guiddines for Laboratory
Recordkeeping.” Copies of the guideline document and the course in PowerPoint can be found at the
NHEERL QA URL Address.

http:/Amww.nheerl .epa.gov/policy _quidance/aal/index.htm
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| SO 19011:2002 -
A COMBINED AUDITING STANDARD
FOR QUALITY AND ENVIRONMENTAL MANAGEMENT SYSTEMS

Gary L. Johnson, U.S. EPA, Office of Environmental I nformation

Abstract — In a precedent-setting decision in 1998, the International Organization
for Sandardization (1SO) directed 1SO Technical Committee (TC) 176 on Quality
Management and 1SO TC 207 on Environmental Management to develop jointly a
single guideline standard for auditing quality and environmental management
systems. When approved, this standard would replace 1SO 10011-1, 1SO 10011-2,
and 1SO 10011-3 on quality auditing and 1SO 14010, 1SO 14011, and I SO 14012 on
environmental auditing. A Joint Working Group (JWG) was established comprising
experts from both TC 176 and TC 207 to devel op the new standard, SO 19011,
Guidelines on Quality and/or Environmental Management Systems Auditing, and to
incorporate lessons learned from efforts to improve compatibility between 1SO
9001/9004 and 1S0 14001/14004, the standards for quality and environmental
management systems, respectively. Work is proceeding on the development of 1SO
19011 with an expected completion in the spring of 2001.

INTRODUCTION

This paper discusses the combined auditing standard, 1SO 19011:2002, Guidelines on Quality and/or
Environmental Management Systems Auditing. It includes a description of the standard, adiscussion
of relevant issues addressed during its development, and a summary of its current status. Following the
gpprova of the ISO 14001 and 1SO 14004 environmental management systems (EMS) standards and
the start of arevison to the ISO 9000 quaity management systems (QMS) standards, there was
considerable interest by ISO in increasing the compatibility between the EMS and QM S standards.
Early in the discussions, it became clear that the smilarities among the exising EMS and QM S auditing
standards would make them a prime candidate for integration.

The Joint Working Group (JWG) was cregted by 1SO to develop the new standard. The WG would
have co-conveners, one from TC 176 and one from TC 207, and experts would be drawn from both
technica committees. Because this venture had never been attempted by 1SO before, the ground rules
for operating the standard-setting process aso had to be revised. Both TC 176 and TC 207 would
participate fully in the process. Ballots would be sent to national member bodies for both technical
committees, but 1SO’ s rule of “one country, one vote” would require that both TC' s agree on the vote
for aparticular balot. Otherwise, a country’s vote would not be counted. To ensure that a consensus
position is reached in the USA, the U.S. Technica Advisory Groups (TAGs) to TC 176 and TC 207
formed a Liaison Group with representatives from TAG 176/Subcommittee 3 on Quality Auditing and
TAG 207/ Subcommittee 2 on Environmental Auditing to formulate the USA position on balots.

In November 1998, the first meeting of the WG to develop a common auditing standard was held in
The Hague, The Netherlands. Experts from TC 176 and TC 207 representing 34 countries attended that
meeting with the purpose of charting the development process for the new standard. From the outset,
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the stronger experience was with the quality auditing sSandards. The environmentd auditing standards
had been published only for alittle over two years and there wasn't much experience in their use. While
very smilar, there were some distinct differences between the quality auditing philosophy and that of
environmenta auditing. 1ssues getting early atention included auditor competency, usability by smdl-to-
medium enterprises (SMES) and developing countries, and the structure of the standard.

By the soring of 1999 and the second JWG mesting in Buenos Aires, Argenting, an initial Working Draft
(WD.1) of the standard had emerged. Discussons were held at the TC 207 meeting in Seoul in June
1999 and at the TC 176 mesting in San Francisco in September 1999, which resulted in the first
Committee Draft (CD.1) of 1ISO 19011. CD.1 was balloted in late 1999 and more than 1400 comments
from 35 countries were received by the WG Secretariat by the end of February 2000.

The WG met in Berlin, Germany, in March 2000, to address the commentson CD.1. The WG was
divided into two sub-groups, one to address comments on the structure and process aspects of the
standard, and one to address the comments on auditor competency. Each sub-group had about half of
the comments. After considerable debate, the draft for CD.2 emerged and was balloted for commentsin
April 2000. The comments were received in August and were addressed by the WG in Cancun,
Mexico in September. The Cancun meeting produced CD.3 which subsequently distributed for
commentsin late fal 2001. The international comments on CD.3 will be addressed in Sydney, Audrdia,
in March 2001. Depending on the comments and ballot results, the Sydney meeting should produce a
Dréft Internationd Standard for a six month balot among the ISO member countries. The god isto
publish ISO 19011 as an international consensus standard in early 2002.

PURPOSE OF THE STANDARD

SO 19011 isintended to provide guiddines for auditing 1SO 9001-based quality management systems
and 1SO 14001-based environmental management systems. The standard will replace the following
current standards:

- SO 10011-1, -2, -3, Guidelines for Auditing Quality Systems

- SO 14010, Guidelines for Environmental Auditing - General Principles

- SO 14011, Guidelines for Environmental Auditing - Audit Procedures - Auditing
of Environmental Management Systems

- SO 14012, Guidelines for Environmental Auditing - Qualification Criteria for
Environmental Auditors

SO 19011 reflects the changes made to 1SO 9001:2000, Quality Management Systems -
Requirements, which is scheduled to publication later this year, including the new business mode! for the
gtandard. 1SO 19011 isintended to apply to both internal and externd auditing, and may be used as part
of auditor certification and training.
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STRUCTURE OF 1SO 19011
The structure of 1SO CD.3 19011 is asfollows:

Introduction

Scope

Normétive References

Terms and Definitions

Principles of Auditing

Managing an Audit Program

Audit Activities

Competence of Quality and/or Environmenta Management System Auditors

~N~No oo~ wNEO

The standard dso contains an informative annex on examples of the evauation process for audit team
sdection. The standard dso includes severd diagrams to aid usersin understanding and using the
guidance.

SO 19011 is a guiddine standard which meansits use is not mandatory unless it isinvoked as part of a
multiple party agreement, such as contract or other legal agreement. Asaguiddine sandard, its
implementation is generdly not auditable because the dements of the standard are not requirements and
because there may be others ways of accomplishing the same objectives.

SO 19011 is generdly organized in two parts: Clauses 4 through 6 address the process of planning,
conducting, and evauating audits and Clause 7 addresses issues pertaining to auditor competence and
selection. Clause O, Introduction, assists the reader in understanding the reason for the standard and who
might useit. Clause 1, Scope, defines the scope and applicability of the standard which extends beyond
QMS and EMS auditing.

THE AUDIT PROCESS
Clause 4 - Principles of Auditing
The standard provides a brief summary of auditing principlesin Clause 4. These principles should be
used to drive the establishment and implementation of the audit process for an organization. Key among
the principles cited for auditor behavior are:

- ethica conduct - the foundation of professonaism,

- fair presentation - the obligation to report truthfully and accurately, and

- due professond care - gpplication of reasonable care in auditing.
Two other principles of auditing relate to the audit process primarily. They are;

- independence - the basis for impartidity and objectivity of the audit conclusion, and
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- evidence - therationd basisfor reaching audit conclusions.
Clause 5 - Managing an Audit Program

Clause 5 provides guidance for those who need to establish and maintain an ongoing set of auditsfor an
organization. The standard utilizes the Plan-Do-Check-Act cycle to define the audit program. Some of
the key actions addressed are:

- establishing the objectives and extent of the audit program,

- establishing the responsihilities, resources, and procedures,

- ensuring the implementation of the audit program,

- monitoring and reviewing the audit program to improve its efficiency and effectiveness,
and

- ensuring that appropriate program records are maintained.

Because the standard may be applied to internd and externa auditing, the objectives and extent of the
audit programisacritica early step in defining the audit program for a particular organization or
goplication. Any audit program must be managed by managers having gppropriate authorities and
resources to implement the program.

The audit program must also address the possibility of “combined audits’ and “joint audits” A
“combined audit” occurs when aQMS and EMS are audited at the same time by the same audit team.
A “joint audit” occurs when two audit teams cooperate to audit an organization during the same period
with one team auditing the QM S and the other team auditing the EMS.

The audit program must be monitored and reviewed to ensure its ongoing effectivenessin meeting the
needs of the organization. Adjusiments to the audit program should be made when needed in order
fogter improvements.

Clause 6 - Audit Activities
Clause 6 describes the six generd steps in planning and conducting an audit. The steps include:

- initiating the audit,

- initid document review,

- preparing for on-gite audit activities,

- performing on-Site audit activities,

- reporting the audit results, and

- audit completion (including any follow-up activity that may be needed).

Initiating an audit requires consderation of severd factors, including:
- having defined audit objectives,
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- confirmation that the audit isfeasible, and
- edtablishing a satisfactory audit team.

Once egtablished, the audit team will review any available documents pertaining to the audit and prepare
for the on-gte phase of the audit, including the logistics required and arrangements (such astravel) to be
made, specific assgnments to audit team members, etc.

Whether a QM S or EM S audit, the on-gite activities are smilar and include:

- opening meeting with the auditee,

- roles and responsibilities of guides (as needed),
- collection and verification of informetion,

- audit findings,

- communication with the audit dient and auditee,
- preparation of the closing meseting, and

- daosng mesting.

Reporting on the audit resultsis a critica step and must accuratdly reflect what transpired during the
audit. Thekey isto address the extent of conformance to the audit criteria, the effectiveness of the
management systemn implementation, and the ability of the management review process to assure the
continuing suitability and effectiveness of the management syssem. Thisisasgnificant difference from
QMS audit criteriain the past when auditors frequently commented on the suitability and effectiveness of
the management system itself. This was ingppropriate for two reasons. (1) management is responsible for
ng the vaue (i.e., “suitability and effectiveness’) of the management system and (2) the auditors
may lack critical knowledge about the organization’s operations in order to assess the vaue of the

management system.

The standard provides for audit follow-up as needed to confirm that al non-conformances have been
addressed.

COMPETENCE OF QUALITY AND/OR ENVIRONMENTAL MANAGEMENT SYSTEM
AUDITORS

It isagiven that auditors must be competent to perform their assgned tasks. The extent to which 1SO
19011 should address auditor competence has been the principa source of debate among the WG
members. There is no question that guidance is needed to define the genera areas of competence based
on:

- educetion,

- audit experience,

- auditor training,

- work experience, and
- persond attributes.
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The guidance provides for knowledge, skills, and persona attributes needed for an audit team leader as
well and aso addresses the unique competence needed for combined audits.

The biggest issue iswhether or not the standard should specify minimum levels of training or work
experience. Sentiments have been strong that thisis needed, but representatives of some developing
countries have expressed concern that the requirements are too burdensome for them. In CD.3, Clause
7 contains a table of “recommended education, training, and work and audit experience.” While 1ISO
19011 is officdly aguiddine, inclusion of thistable in the sandard would imply that these are minimum
experience levels. The USA has been concerned that this table reflects experience levels appropriate to
certification or registration audits by third parties and that some users could be influenced to apply the
table to other audit Stuations, including interna audits and second-party supplier audits. The USA has
proposed that the table be deleted or, as a best case, moved to an Informative Annex of the standard
with additiond examplesthat cover the full range and scope of auditing to be addressed by the standard.
Each nationd standards body would be responsible for defining the minimum experience levels
appropriate for auditors, recognizing that there are differences between the mgor indudtrialized nations
and the developing countries in terms of capabilities.

The standard does define genera areas of competence that should be considered when determining the
suitability of an auditor. These include competencein:

- audit procedures, methods, and techniques;

- management systems and related documents;

- organizationd Stuations, and

- relevant laws, regulations and other requirements.

The standard dso provides guidance for the maintenance of auditor knowledge and skills, including
continuing professond development and auditing ability. This would be assured through implementation
of an auditor evaluation process.

CONCLUSIONS
SO 19011 CD.3 has accomplished severd important objectives in the development of the standard:

- the contents of 1SO 10011-1, -2, and -3 have been fully incorporated into the standard;

- the contents of 1SO 14010, SO 14011, and ISO 14012 have been fully incorporated
into the standard;

- the interests of the environmenta and quality communities have been successfully
integrated into one document; and

- the new standard has been made easier to use with alogicd structure and with a number
of diagrams and examples.
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While some critical issues remain to be resolved, the USA remains optimigtic that they will be resolved in

Sydney, Audraia, in March 2001 and that a Draft Internationa Standard will emerge for approva and
publication by early 2002.
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THE ROLE OF FIELD AUDITING IN
ENVIRONMENTAL QUALITY ASSURANCE MANAGEMENT

Mr. Danidl Claycomb, Director of Geosciences at Environmental Standards, Inc.,
Valley Forge, Pennsylvania

Abstract —Environmental data quality improvement continues to focus on
analytical laboratory performance with little, if any, attention given to improving
the performance of field consultants responsible for sample collection. Many
environmental professionals often assume that the primary opportunity for data
error lieswithin the activities conducted by the laboratory. Experiencein the
evaluation of environmental data and project-wide quality assurance programs
indicates that an often-ignored factor affecting environmental data quality is the
manner in which a sample is acquired and handled in the field. If a sampleis not
properly collected, preserved, stored, and transported in the field, even the best of
laboratory practices and analytical methods cannot deliver accurate and reliable
data (i.e., bad data in equals bad data out). Poor quality environmental data may
result in inappropriate decisions regarding site characterization and remedial
action.

Field auditing is becoming an often-employed technique for examining the
performance of the environmental sampling field team and how their performance
may affect data quality. The field audits typically focus on: (1) verifying that field
consultants adhere to project control documents (e.g., Work Plans and Standard
Operating Procedures [ SOPs]) during field operations; (2) providing third-party
independent assurance that field procedures, quality assurance/quality control
(QA/QC) protocol, and field documentation are sufficient to produce data of
satisfactory quality; (3) providing a “ defense” in the event that field procedures
are called into question; and (4) identifying ways to reduce sampling costs.

Field audits are typically most effective when performed on a “ surprise” basis; that
is, the sampling contractor may be aware that a field audit will be conducted during
some phase of sampling activities but is not informed of the specific day(s) that the
audit will be conducted. The audit should also be conducted early on in the
sampling program such that deficiencies noted during the audit can be addressed
before the majority of field activities have been completed. A second audit should
be performed as a follow-up to confirm that the recommended changes have been
implemented.

A field auditor is assigned to the project by matching, as closely as possible, the
auditor’s experience with the type of field activities being conducted. The auditor
uses a project-specific field audit checklist developed from key information
contained in project control documents. Completion of the extensive audit checklist
during the audit focuses the auditor on evaluating each aspect of field activities
being performed. Rather than examine field team performance after sampling, a
field auditor can do so while the samples are being collected and can apply real-
time corrective action as appropriate.
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As a result of field audits, responsible parties often observe vast improvementsin
their consultant’s field procedures and, consequently, receive more reliable and
representative field data at a lower cost. The cost savings and improved data
quality that result from properly completed field audits make the field auditing
process both cost-effective and functional.

INTRODUCTION

A commonly overlooked factor in developing and implementing environmenta qudity assurance systems
is providing ameans for verifying that field personnel are conducting each aspect of field investigation
activities in compliance with project control documents. Environmenta professiond's commonly assume
that the primary opportunities for adverse impact to environmenta data quality lie within the wals of the
laboratory. Consequently, quality assurance programs focus on laboratory operations and consist of
developing detailed laboratory andytica procedures, evauation of laboratory blind duplicate and
performance evauation sample results, stringent laboratory auditing programs, and rigorous vaidation of
laboratory data. Although these |aboratory quality assurance activities are necessary and valuable, the
relevance of their findings is limited unless the environmenta samples were properly collected, stored,
and transported and proper sample custody was maintained.

The preparation of project control documents for the implementation of field activities (e.g., work plans,
hedlth and safety plans [HASPS|, sampling and analysis plans [SAPS], sandard operating procedures
[SOP4], etc.) isonly the beginning of the qudity assurance processfor fied investigations. It iscritica
that dl field personnd review and follow the provisons of the control documents. To make sure that field
personnel are not deviating from the gpproved procedures specified in the control documents (or that
fied personnel are judtified in deviating from the procedures and are appropriately documenting the
deviations), it isimportant to conduct independent third-party field audits of field sampling teams.

Field audits are conducted for three primary purposes. (1) to verify that procedures identified in the
project control documents are adhered to during field operations; (2) to provide verification from an
independent organization that field procedures, qudity assurance/qudity control (QA/QC) protocol, and
field documentation are sufficient to produce data of satisfactory (usable) quality; and (3) to provide
project stakeholders with a“ defense” in the event that field procedures are caled into question.

FIELD AUDITING PROCEDURES

Typicdly, fidd audits are done on a“ surprise’ basis, that is, the sampling organization is aware that afield
audit will be conducted during some phase of sampling activities but is not informed of the specific day(s)
that the audit will occur. Idedly, the audit is conducted early in the field program such that deficiencies
noted during the audit can be addressed before the mgority of field activities have been completed.
Often, a second audit is conducted later in the program to confirm that the recommended changes have
been implemented. Rather than examine field team performance after sampling, afield auditor can do so
while the samples are being collected and can apply rea-time corrective action as appropriate.
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Oncethe need for afied audit has been determined, afield auditor is assigned to the project by
matching, as closaly as possible, the auditor’ s experience with the type of field activities being conducted.
The designated field auditor then reviews the gpplicable field event control documents. A project-
specific fidd audit checkligt is developed based on the information in these documents. The mullti-page
checklist follows generd headings (such as, pre-task planning, field documentation, sample containers,
sampling activities, QA/QC samples, chain-of-custody, decontamination, sample packaging, waste
management, and hedlth and safety) to group fidd activities. Completion of an extengve audit checklist
during the audit focuses the auditor on evauating each aspect of fied activities being performed. When
developing the checkligt, the auditor also reviews fidd team performance with the client for input
regarding any field team deficiencies that the client has observed or about which other involved parties
(e.g. thelaboratory) may have informed the client.

On the day of the audit, the auditor should arrive at the project Ste at the time the field crew arrives, this
will provide the auditor the opportunity to communicate the purpose of the visit and will dlow
observation of each agpect of field activitiesin their entirety. During introductions, the auditor describes
how the audit will proceed during the course of fidd activities and explains that the auditor’ srole is not an
adversarial one and that the goa of auditor, as part of the project team, isto collect the highest quality of
data possible so that the data accurately represent actua site conditions.

Thefidd crew must dso be aware that, dthough the auditor will attempt to minimize interruptionsto fied
activities, the auditor’s presence and questioning throughout the day will likely dow the pace of fied
activities. In some cases, there may be delays while corrective actions (in response to the auditor
observing asgnificant deviation or deficiency) are discussed. The auditor should be given the authority
to act on behdf of the client and to delay and/or cease fidd activities until Sgnificant deficiencies have
been addressed.

Upon completion of the field audit, the field team leeder atends a debriefing meeting (typicdly held the
same day as the audit at the end of the day) with a client representative and the field auditor to discuss
the auditor’ s observations and recommendations. It is best that each of these parties be present so that
audit findings can be openly discussed and corrective actions can be determined and implemented
immediately. If al parties cannot meet at thistime, the auditor should review each of hisfindings with the
field team leader, should indicate that he will present these same finding to the client, and should stipulate
that any corrective action will be communicated as soon as possible to the field team leader by the client.

As s00n as possible following the audit, the auditor prepares afield audit report that summarizes audit
events, presents deficiencies observed during the audit, and provides recommendations to address the
observed deficiencies. In addition, the report should identify the type and source of deviations from the
control document of concern. Due to the nature of afield audit, some critical statements will be
presented in the report. The statements should be based on observations made in the field and should
address only those areas in which project field team deficiencies were noted and where changes may be
appropriate. An exhaudtive list of the activities performed in accordance with the project control
documents and observed to be in compliance with sandard industry protocol are typicaly not presented
in the audit report.
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WHICH SAMPLING PROGRAMSAND FIELD ACTIVITIES SHOULD BE AUDITED

The need, reason, and usefulness of conducting field audits are not limited to certain types of clients,
projects, or sampling activities. Fields audits have been proven to be a vauable part of sampling
programs conducted at manufacturing facilities, former landfills, wasteweter treatment plants, and
compressor and metering ations along natura gas pipelines. Thereisadiverse range of reasonswhy a
particular Ste is undergoing an environmental assessment. Some Sites are involved in property
transactions (where a potentid buyer may wish to assess environmentd liabilities of a property before
entering a purchase agreement, or apotentia saler make want to know what impacts his’her operations
at the site may have had before the property is put on the market, or a property owner may wish to
establish basdline environmenta conditions at his’her site before the Ste is leased to another party); some
dtes are under adminigtrative consent orders or memorandums of agreement with federa or state
regulatory agencies; others may be undergoing assessment and remediation under a voluntary cleanup
program; and yet others are being considered for redevelopment under a Brownfields program. No
matter what the reason for the assessment or remedial activity, project stakeholders deserve and expect
that dollars spent on environmental assessment activities generate accurate and reliable data. The proper
preparation for and implementation of field sampling activities starts the data generation process.

Thetypes of media of concern and the resultant field activities conducted at Sites like those described
above will vary agreat ded. Sampling programs may require field personnd to collect multi-media
samples, possbly including soil (both surface and subsurface), groundwater, surface water, sediment, air,
surface wipe, wastewater effluent, or chip samples. The methods used to collect these sample may
include drilling operations (such as rotosonic, air rotary, hollow stem auger, and Geoprobe?), hand
sampling tools, (such as augers, balers, trowes, chisals, etc.) motorized equipment (electric sampler for
ingtance), pumps (such as perigatic, submersble, centrifuga, and eectricd), and trenching and
excavation activities under persond protection levels B, C, and D.

If one congders the many varigbles involved in a sampling program (e.g., the types of Stes, the different
media and congtituents of concern at each site, the purposes and objectives of the sampling programs,
the array of sampling equipment and techniques, the implications of regulatory and contractua terms and
conditions, strict and complete documentation requirements, and unforgiving project schedules), one can
quickly redize that there are enormous opportunities for poorly executed field activities to have a negetive
impact on sample data quality and integrity. One way to minimize the potentia for these negative impacts
isto have an experienced, qudified, independent, third-party field auditor develop and implement afied
auditing program.

BENEFITSOF FIELD AUDITS

Each of the partiesinvolved in the fidd auditing process redlizes sgnificant benefits from having fidd
audits conducted. Clients achieve improvementsin their consultant’ s field procedures and, consequently,
receive more reliable and representative field data on which to base important decisons. Thereisacost
control aspect that is addressed by the auditing process aswel. The audits help to assess and to
greamline an efficient use of project resources, to immediately locate and correct deficiencies, to verify
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that the client is getting what they contracted for, and to make sure the work is done once and done right.
In terms of liability control, field audits can be used to support litigation activities, to help ensure that
proper hedth and safety protocols are followed, and to confirm that properly trained and appropriately
experienced field personnel have been assigned to the project.

The audited fied contractors typicaly are open-minded, view the field auditor’ s comments as
congiructive, and consder the audit a good learning experience. Field auditors benefit by expanding their
field experience and capahiilities by observing other organization’s field methods and by being continualy
exposed to the environmental industry’s most up-to-date and * hi-tech” equipment and technologies.

CONCLUSIONS

Asareault of fidd audits, responsible parties often observe vast improvements in their consultant’ s field
procedures and, consequently, receive more reliable and representative field data at alower cost. The
cost savings and improved data qudity that result from properly completed field audits make the fied
auditing process both cogt-effective and functiond.
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AUTOMATED DATA REVIEW (ADR), CONTRACT COMPLIANCE
SCREENING (CCS), AND ENVIRONMENTAL DATABASE
MANAGEMENT SYSTEM (EDMS) SOFTWARE APPLICATIONS
FOR THE SACRAMENTO DISTRICT FORT ORD PROJECT

Tony Blake, Nicole Ortega, Pam Wehrmann, John Espar za, Richard M. Amano

Abstract — This presentation is an overview of the Contract Compliance Screening
(CC9S), Automated Data Review (ADR), and Environmental Database Management
System (EDMS) software programs developed by Laboratory Data Consultants, Inc.
under contract to the Army Corps of Engineers, Sacramento District for the Fort Ord
RI/FSproject. The software programs use an electronic data deliverable (EDD)
format based upon data elements originally documented in the Implementation Guide
for the Department of Energy Environmental Management Electronic Data
Deliverable Master Specification (DEEMS). The software was developed on a
Microsoft ACCESS 97 platform. Customized modules perform automated data review
(EPA Level 3) and provide the user with discrete data qualification. The qualified
data is exported into a master database for overall project use.

The EDD format includes QA/QC batch links and routine accuracy and precision
parameters such as surrogate, matrix spike, and laboratory control sample
recoveries. In addition, initial and continuing calibration and GC/MStuning data are
delivered in this format. Development of the EDD integrated these data elements
required by end users with consideration for the current data deliverable capabilities
of commercial laboratories.

The CCS softwar e verifies the completeness and compliance with the EDD format.
The software references a project specific library built upon the QAPP in verifying
compliance and completeness. EDD deficiencies are detailed in an outlier report.
Access to the EDD file in table format allows for quick and easy correction of errors.

The ADR software is initiated by the data user (i.e., Army Corps chemist, prime
contractor, etc.) to review analytical data based upon project specific criteria. Upon
execution of the program, data is qualified using standard Army Corps/EPA data
flags and exported into a master database. Command buttons gener ate reports such
as a rejected data table, method blank contamination, surrogate outliers, etc. Forms
and view screens also provided on-line review of data qualifiers.

The Environmental Database Management System (EDMS) compiles the validated
data downloaded from the ADR system. The database program has user functions
which allows for comparison of primary data versus QA split lab data, comparison of
results against project action limits or PRGsS/MCLs, and cal culates the compl eteness
values for each test over any period of time. The four types of completeness values
include contract, analytical, technical, and field sampling completeness.

In conclusion, the CCS, ADR, and EDMS software programs were devel oped as tools
to support technical staff in the evaluation of analytical chemistry data using an
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expedited and cost effective automated process. The EDD provides a standardized
format. This format allows for streamlining at the laboratories to produce
deliverables which can be verified immediately for completeness and compliance
against project criteria using the CCS software. The EDMS allows the data end user
to efficiently evaluate large data sets for key indicators and ultimately determine the
usability of the data.

I ntroduction

This pogter presentation is an overview of the Contract Compliance Screening (CCS), Automated Data
Review (ADR), and Environmenta Database Management System (EDMS) software programs
developed by Laboratory Data Consultants, Inc. under contract to the Army Corps of Engineers,
Sacramento Didtrict for the Fort Ord RI/FS project. The software programs use an eectronic data
deliverable (EDD) format based upon data dements originaly documented in the Implementation Guide
for the Department of Energy Environmenta Management Electronic Data Deliverable Master
Specification (DEEMS). The software was developed on a Microsoft ACCESS 97 platform.
Customized modules perform automated data review (EPA Leved 3) and provide the user with discrete
data qudification. The qualified datais exported into a master database for overdl project use.

SUmmary

The Electronic Data Ddliverable (EDD) format is divided into a three table relationd structure. The tables
are linked with selected key fields. The tables are divided into a Results Table, a Sample Table, and a
Instrument Cdlibration Table. These files include QA/QC batch links and routine accuracy and precison
parameters such as surrogate, matrix spike, and laboratory control sample recoveries and initia and
continuing caibration and GC/MS tuning data. Development of the EDD integrated these data eements
required by end users with congderation for the current data deliverable capabilities of commercia
laboratories. The following isthe list of field names in the three tables.

Results Table (A1) Instrument Table (A2) Sample Analysis Table (A3)
Client_Sample_ID Instrument_ID Project_Number

Lab_Analysis Ref_Method_ID QC_Type Project_Name

Analysis _Type Analyzed Client_Sample_ID

Lab Sample ID Alternate_Lab_Analysis |ID Collected

Lab_ID Lab_Analysis ID Matrix_ID

Client_Analyte |D Lab_Analysis Ref _Method_ID Lab Sample ID

Analyte Name Client_Analyte ID QC_Type

Result Analyte Name Shipping_Batch_ID
Result_Units Run_Batch Temperature

Lab_Qualifiers Analysis Batch Lab_Analysis Ref_Method_ID
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Results Table (A1) Instrument Table (A2) Sample Analysis Table (A3)

Detection_Limit Lab_Reporting_Batch Preparation_Type
Detection_Limit_Type Relative_Percent_Standard_Deviation Analysis_Type
Retention_Time Percent_Difference Prepared
Analyte_Type ISl:e)'veral fields for BFB/DFTPP ratios and peak | Lab_ID
Percent_Recovery QC _Level
Relative_Percent_Difference Result_Basis
Rewporting_Limit Total_Or_Dissolved
Reporting_Limit_Type Dilution
Reportable_Result Handling_Type
Handling_Batch
Laechate Date

Percent_Moisture

Method_Batch

Preparation_Batch

Run_Batch

Analysis Batch

Lab_Reporting_Batch

Lab Receipt

Lab_Reported

The CCS software verifies the completeness and compliance with the EDD format. The software
references aproject specific library built upon the Qudity Assurance Project Plan (QAPP) in verifying
compliance and completeness. EDD deficiencies are detailed in an outlier report. Accessto the EDD
filein table format dlows for quick and easy correction of errors.

The ADR softwareisinitiated by the data user (i.e., Army Corps chemigt, prime contractor, etc.) to
review anaytical data based upon project specific criteria Upon execution of the program, dataiis
qudified usng standard Army Corps/EPA data flags and exported into a master database. Command
buttons generate reports such as a rgected data table, method blank contamination, surrogate outliers,
etc. Forms and view screens aso provided on-line review of data qualifiers. See Attachment 1 for an
example of user screens.

The Environmentd Database Management System (EDMS) compiles the validated data downloaded
from the ADR system. The database program has user functions which alows for comparison of primary
data versus QA split [ab data, comparison of results againgt project action limits or PRGSMCLs, and
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ca culates the completeness values for each test over any period of time. The four types of completeness
vauesinclude contract, andytica, technica, and fidld sampling completeness. See Attachment 2 and 3
for an example of user screens.

In summary, the CCS, ADR, and EDM S software programs were developed as tools to support
technicd gaff in the evaluation of anaytica chemistry data using an expedited and cost effective
automated process. The EDD provides a sandardized format. This format alows for streamlining at the
laboratories to produce deliverables which can be verified immediately for completeness and compliance
agang project criteriausing the CCS software. The EDMS dlows the data end user to efficiently
evauate large data sets for key indicators and ultimately determine the usability of the data.
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Attachment 1
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Figurel Quality Control Outlier Report — The ADR program has built in QC outlier
reports which summarizes calibration deficiencies using the project specific
method and validation criteria.
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Figure2 Data Qualification Summary Report — The ADR program provides a summary of
gualified data itemizing each quality control area.
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Attachment 2
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Figure3 Comparison of Analytical Resultsvs PRGsand MCLs—The EDM S application
provides user toolsto allow for the comparison of field sampleresults against
project specific PRGsand MCLs. The data can befiltered and selected based on
many uniquecriteria.
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Attachment 3
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Figure4 Laboratory QA Split Sample Comparison — The EDM S program allows the user
to compare QA split sample results generated from two different laboratories.
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IMPORTANT CONSIDERATIONSIN SELECTING
AND IMPLEMENTING ALIMSIN
WATER QUALITY TESTING LABORATORY

Kim Ryals, Elizabeth Turner, Christine Paszko, and Don Kolva
Accelerated Technology Laboratories and Washington Aqueduct

Abstract — Today’ s environmental |aboratory faces numerous challenges from
enhanced regulatory oversight to decreasing costs per tests to numerous laboratory
accreditations that are offered and/or required. Selecting the LIMSthat will not only
“fit” your laboratory isimportant, but asimportant is a system that has the flexibility
to conform to the changes that will be required by the laboratory over the years. Not
only in terms of reporting, but also in terms of the ability to integrate new
instrumentation, integrate new calculations, new screens and the ability to integrate
with future software.

In selecting a LIMS it is important to have a good understanding of the requirements
of both current and future laboratory needs. Equally asimportant in selecting the
functionality that matches the laboratory requirements is selecting a technology
platform that is easy to manage, a market leader and utilizes open architecture. The
laboratory chose Microsoft SQL Server as the database engine. The selection of
Microsoft SQL Server provides seamless integration with the Microsoft Office Suite
(Word, Excel, Access, PowerPoint) which is used in the laboratory. This allows users
to export directly from the LIMSto any of the programs in the suite and visa versa.
This synergy enhances the flexibility of the LIMS.

Many laboratories produce a request for proposal that includes a list of features and
functionality that is required to help automate the laboratory and to provide a system
to integrate the various data systems and reporting within the laboratory. Some
laboratories also include hardware in their request for proposal and ask the vendor
to deliver a complete system, hardware and software. This provides the LIMS vendor
with a clear understanding of what the primary needs of the laboratory are currently
and in the future. There are many featuresin a LIMS, however the primary
functionality includes; sample tracking, data entry, sample scheduling, QA/QC,
electronic data entry, chemical and reagent inventory and personnel and equipment
management. After the proposals had been reviewed, the top three vendors were
invited in, to provide a scripted demo of the features and functions that were
important to the laboratory. Other features that help increase productivity and
efficiency include the use of bar codes, data loggers, instrument integration and
specialized software modules such as cost accounting/time tracking. This
demonstration is highly beneficial because it gives laboratory personnel the
opportunity to see how the software will function and they can begin to visualize how
the LIMS can assist themin their jobs.

Implementing a LIMS begins with the installation and configuration of the server
(Dell Power Edge 2400), installation of the LIMS software on the server and client
machines, and creating custom reports for end-users. The installation phase also
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involved configuring and integrating label printers (to print barcodes) with the
LIMS, hand held CCD scanners, data loggers (for remote collection of field data
which can then be uploaded to the LIMS). In addition, integration of several high
throughput instrumentation (Agilent ICP-MS, Tekmar-Dohrman TOC, Varian Saturn
GC-MS, Agilent GC-MS, Dionix IC) was another phase of the project. More
laboratories are turning to integration of their instrumentation to avoid manual entry
of resultsinto the LIMS and also to avoid transcription errors. Finally thereisa
verification and training phase. In verification the LIMStrainers and laboratory
personnel review the feature and functions utilizing a checklist to ensure that all the
components of the installation are in place and operating accordingly. Next the
database administrators and end-users receive training manuals and go over
examples in the manuals followed by a questions and answer period. Once the LIMS
isinstalled, users have the ability to participate in follow-up training courses offered
by the LIMS vendor and to attend user group meetings to continually learn about
new features and keep abreast of the latest technology.

Introduction

Sdecting aLIMS for the environmenta testing laboratory requires a solid understanding of what tasks
are performed by the laboratory currently and an idea of which tasks the |aboratory may want to perform
with the LIMS in thefuture. Thisisimportant because demands made upon the |aboratory will change
over time and will require aLIM S to provide flexibility to accommodate these needs.

A detailed LIMS Request for Proposa (RFP) was presented to Accelerated Technology Laboratories
together with severa other LIMS vendors. Each vendor was asked to answer a series of questions
relating to the WAD LIMS specifications, the company, support options, LIM S experience and
references. The specifics of the RFP include a detailed description of the functiondity of the various
features or modules of the LIMS. The RFP began with questions on Sample Tracking, Data Entry,
Sample Scheduling, QA/QC, Electronic Data Transfer, Chemical and Reagent Inventory, and Personnel
and Equipment Management. Other key dements of the RFP included requests for information on
datistical capabilities, data loggers to upload data to the LIMS, bar-coding, instrument integration, time
tracking software for cost accounting, custom report crestion and integration with the laboratory’s
SCADA sysem. The RFP aso requested the LIMS vendor to provide the hardware (server for the
LIMS) and al necessary software tools to manage the server, including Microsoft SQL Server Licensees
and back-up software. Another section of the RFP focused on the expertise of the LIMS vendor and
the personne responsble for the ingalation and implementation. The WAD laboratory requested the
LIMS vendor to provide a“turn-key” system.

The LIMS having the highest score on the LIM S questionnaire were invited to vigt the laboratory and
provide an on-site demo based on a script prepared by the laboratory. The demos were viewed by
laboratory management and staff to gain a thorough understanding of how the LIMS works and if thereis
amatch in the way in which the LIMS operates. Once the feedback from the laboratory is gathered, the
scores tallied and the cost proposals reviewed, the laboratory selects the LIM S that best fitsits
operations and the needs of an environmenta testing laboratory.
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It isimportant for the LIMS vendor to understand how the samples flow through the laboratory. The
figure 2. depicts the typicd sample flow through the laboratory a the WAD laboratory.

I nstallation

Accderated Technology Laboratories, Inc. was the successful bidder and Sample Master® Pro LIMS
best matched the specifications and the ATL staff had the expertise required by the WAD laboratory.
Before the ingtdlation could begin, al hardware and software systems were ordered from the respective
vendors:

WAD Configuration

Server Hardware:
: Dell Server with 17”7 Monitor
Dua Pentium I11 933 MHz processors
Integrated 3Com 10/100 Ethernet controller
512 MB RDRAM (2 RIMMS)
Three (3) 18 GB SCSI harddrives
RAID 5 Parity
20/48x CD-ROM Drive
3.5" 1.44 MB Hoppy drive
40 GB DDS-4 Tape Drive with 10 tapes

Dataloggers (2) from Intermec
Network: Ethernet network, with the NT 4.0 network operating system.

Software:
SQL Server Licenses from Microsoft
Arc Serve from Computer Associates
Sample Master® Pro LIMS
Delta-one Fieldworker software
Diskeeper Server edition

ATL’s project team condsted to three software engineers and a project manager. ATL engineers
ingtdled the server and required software. The engineers worked closely with the laboratory to ensure
that there would be minima impact on the day-to-day |aboratory operations during the ingtdlation. The
project manager was responsble for ensuring that third party software and hardware products were
delivered on time and free of defects. Following the configuration of the server and ingtdlation of the
software, ATL software engineers reviewed the custom reports that were required by the |aboratory and
aso reviewed the requirements for integration with the WAD SCADA database.
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Sample Master® Pro LIMS was implemented in phases, the first phase consisted of acquiring al the
necessary hardware and software required for the project. Once the various components arrived, they
were inspected and ingtdled at the WAD laboratory. The focus of the first phase was ingdlation of the
server, configuration and ingaling Sample Magter® Pro LIMS software. This phase dso involved
collecting outpuit files from insruments that were to be integrated with the LIMS. and ingdling the
required software for the data loggers, two handheld units that alow field workers the ability to collect
field data and upload that data to Sample Master® Pro LIMS.

The focus of the second phase was instrument integration and ingtalling and testing of the software to
integrate the LIMS with the WAD SCADA database. The following instruments were interfaced with
Sample Master® Pro LIMS: Agilent ICP-MS, Tekmar-Dohrman TOC, Varian Saturn GC-MS, Agilent
GC-MS, Dionix IC.

The benefits of instrument integration include the following; a reduction in transcription errors, increase in
automation, data accuracy and increased throughput. The cost savings aonejustify the integration of
instruments to Sample Master® Pro LIMS.

The last phase focused on training and find ingtalation of the last two insrument parsers. In addition to
training end-users, ATL software engineers aso trained the LIM S database administrator (dba). End-
users were trained with user manuas that went through each module with step by step ingtructions and
the administrator guide was used to train the dba
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Conclusons

The sdlection and ingtalation of Sample Master® Pro LIMS has resulted in many data management and
automation improvements in the laboratory. Thereis now afull chain of custody, audit trail and many
qudlity control enhancements thet assst the laboratory in their data management challenges. By limiting
users to tests and methods on pull-down ligts, instrument integration, and requesting that users log onto
the system with user name and password, thereis a higher degree of data integrity.

server Shared printers
Built-in Bar-code Instrument Control
5 L ollers
ppor: can also aeeess 1h|.
AMS

Instrument Integration

Client machines —|

Figure 3. The schematic depicts a client/server configuration of Sample Master Pro LIMS.

Instrument integration has significantly reduced the amount of time andysts devote to data entry. Prior to
the LIMS, entry of VOC data (60+ parameters per sample) would take hours. Since instrument
integration, data entry has been reduced to review of the data and importing it into the LIMS — a process
completed in minutes. Transcription errors are eiminated. Analyst time once spent entering data can
now be devoted to other tasks.

Prior to implementation of the LIMS, reports were generated on aweekly to semimonthly basis. Sample
Master® Pro LIMS has been setup for automeatic report generation so that reports are automaticaly
printed once sample results have been gpproved by the laboratory manager. The turnaround time of
reports has been greatly decreased.

Implementation of the LIMS has grestly increased the efficiency of the [aboratory. Datais reedily
available to view and approve. Instrument integration has reduced data entry time and transcription
errors. Dataloggers have reduced the amount of time required to log in samples to the [aboratory.
Quadlity control records are readily available for review and generation of control charts, once alaborious
process, can now be completed in minutes.
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J. Status Monitoring

REF. COMPLY DO NOT COMPLY
COMPLY WITH MOD.

Provide methods for monitoring sample status throughout the Ji
sample life-cycle log-in:
Automatic update of sample status based on events or transactions J1
Provide a method to monitor test and analysis data J2
Provide codes to monitor sample status for the following

conditions:

- Sample received by the |aboratory J3
- Samples expected or logged but not received J3
- Sample has tests assigned that are in progress J3
- All assigned tests are completed J3
- Sampl e results have been reviewed and verified J3
- A retest has been ordered J3
- Broken sample container J3
- Custom status codes defined by the laboratory J3
Provide codes to monitor test and analysis status for the following

conditions:

- Test is complete J4
- Test results have failed quality control J4
- Test results exceed specified limits J4
- Test results have associated text or limits violations J4
- Test is assigned to a bench sheet and is in progress J4
- Test results have been reviewed J4
- A re-test has been ordered for the same sample and test J4
Provide a means for informing when a sample may be disposed of J5
Allow customers read only access to their data via the internet or J6
customer call up

Customers can easily view their current and historical results J6

Figure 1. lllugtrates a sampling of some of the questions taken from the Request for Proposa created
by the Washington Aqueduct Laboratory.
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¥
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Figure 2. Schemaiic sample flow through the Washingron Aqueduet Laboratory prior 1o the
installation of Sample Master Pro Laboratory Information Management Systen.
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AN INNOVATIVE APPROACH IN DEFINING AND PRODUCING
LABORATORY ELECTRONIC DATA DELIVERABLES

Michaed S. Johnson, Analytical Operations/Data Quality Center (AOC),
U.S. Environmental Protection Agency, Office of Emergency and Remedial Response

Abstract — The Contract Laboratory Program (CLP), managed by USEPA’s
Analytical Operations/Data Quality Center (AOC), has been receiving and utilizing
laboratory Electronic Data Deliverables (EDDs) for over 14 years. These
deliverables are utilized for verification of contractual and technical compliance,
data assessment as part of the data validation process, monitoring analytical method
performance and populating databases for statistical analysis, Geographic
Information Systems (GIS) or other support and monitoring activities. The EDDs
have been rigid, contract-specific formats, tailored to specific CLP reporting
reqguirements. The CLP has been evolving over the last several years to become more
flexible and to focus on customers’ changing needs for method flexibility and
utilizing alternative methods. To accommodate this program flexibility requirement,
AOC devel oped the framework and the tools to introduce and utilize a new type of
EDD, the Superfund Electronic Data Deliverable (SEDD).

SEDD utilizes Extensible Markup Language (XML) technology and the Internet to
provide the basis for a laboratory EDD that is flexible, yet provides uniformity for
EDDs across various methods and levels of reporting requirements. AOC provides an
Internet-based tool set that can be utilized by laboratories to generate and deliver a
requested EDD from the laboratory’ s database. Reporting requirements for specific
methods or projects can be defined in a Document Type Definition (DTD) that is
downloadable by the laboratory. AOC has also been collaborating with the U.S.
Army Corps of Engineers (USACE) to utilize a uniform set of data element definitions
and to define multiple stages of data deliverables that meet the needs of differing
data requesters. Both AOC and USACE are piloting the new data reporting
technology and toolset with analytical laboratories.

I ntroduction

The Andyticd Operations/Data Qudity Center (AOC) manages the environmenta anaytica datafor the
Contract Laboratory Program (CLP) in support of USEPA’s Superfund program. CLP provides data
through its routine chemica andyticd services, and has implemented supporting services to ensure that
known qudity datais provided to CLP users. Since the CLP sinception in 1980, more than 1,850,000
samples from over 10,000 sites have been andyzed by over 430 laboratories. The CLP has been
utilizing Electronic Data Deliverables (EDDs) in addition to hardcopy reports for verifying contractuad and
technica compliance to specified anaytical methodologies and Q/C requirements. These EDDs are then
avallable for performing data assessment, monitoring analytical method performance and populating
databases for Satigtica andys's, Geographic Information Systems (GIS) or other decision support and
monitoring activities. Currently, AOC is developing the Superfund Electronic Data Deliverable (SEDD)
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system to enhance CLFP s data exchange needsin order to support multiple users eectronic data
requirements by taking advantage of Internet-based data exchange standards.

Background

The use of EDDswithin the CLPisvitd for maintaining the integrity and availability of high quality datain
large volumes, and has the following advantages.

Facilitates system-to-system data transmission,
Minimizes humean intervertion,

Speeds up the processing of data,

Reduces error, and

Facilitates information transfer, Sorage and utilization.

In 1988 AOC introduced the “Format A” EDD to receive eectronic data. The data organization of
“Format A” was very smilar to the hardcopy forms, essentidly containing header information followed by
detailed information for results. AOC then proceeded to enhance the capabilities of the EDDs by
introducing “Format B” in 1989. Because of limited gain in cgpabilities, “ Format B” was eventudly
replaced in 1991 by Agency Standard Format (ASF). The ASF, 4till in use today, to a great extent
successfully captured the andyticd results dong with qudity control information including instrument
tuning and calibration data. The information was captured using the reative position of the dataitemsin
the file ructure to establish relationships within the data groups and within andytica runs. The USEPA
mainframe systems, such as Contract Compliance Screening (CCS), were utilized for verification of
contractud and technica compliance of the data ddivered in ASF files. Some instrument data processing
software vendors and Laboratory Information Management Systems (LIMS) supported the creation of
ASF files and CLP hardcopy forms within the [aboratory.

Need for Flexible EDD

Although these EDDs have proven to be functional and achieved support from participating laboratories
and their software vendors, they were soon facing congraints and limitations due to the rigid format. The
current EDDs require strict adherence to structure and format in order to be effective. The resource
impacts from changes were severe even when new andytical and reporting requirements were minimal.
Adding or removing data e ements, introducing Quality Control Samples, or Data Qudity/Vaidation
criteriawindows dl required large investments of time and money by USEPA and the laboratories. The
current EDDs are dependent on software vendors' development time lines and software updates. They
are not easly adaptable to the changing analytical needs of USEPA and other customers of analytical
data. These limitations severdly impacted CLP s evolution to serve its customers: changing needs.

AOC soon redlized the following attributes would be necessary for the next generation of EDDs.

Increased flexibility and compatibility with open industry standards,
Reduced complexity,
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Reduced dependence on programmers to empower users, and
A generic information format that can accommodeate dl environmenta anaytica data

The SEDD Initiative

Inits quest for aflexible EDD solution, AOC evauated severd EDDs including the Agency Standard
Specifications, other EDDs used by USEPA offices and Federa agencies, and Electronic Data
Interchange (EDI) standards such as ANSI X 12 and UN/EDIFACT. Although none of the EDDs
adequately addressed the changing needs of the CLP, information and requirements were extracted from
these specifications pertinent to a Superfund EDD. AOC decided that SEDD would be an open
transmission standard taking advantage of the benefits of Extensible Markup Language (XML) insteed of
atraditional EDD. Recommended by the World Wide Web Consortium (W3C), XML was sdected as
akey to SEDD's implementation because it is license-free, platform-independent, encapsulates structured
datain text filesand is well supported by fredy available third party tools. The SEDD system has been
deployed as a Web-based data-driven application. Innovative technologies were applied to the
deveopment of SEDD which dlow the following key festured benefits:

The SEDD system interfaces seamlesdy with the legacy mainframe data processing systems,
saving USEPA the cost of developing new systemsthat process the XML data. Additionaly it
will streamline data assessment activities by reducing processing time and increasing reported
andyticd qudity and results information submitted by the laboratories.

The ddivery of industry-standard XML files by the SEDD system enables the chemists/data
evauators and data users to browse and review origind laboratory EDD deliverables
conveniently with widdly available XML editing and reporting tools.

The SEDD system provides aflexible deliverable format and tools to accommodate changes
without the additiond cost and time previoudy required with the rigid ASF. The system'’s
flexibility alows CLP to expand its capabilities by accommodating changes in exiting Routine
Andytica Service (RAS) andyticd methods and utilizing new and additionad non-RAS methods.

The SEDD system reduces the burden on laboratories to create and format EDD deliverables. It
aso alows laboratory personnd to focus more on data generation and data quaity, and less on
producing EDDs that conform to a multitude of specified data structures and formats.

How SEDD Works

The SEDD systemn supports multiple data ddiverable requirements by maintaining Document Type
Definitions (DTD). Each DTD specifies data requirements of an XML deliverable a the Web server
accessible to laboratories with a standard Web browser. The browser hosts a user friendly java applet
interface, alowing the laboratory user to browse the DTDs for the specific data reporting requirements
gpecified for aclient’sdeliverable. The specifications are available for download to the locd laboratory
workgtation. The downloaded information, known as a Data Element Map (DEM) file, isa
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representation of the DTD requirements. This information can be viewed within SEDD as atree-like
hierarchica structure of nodes and dements, defining the XML tag names and the data node
relaionships. SEDD dlows users to map DTD requirements to their database.

The SEDD interface also accesses tables and fields from the ODBC-compliant laboratory data source
and provides a query builder, which alows the user to select table names and field names through pick
lists. Mapping the lab’s data source to the EDD requirementsis accomplished by building SQL
gatements through a smple interface. The mapped configuration is saved in the DEM file, which can be
used repestedly to generate specific deliverables as XML files from the |aboratory data source. Once a
fileis generated, it isthen vadidated againg the selected DTD to ensure that the XML fileis complete and
vadid. The SEDD transmission utility sends XML file viaFTP to the SEDD server for data verification
and validation.

The use of the SEDD toal to generate and vdidate these XML datafilesis very convenient and offersa
‘turn-key' solution for the reporting of this data. However, most present-day |aboratories may not store
al reported datain asingle or multiple databases. Some of the datais generated only by report
generators or reported manudly to customers. Some laboratories still have very limited automated data
handling capabilities. The use of the SEDD toal to ddliver datain the XML format is not required. The
laboratories could independently generate these data files. The laboratories would be free to choose the
gpproach that best fit their data generation capabiilities. The required XML files could be directly
generated from LIMS or generated by software provided by independent private sector vendors. These
files could then be vaidated againg the same DTDs as used by the SEDD tool and delivered to the
client.

AOC and USACE
AOC has been collaborating with the U.S. Army Corps of Engineers (USACE) to utilize a uniform set of

data dement definitions and to define multiple stages of data ddiverables that meet the needs of differing
datarequesters. AOC and USACE arejointly proposing three stages of data specifications defined as follows:

Stage 1. Contains the minimum number of anaytica data eements to tranamit results-only data to
the end user.

Stage 2. Data content builds on Stage 1 by adding method and instrument quality control data
(eg., initid cdlibration, continuing calibrations, method QC limits, sample QC
relationships).

Stage 3. Data content builds on the Stage 2 data set by adding additional measurement data to

alow for independent recaculation of the reported results. Datain this stage will be
sgmilar in detall to the current CLP EDDs.
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The three-staged approach was taken in order to provide uniform and scaable EDD requirements for the
data providers as well asthe data users. Proposed data € ements and schema for reporting in each of the
3 Stages can be viewed on the AOC Web site a http://www.epa.gov/superfund/programs/clp/sedd.htm
or a the USACE Web site at

http:/Avww.environmentd .usace.army.mil/info/techni cal/chem/chemtopi cs'chemedd/chemedd.html.

The data dements identified in each Stage represent the maximum reporting requirements for that Stage,
however, specific programmatic EDDs (as defined in the DTD) may only require a subset of the specified
data dements.

Utilizing the SEDD XML format would permit |aboratories to support a particular reporting Stage by
maintaining the required datain their LIMS or other database, or by capturing the data in a database
view or utilizing commercial XML tools to extract the data from multiple sources. Once the three Stages
of data Specification are adopted, the environmenta user community will benefit from having asingle
XML format that can support various EDD specifications. While few laboratories could currently
support Stage 3 reporting requirements, most |aboratories could now support Stage 1 reporting
requirements and could move up to Stage 2 and 3 reporting as they update or implement new LIMS or
databases. Also, different programs requiring Stage 1 or 2 data could implement their EDDs quickly
utilizing the SEDD XML specifications.

Both AOC and USACE are piloting the new data reporting technology and toolset with anaytica
laboratories. AOC has dso been working with the Office of Environmenta Information (OElI) to utilize
the SEDD tool set for laboratory reporting in other programs and for reporting other types of data.

Conclusion

SEDD’s use of XML providesflexibility and format independence for dl data reporting needs. DTDs are
used to specify data requirements including data groups, data eements and their relationships. Each
deliverable s data requirements are represented by a DTD on the SEDD Application Server giving
SEDD the ability to support multiple users eectronic data requirements. The SEDD system eesily
accommodates future changes in requirements with minimal modification to exiging systems through
modifications of DTDs.

The XML output file isindependent of proprietary data systems. A variety of parsers are available for
viewing, editing, or programmatically processng these filesto interface with different database systems.

SEDD’sinnovative XML gpproach will subgtantialy contribute to the enhancement of andytica data
qudity by minimizing errorsinherent in the reformatting and restructuring of datato comply with a
multitude of reporting formats and will permit the use of common tool sets for data verification, vaidetion
and processing. The SEDD system can be an integrd part of any Data Management System providing
data exchange and inherently improves data quality.
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NELAC QUALITY SYSTEMS:
THE INTEGRATION OF ISO/IEC 17025 AND PBM S

Scott D. Siders, Division of Laboratories, l1linois Environmental Protection Agency

Abstract - Within the past year the National Environmental Laboratory
Accreditation Conference (NELAC) Quality Systems Committee has been working on
a major restructuring of the quality systems standards to integrate the |SO/IEC
17025 international standard and performance-based measurement system (PBMS)
concepts (i.e., additional flexibility) into the present standards. This paper will
provide the rational for that effort and will give an update on the status of the
Committee’'s activities in this and other key areas. Further, the paper will provide
an overview of the present draft language, that relates to 1SO/IEC 17025 and
PBMS, for the NELAC Quality Systems chapter.

INTRODUCTION

The adopted June 29, 2000, NELAC Quality Systems standards (i.e., NELAC Chapter Five) are based
on ISO/IEC Guide 25. NELAC has dso gated its commitment to the use of Performance-Based
Measurement Systems (PBMS) in environmenta testing and toward providing afoundation for PBMS
implementation in the standards. Hence, with the advent of 1SO/IEC 17025 as the replacement for
|SO/IEC Guide 25 and the Environmental Laboratory Advisory Board's (ELAB) PBMS Straw Moddl
(presented at NELAC Vi) the NELAC Qudity Systems Committee has begun efforts to develop
proposed language for NELAC Chapter 5 that would integrate both 1SO/IEC 17025 and the PBMS
Straw Model conceptydements into the standards. Obvioudy, the NELAC Quality Systems Committee
initiation of this effort was done with the knowledge and support of both the NELAC Board of Directors
and ELAB.

The primary god of this effort isto improve overal qudity of compliance dataviathe NELAC qudity
gystem standards. The Committee views the incorporation of the superior ISO/IEC 17025 international
gandard as its base and further utilization of a PBMS gpproach for performing environmenta analyses
under NELAC asameansto do just that: improve data qudity. Additionaly, many NELAC
stakeholders view this integration effort as a means to bring about some positive and needed
improvements in the current NELAC Chapter 5 language.

CURRENT ACTIVITIESAND DIRECTION

During NELAC Vi (November 2000) the NELAC Qudity Systems Committee discussed its ISO/IEC
17025 integration efforts and aso formed a PBMS Subcommittee to address the PBMS Straw Model.
The NELAC Quality Systems Committee’ s ISO/IEC 17025 integration efforts were essentidly delayed
between NELAC VI and NELAC VIi due to ongoing ISO/IEC 17025 copyright and copyright licencing
feeissuesthat NELAP had with ANSl. Thoseissues are still being considered by the NELAC Board of
Directors and have had an impact on the direction the Qudity Systems Committee hastaken. Essentidly
both the above NELAC Qudity Systems Committee efforts got underway only after NELAC VIi.
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The NELAC Quadity Systems Commiittee has as part of its ISO/IEC integration effort initidly developed
a spreadsheet that contrasts |ISO/IEC 17025, NELAC Chapter 5 and ISO/IEC Guide 25 e ements.
Thistool provided direction on the Committee' s next steps. The Committee then identified the current
ISO/EC Guide 25 language in NELAC Chapter 5 for possible removal. The Committee has dso
inserted the present Chapter 5 language under the appropriate/corresponding 1SO/IEC 17025 section
since the ISO/IEC 17025 language will provide the framework for any revised Chapter 5. Ladtly, dueto
the ANSI copyright issue, the Committee was aso directed to be ready to provide averson of NELAC
Chapter 5 that would only cite ISO/IEC 17025 by reference.

At present the Committee isworking on drafting arevised NELAC Chapter 5 version that would have
ISO/IEC 17025 sections as the main framework (yet structured as to be able to cite these sections by
reference only if needed) with current and revised NELAC Chapter 5 language (either minus the old
I|SO/IEC Guide 25 language or with the ISO/IEC Guide 25 language highlighted) inserted were
gppropriate. Further, thisrevised NELAC Chapter 5 verson would have inserted in it the revised
sections of NELAC Chapter 5 that the PBM S Subcommittee isworking on. The god wasiinitidly to
have this document ready for proposal a NELAC VII (May 22-25, 2001), but the extent and depth of
the undertaking did not alow us to make the imposed March 19, 2001-deadline for Committeg’ sto
submit find proposed language to the NELAP Director.

ELAB’s PBMS Straw Model which was heavily influenced by ISO/IEC 17025's Section 5.4 as it relates
to how laboratories should implement and use laboratory methods brought two key concepts to the
table. The two most significant concepts that have influenced the PBM S Subcommittee' s efforts are:

- Method Sdlection; and
- Method Vdidation.

The PBM S Subcommittee identified NELAC Chapter 5's sections 5.10 (Test Methods and Standard
Operating Procedures), 5.9.4 (Calibration), and Appendix C (Demonstration of Capability) as important
areas to revise to address the PBMS Straw Mode concepts/elements. To date the PBMS
Subcommittee has essentially completely rewritten or plans or rewriting Chapter 5 section 5.10 and
Appendix C. Significant revisons are being drafted for sections 5.9.4 (Calibration) and afew changesin
section 5.5.4 (Qudity Manua) and e sewhere in the main body of Chapter 5.

Again, the NELAC Quality Systems Committee' s ISO/IEC 17025 integration effort and the PBMS
Subcommittee' s efforts will be fused into a single discussion document (not to be put for

avote) that will be brought to NELAC VI in Sdt Lake City for public consderation and discusson
during the NELAC Qudity Systems session.

However, the NELAC Qudity Systems Committee will be bringing to NELAC VI as proposed
language and putting up for a vote the Committee' s rewrite of Appendices D.1 (Chemica Testing) and
D.3 (Microbiology Testing). The D.3 proposed language was discussed at NELAC VIi and the D.1
proposed language is based on the ELAB’s May 2000 proposed revisonsto D.1. The ELAB’s May
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2000 proposed changes to D.1 were publicaly discussed and widely supported at NELAC Vi as part
of the NELAC Quality Systems Session.

LANGUAGE THAT RELATESTO ISO/IEC 17025 & PBMS STRAW MODEL

Obvioudy, with possibly bringing the entire ISO/IEC 17025 international standard into NELAC Chapter
5 there would be new language that would represent some changes from the current | SO/IEC Guide 25
based Chapter 5. While ISO/IEC 17025 has more emphasis/detail in the technica requirements there
appearsto be greater flexibility within ISO/IEC 17025.

New ideasin the technicd requirementsin ISO/IEC 17025 that will likely be brought into NELAC
Chapter 5 are:

reference to “needs’ of the clients;

requirement for sampling plan when sampling done by laboratory;

method vaidation;

cd culation/estimation of measurement uncertainty for testing laboratories, and
provisonsfor incluson of interpretations and opinions in test reports.

N ok~ w

ISO/IEC 17025's management requirements also introduce some new aspects as compared to 1SO/IEC
Guide 25. Some new aspects found are:

identification of potentid conflicts of interet;

more detailed requirements for quaity policy statement;

gpecific requirements for control, review, and gpproval, issue and amendment of documents;

magjor changes in the Requedts, Tenders, and Contracts section (e.g., identify customer needs,

ensure capability to meet needs, dedling with changes and deviations);

incorporate 1SO 9001 requirements in smplified form for purchasing;

specific procedures for dedling with non-conforming work/results and the need for corrective

action;

7. gpecific procedures for cause andys's, selection and implementation of corrective action,
subsequent monitoring and follow-up audits;

8. preventive action requirements deals with potential problems and quality improvement process,

0. records requirements now condstent with 1SO 9001; and

10.  specific guidance on matter to be consdered during management reviews.

AwbdpE

o U

Again, while the above are generaly new aspects that will need to be considered, the overadl ISO/IEC
17025 standard is much less prescriptive and introduces greater flexibility on how to accomplish the
requirements. Some of the above items like corrective action, management reviews, records and
reporting are aready addressed in detail in NELAC Chapter 5. Actually the present NELAC Chapter 5
utilized some draft ISO/IEC 17025 language for the management reviews and corrective actions
sections.
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It isthisinherent flexibility written into ISO/IEC 17025, especidly in relation to method vaidation, that
the PBM S Subcommittee hoped to capture in its below draft 5.10 language for Chapter 5. Again the
PBMS Straw Mode el ements/concepts are aso based upon section 5.4 of the ISO/IEC 17025
gandard. The following in the draft language for Chapter 5 section 5.10 that has been devel oped as of
February 28, 2001.

Please Note: Thislanguageis till draft and undergoing internd review and comment by other PBMS
Subcommittee members. It has not been reviewed by the NELAC Qudity Systems Commiittee. It is
only being shared as part of this paper as only a means to communicate the generd direction the PBMS
Subcommittee is heading with its extensive rewrite of section 5.10. The PBM S Subcommittee has just
started work on revisions to the current Appendix C in NELAC Chapter 5. Therevised 5.10 and
Appendix C will be the keys to implementing | SO/IEC 17025 section 5.4 with the NELAC Quadlity
Systems standards.

Here isthe February 28, 2001 draft section 5.10 as drafted by the PBM S Subcommittee:
5.10.1 MethodsDocumentation

a The laboratory shall have documented SOPs on the use and operation of dl
equipment involved in the measurement, on the handling and preparation of
samples, and on cdibration and/or testing, where the absence of such ingructions
could jeopardize the reliability of cdibrations or tests

2. All ingtructions, sandards, manuals and reference data relevant to the work of
the laboratory shdl be maintained up-to-date and be readily available to the taff.

5.10.2 Laboratory Methods Manual and Standard Oper ating Procedur es (SOPs)

Thelaboratory shdl maintain amethods manua. The methods manud shal contain the laboratory’s
standard operating procedures (SOPs). The SOPs shall accurately reflect all phases of current
laboratory activities such as sample receipt, sample storage, sample andyss, ng detaintegrity,
corrective actions, handling customer complaints, dl test methods, and data and record storage

a) An SOP may be an equipment manua provided by a manufacturer, or an internaly
written document so long as the SOP is adequately detailed to permit someone other
than the analyst to reproduce the procedures that had been used to produce a given
result.

b) The test method SOPs may be copies of published methods as long as any changes or
selected options in the methods are documented and included in the SOPs (see
5.10.1.2). Reference test methods that contain sufficient and concise information on how
to perform the tests do not need to be supplemented or rewritten as internal procedures
if these methods are written in away that they can be used as published by the
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laboratory. It may be necessary to provide additional documentation for optiona stepsin
the method or additiona detalls.

) Copies of al SOPs shdl be accessbleto al personnel.
d) SOPs shdl be organized in amanner such that they are easily accessible to an auditor.

e) Each SOP shdl dearly indicate its effective date, its revison number and shal bear the
sgnature(s) of the gpproving authority.

f) Each test method SOP shdll give or reference the following information, where
gpplicable:

1.0  Scopeand Application
20  Summary of Method

3.0 Definitions
40 Interferences
5.0 Safety

6.0  Equipment and Supplies

7.0  Reagents and Standards

8.0  Sample Collection, Preservation, and Storage
9.0  Qudity Control

10.0 Cdibration and Standardization

11.0 Procedure

12.0 DaaAndyssand Cdculations

13.0 Method Performance

14.0 Pollution Prevention

15.0 Waste Management

16.0 References

17.0 Tables, Diagrams, Flowcharts, and Vaidation Data

5.10.3 Use of Test Methods

All measurements made which operating as a NELAC accredited laboratory, must have an adequate
demongtration that the measurement system provided data consistent with itsintended use. The
laboratory shdl ensure the qudity of results provided to clients by implementing a system to document the
quality of the laboratory’ s andyticd results. This demondration consids of three activities, 1) aninitid
determination that the measurement system is capable of providing data of the qudity needed to meet
client and/or regulatory requirements (see 5.10.3.2); 2) an acceptable instrument cdibration and
verification that the system has remained cdibrated during the period that it was used for andysis, and 3)
documentation of the quality of any data that was obtained. The specific activities performed for this
demongtration are defined below and in Appendices C and D.
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5.10.3.1 Method Selection

The laboratory shdll utilize methods within its scope (including sample collection, sample handling,
trangport and storage, sample preparation and sample analysis) which are gppropriate and applicable to
client needs (i.e., to meet regulatory or other requirements specified by the client). These requirements
may specify that a particular method, or group of methods be employed for a given project or program;
or that specific data or measurement quality objectives be achieved; or both. |.e., data or measurement
quality objectives specified by the client or required of the client to demonstrate regulatory compliance
define the boundary conditions of the method sdlection process.

1 When the use of a particular test method is mandated by aregulatory agency or is
requested by a client, only that method shal be used. Deviations from areference test
method shal occur only if the deviation has been documented, technicdly justified,
authorized, and accepted by the client and/or regulatory agency. The laboratory shall
inform the client when the method proposed by the client is consdered to be
inappropriate or out of date.

2. In the event that a pecific method is not required by aregulation or adlient, the
laboratory may select another, dternative methods, provided that it will yield data of
aufficient quality to meet client requirements. When use of a particular method is not
required by a client, the laboratory should preferentialy employ methods published by
consensus standards organizations, government agencies such as USEPA, reputable
technical organizations, or those that are published in peer reviewed journds. When
using such amethod, the laboratory shal ensure that it usesthe latest valid edition of a
method unlessit is not appropriate or possible to do so. When necessary, the method
shdl be supplemented with additional details to ensure consistent gpplication.

3. A laboratory-developed methods or a method adopted by the laboratory may aso be
used if validated for the intended use. The client shall be informed as to the method
chosen. If the sdlected method is changed, the vaidation shdl be repeated

4, Client gpprova must be obtained prior to implementation. Modifications must be
documented in and referenced in reports to the client.

5.10.3.2 Method Validation

Thelaboratory must routindy perform and document the quality of the measurement system relive to
the materids being tested. This activity istermed “method vaidation.” The thoroughness and robustness
of the vaidation depends on what is aready known about the performance of the method on the andyte-
matrix combination of concern over the concentration range of interest. Properties of the measurement
system to be vdidated include bias, precision, sengtivity, and selectivity. The measurement system
includes the analyst (operator) or work cell and method.
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Essentid elements of method vaidation include measures to determine pogtive or negetive bias, to assess
variability and/or repeetability, to determine sengitivity, range, and response, to ensure sdectivity of the
test method for its intended purpose, and to ensure constant and consistent test conditions where
required by the system.

The laboratory shdl vaidate each method for its intended use according to Appendix C. The laboratory
shall record the results of the vaidation, the protocol used for the vaidation, and the basis for the stated
measurement system performance. When changes are made in a vaidated method, the influence of such
changes shdl be documented and, if appropriate, a new vdidation shal be carried out.

The thoroughness of any method validation is aways a balance between cogts, technical possihilities,
available time, and the consequences of error. There are many cases in which the range and uncertainty
of the values (e. g. accuracy, detection limit, selectivity, linearity, repeetability, reproducibility, robustness
and cross-sengitivity) can only be gpproximated. However, so long asthe level of gpproximation is
commensurate with the needs of the client, such tradeoffs are acceptable.

5.10.3.3 Quality Control Procedures

In addition to the requirement for vaidation, the following generd quality control procedures shal apply,
wherever applicable. The manner in which they are implemented is dependent on the types of tests
performed by the [aboratory (i.e., chemical, whole effluent toxicity, microbiologicd, radiologicdl, ar) and
are further described in Appendix D. The standards for any given test type shal assure that the gpplicable
principles are addressed:

1 The laboratory shall have quaity control proceduresin place to monitor the performance
of the measurement system on an on-going bas's, indluding:

1 procedures to ensure that the measurement system is free of |aboratory induced
interferences,

2. procedures to identify if and when andlytical insruments are in an out-of-control
condition;

3) procedures to verify continuing andyst proficiency;
4) procedures to ensure the suitability of reagents and standards; and
5. measures such as temperature, humidity, light, or specific instrumental conditions, to

assure condtant and congistent test conditions (both instrumenta and environmental)
where required by the test method.
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b) All quaity control measures shall be assessed and evaluated on an on-going basis, and
quality control acceptance criteriashal be used to determine the usability of the deata.
(See Appendix D.)

3. The laboratory shal have procedures for the development of accept/rgect criteriawhere
no method or regulatory criteriaexist. (See 5.11.2, Sample Acceptance Policy.)

The essentid quality control measures for testing are found in Appendix D of this Chepter.

Asyou can tell the yet to be revised Appendix C will be integrd in regards to the method validation step.
The PBMS Subcommittee draft Appendix C will hopefully be ready to include into any discusson
document taken to NELAC VII. | want to reiterate that the aboveis only an internd draft still subject to
change and does not represent proposed language up for vote at NELAC VII. | hope sharing this draft
language helps fogter discussion and disseminates information on the NELAC Quality System
Committee’ s present efforts.

CONCLUSION

The advent of ISO/IEC 17025 and the PBM S Straw Modd are generating considerable discussion and
efforts within the NELAC Quality Systems Committee and its PBM S Subcommittee. This paper isan
attempt to capture the direction the Committee is heading to address these items as they relate to qudity
gystems. It isthe hope of the NELAC Quadity Systers Committee to present a complete discusson
document at NELAC VI for discussion-purposes-only that will highlight possible proposed language to
be presented at the next NELAC Interim Meeting (NELAC VIIi). At NELAC VII the Quality Systems
Committee and the PBM S Subcommittee will welcome your feedback on the direction they are taking.
The USEPA, DOD, other federd agencies, States and the private sector are significant stakeholdersin
this process and need to participate fully in NELAC to ensure the quality systems standards devel oped
do indeed improve overdl dataquality.
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OBSERVATIONS OF LABORATORY CHANGES
ASA RESULT OF THE NELAC STANDARDS

Marlene O. Moore, Advanced Systems, Inc.

Abstract — As laboratories implement and adopt the NELAC standards, uniformity of
records, quality control, standards/reagent labeling and SOP contents have been
observed. Although a lot of criticism about consistency of the assessmentsis
presented at NELAC and other meeting, there are a number of areas where
consistency is better defined and implemented. This consistency provides data users
with uniform documented information that was not previously available from
laboratories. This presentation includes the observations made by one independent
assessor relating to laboratory operational consistency as a result of NELAC. In
addition the top laboratory findings from August 1999 to June 2000 as compiled
from the eleven accrediting authorities will be included in the presentation.

During the last year of assessments, a number of items found in laboratories across the country have
become more uniform and consgtent. This consstency is aresult of the implementation of the NELAC
standards by laboratories. As laboratories implement and adopt the NELAC standards, uniformity of
records, quaity control, standards/reagent labeling and SOP contents have been observed. Although a
lot of criticism about consistency of the assessmentsis presented at NELAC and other meetings, there
are anumber of areas where condstency is better defined and implemented.

NELAC continues to struggle to ensure assessment consistency as accrediting authorities conduct the on-
Ste assessment. Laboratories are implementing the standard and uniformity is evident.

Before the implementation of NELAC training records were often found in various places and contained
avaiety of information. In some laboratories no records were found a al. NELAC changed thisto
require the laboratory director and QA manager to be responsible for certifying personnel astrained in
the laboratory. NELAC provides aform (Appendix C) that |aboratories have adopted and is resulting in
more congstent records. In addition personnd are more familiar with the methods cited on the form and
are familiar with performance measures required to maintain the status of atrained andyst.

Test records now contain the same minimum number and types of quality control samples. Records
before NELAC did not always include amethod blank and laboratory control sample. Since many
reference methods do not indicate these samples in the specific method, laboratories did not perform
these samples. The reference method often included the requirement for a blank and control sample, but
it was located in another section of the reference document.

With NELAC the chemistry and microbiology Appendix clearly indicate the need for these qudity
control samples. This adlows data review to include these parameters on a more consistent basis. In
addition NELAC requires aqudity control sample at the reporting limit which ensures that measurements
reported to clients are bracketed with standards. In many reference methods thisis not clearly stated and
often results are reported for vaues without a stlandard to verify the measurement is possible.
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Besdes record improvement, a consistent method of labeling standards and reagents is found. NELAC
requires the labeling of these materids to indicate the expiration date. The preparation date, open date,
receipt dates are not required on the labdl. In the past, the [abeling was dependent on the program, the
auditors and gate. It was not uniformly defined and personnd often were cited for not having areceipt
date or open date. NELAC requires the necessary information on the labdl that is the expiration date.
Standards and reagent logbooks include al information, but the labd is only required to have the
information needed by the user. Thelabd mugt indicate when the material expires. The records of the
laboratory alow tracesbility of preparation and lot number of reagents and standards. The containers are
found in the laboratory to be more uniformly Iabeled not only within the laboratory, but dso between
laboratories.

Many laboratories have spent Sgnificant amount of time and dollars to rewrite the laboratory procedures
to meet the content requirements specified in NELAC. Asaresult of this, |aboratories SOPs are more
complete and are following a uniform standard for content. These SOPs are more reflective of the
|aboratory operations and document modifications from the EPA methods. In the past, assessors had to
compare the laboratory method with the reference method. Now many laboratories are identifying the
modifications in order to indicate that these modifications do not impact the data quaity. These
modifications are often judtified in the SOP and demongtration of equivaency cited.

Although consistency is underway, many parts of the standard are subject to interpretation. These areas
are presented to NELAC and improvements are underway. In the meantime findings among the
accrediting authorities are found to be consstent.  Although outliers may exist in any one state or one
asessor, the assessments are finding the same types of deficiencies.

The NELAC standard from 1999 requires many new and additiona requirements that |aboratories have
not routindy implemented. The number after the citation isthe NELAC 1999 standard reference. The
entire wording from the standard is summarized here.

The top ten findings from August 1999 to June 2000 as compiled from the eeven accrediting authorities
are:

1 Laboratory shdl have processes to ensure thet its personnd are free from any commercid,
financid and other undue pressures which might adversaly affect the quality of their work
(5.4.2.b)

2. Nominate deputies in case of the absence of the technical director(s) and/or quaity assurance
officer (5.4.2.h)

3. Have documented policy and procedures to ensure the protection of clients confidential
information and proprietary rights (5.4.2.i)

4, Procedures for protecting confidentidity (including nationa security concerns), and proprietary
rights (5.5.2.r)

5. All audit and review findings and any corrective actions that arise from them shdl be
documented.
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6. The laboratory management shall ensure that these actions are discharged within the agreed time
frame. (5.5.3.3)

7. The laboratory shall use appropriate test methods and procedures for al tests and related
activities... The method and procedures shall be consistent with the accuracy required and with
any standard specifications... (5.10.2.8)

8. Where computers or automated equipment are used for the capture, processing, manipulation,
recording, reporting, storage or retrieva of test data, the laboratory shal ensurethat: dl
requirementsaremet . . . (5.10.6. b - €)

0. If more stringent standards or requirements are included in a mandated test method or by
regulation, the laboratory shal demondrate that such requirements are met. (5.1.b)

10. Method Blanks - performed at afrequency of 1/ batch / matrix type/ prep. The source of
contamination must be investigated, corrected .... Any sample associated with the contaminated
blank shall be reprocessed or the results qualified. (D.1.1.a.1)

Additiond findings that are frequently reported from the accrediting authorities include:
Organization

. The laboratory must specify and document the responsibility, authority, and interrelation
of al personnd ...
> in job descriptions for al postions (5.4.2.d)in

. The QA officer
> arranges for or conductsinterna audits on the entire technical operation annualy
> natifies lab management of deficienciesin the qudity system
> monitors corrective action (5.4.2.9.6)

Syslem - Findings

. Quadity Manua incomplete (5.5.2)

. Objectives not documented (5.5.2.a; 5.5.1.c)

. Records retention and document control procedures not available (5.5.2.d)
. Signatures QM missng (5.5.2.f)

. Procedures for measurement tracesbility not available (5.5.2.9)

. Review of new work not defined (5.5.2.1)

. Ethical training not documented (5.5.2.u)

. Management review not complete (5.5.3.2)

. Corrective actions not implemented (5.5.3.5)
Traning - Aindings

. Demonstration of Capability not documented (5.6.2 b, C-1, 5.10.2.1, D.1.3.9)
. Training not kept up to date (5.6.2.c)
. Proactive program for detection of improper actions (5.6.2 h)
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Facilities & Equipment - Findings

. Recording & control of environmenta conditions (5.7.1.c)
. Equipment records not complete (5.8.€)
Tracesbility - Findings

. Cdibration and verification of equipment including balances, thermometers, sandards
. SI');? ln?anance records and service cdls (5.9.4.1.9)

Method;- Findings
. Documented ingtructions (5.10.1.8)

. SOPs not available (5.10.1.1)

. Effective date not defined (5.10.1.1.€)

. Methods manua not available (5.10.1.2)

. Procedures for obtaining subsamples (5.10.3)

. Procedures for purchase, reception, and storage of consumable materias (5.10.5)
Sample Handling - Findings

. No system for uniquely identifying samples (5.11.1.a)
. Documentation of sample conditions not per reference method or program (5.11.3.9)

Records - Findings

. Records do not include al activities (5.12)
. Control of logbooks and records incomplete (5.12.2.d)

Report - Findings
. Reports contents not per standard (5.13.a)
. Subcontractors not identified on report (5.13.c)
. Amendments to reports not identified (5.13.d)
Subcontracting - Findings
. No records for subcontracting (5.14.c)

Chemidtry - Findings

. Matrix spikes not performed at required frequency (D.1.1.b.2)
. MS duplicates and other duplicates not performed at required frequency (D.1.2)
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. Cdibration verification not performed at beginning and end of run (5.9.4.2.2.b)
Microbiology - Findings

. Duplicates and PT testing (D.3.2)
. Temperature devices cdlibrated annually and appropriate for use (D.3.8.¢)

Reference:

Nationa Environmenta Laboratory Accreditation Conference Standard, , Chapter 1 to 5 with
Appendices, July 1999, USEPA.
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AARB PRESENTATION

Carol Madding, U.S. EPA

Abstract — The NELAC Accrediting Authority Review Board monitors NELAP to
assure that EPA is following the NELAC standards, serves as a review board for
accrediting authorities that have been denied NELAP recognition or have had such
recognition revoked and conducts assessments of the NELAP process for recognizing
Accrediting Authorities. In essence, the Board watches over NELAP to be certain it
has a Quality System in place and that the Quality Systemis satisfactory and is being
followed. Theidea of the need for such a board and the responsibilities assigned to
the Board developed over time and are still evolving. This presentation will discuss
the evolution of the board, its responsibilities, what it can and cannot do, and recent
activities. Major activities include development of processes to perform their
functions, review of a possible revocation of an AA’s recognition, and assessments of
the NELAP Accrediting Authority Recognition Process.
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WILL ANYONE EVER READ THE
LAKE MICHIGAN MASS BALANCE
QUALITY ASSURANCE REPORT?

LouisBlume, U.S. EPA, Great L akes National Program Office
Judy Schofield, DynCorp I&ET, Inc.
Lynn Riddick, DynCorp I&ET, Inc.
Debra Piper, Grace Analytical Laboratories
Marcia Kuehl, Grace Analytical Laboratories

The Lake Michigan Mass Bdance Study (LMMB Study) is a coordinated effort anong State, federd,
and academic scientists to monitor tributary and atmospheric pollutant loads, develop source inventories
of toxic substances, and evauate the fate and effects of these pollutants in Lake Michigan. By achieving
LMMB Study gods, federd, Sate, and triba agencies will be able to make more informed load
reduction decisions. A key objective of the LMMB Study isto construct a mass budget and mass
baance modd for alimited group of contaminants that are present in Lake Michigan a concentrations
that pose arisk to aguatic and terrestria organisms within the ecosystem.

The LMMB isthe most comprehensive study of its kind and involves one of our nationa treasures (Lake
Michigan). Therefore, the community of primary and secondary usersislikely to be both broad and
diverse. Data users, environmenta managers, and policy makerswill use the study’ s mass baance model
to make assessments and decisons regarding future environmenta policy and regulaions. Academic,
environmenta, and industry groups will likely use LMMB data to identify needs for further study or
support arguments advancing their position with respect to environmenta control or development in the
Great Lakesregion. The chalenge we face as QA Managersis to ensure that such alarge and diverse
group of data users understands the strengths and weaknesses of the data they are usng.

How do we respond to such achalenge? The Great Lakes Nationa Program Office (GLNPO), which
was responsible for managing the study, took a three-pronged approach by:

. Implementing arigorous QA program during the data geathering phase

. Developing ardationa database that would alow detailed statements of data quality to be
carried with each and every result generated, and

. Documenting the qudity of the datain awritten QA report at the conclusion of the studly.

The rigorous QA program was intended to control the qudity of data asit was being generated. The
point was to ensure a maximum amount of data would meet data qudity objectives established for the
sudy. The QA program prescribed minimum requirements to which dl organizations collecting data were
required to adhere. QA activities included QA program planning, establishing a QA workgroup,
training, verification of al submitted data sets, implementing a Sandardized data reporting formet, and
QA project plan (QAPP) development. As a component of study QAPPS, principle investigators (Pl9)
were required to develop Measurement Quality Objectives (MQOs). These MQO' s were designed to

20th Annual Conference on Managing
Environmental Quality Systems



control various phases of the measurement process and to ensure that the total measurement uncertainty
was within the ranges prescribed by study data quality objectives.

The database design was intended to ensure each data user understood the limitations of the individua
results on which they were basing decisons. For example, results measured below the detection limit
were reported in the database as requested by the moded ers, but each of these resultsis flagged to
indicate that the figures are below the detection limit so that the modd ers and other data users understand
the inherent limitation of such results. Documentation of deta qudity at the result leve alows the broadest
use of the data by secondary users because they can disregard or include flagged data according to their
data quality needs.

The QA Report isintended to ensure that data users understand the overall quality of each data st.
Instead of presenting data quality concerns at the result level (as does the database), the report presents
data qudity information by parameter and highlights data quality issues associated with estimating
pollutants in various ecosystem compartments, such as variaionsin sengtivity. The report dso includes
datistical assessments of each data set in terms of Six data quality attributes: sengitivity, precision,
accuracy, representativeness, completeness, and comparability. In doing so, the QA report not only
documents the overdl quaity system employed for the LMMB, it provides data users with a broad level
understanding of data quality and an opportunity to focus on lessons learned, QA trends, and
measurement areasin need of of further improvement. Will anyone read it?
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EPA’S COASTAL 2000 MONITORING PROGRAM IN THE
NORTHEAST U.S. - CONSISTENCY IN METHODS AND QUALITY
ASSURANCE

CharlesJ. Strobel, Joseph A. LiVols, Jr., Donald S. Cobb,
John F. Paul, Gerald Pesch, and Walter Galloway
U.S. EPA - Atlantic Ecology Division, Narragansett, RI

Abstract: As part of EPA’s national Coastal 2000 effort to estimate the ecological
condition of our Nation’s estuarine resources, sampling of the estuaries of the
northeast United Sates (Delaware to Maine) began in the summer of 2000. Samples
and data were collected to determine water quality, sediment quality, benthic
community condition, and fish health. Unlike earlier EPA monitoring programs,
Coastal 2000 enlisted the assistance of coastal states for data collection. In addition,
the program attempted to include many of the currently existing estuarine monitoring
programs. To ensure comparability of results, all states monitored a core suite of
indicators using standardized collection methods under an EPA-approved Quality
Assurance Plan. Components of the QA program included, meetings to formalize QA
and sampling protocoals, training of all field crews by EPA personnel, the voluntary
use of EPA-provided field data sheets and data entry system, the voluntary use of bar
codes for sample tracking, and routine field and laboratory QA audits conducted by
EPA personnel. As a result of this significant QA effort, the program succeeded in
both collecting high-quality, consistent data and transmitting this information to the
Coastal 2000 central information management system. Further, steps taken to
standardize collection methods used by individual states serve to increase the
comparability of data among the states in the estuarine Northeast United States
thereby improving the quality of their 305b (Clean Water Act) submissions.
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THE QUALITY MANAGEMENT SYSTEM ASA TOOL FOR
IMPROVING STAKEHOLDER CONFIDENCE

Denise K. MacMillan, Environmental Chemistry Branch,
Army Engineer Research and Development Center

Abstract: The Corps of Engineers works with local restoration advisory boards
(RAB) to exchange information and develop plans for restoration of closed military
bases for civilian re-use. Meetings of the RAB to discuss progress in environmental
assessment and restoration of former defense sites can be contentious due to the
complex technical nature of the information to be shared and the personal stake that
the members of the community have in ensuring that contaminated areas are restored
for safe use. A prime concern of community representatives is often the quality of the
data used to make environmental decisions. Laboratory case narratives and data
flags may suggest laboratory errors and low data quality to those without an

under standing of the information's full meaning.

RAB members include representatives from local, state, and tribal governments, the
Department of Defense, the Environmental Protection Agency, and the local
community. The Corps of Engineers representatives usually include project technical
and management personnel, but these individuals may not have sufficient expertise in
the project quality assurance components and laboratory data quality procedures to
completely satisfy community concerns about data quality. Communication of this
information to the RAB by a quality assurance professional could serve to resolve
some of the questions members have about the quality of acquired data and proper
use of analytical results, and increase community trust that appropriate decisions are
made regarding restoration. Details of the effectiveness of including a quality
assurance professional in RAB discussions of laboratory data quality and project
guality management will be provided.

The US Army Corps of Engineers uses a twelve-element quality assurance program to assure that the
data acquired for Site investigations, remediation, monitoring, and other environmental projects meet
project-specific data quality objectives. The elements are comprehensive in scope and integrate quality
assurance activities into the planning, sampling, andysis, data assessment, and data vadidation stages of a
project. The primary elements are laboratory vaidation, technica document review, sampling handling
qudity assurance, split sample collection and analys's, data comparisons, and data assessment at the user
level. Secondary ements are primary datareview by the user, performance evaluation samples, field
audits, laboratory audits, and tape audits. None of the eements are required by the Corps, though the
primary elements are highly recommended. With inclusion of at least some of these activitiesin Didtrict
projects, questions and concerns about data quality can be addressed more readily.

Split sample analysisis frequently one of the data qudity activities that are used by projects. By sdecting
this element, project personne are also able obtain information concerning sample handling directly from
the quaity assurance laboratory. Data obtained from the primary laboratory and the quality assurance
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laboratory are then aso available for comparison. Thus through sdlection of one of the QA dements, two
more could be readily obtained.

The Environmental Chemistry Branch of the Engineer Research and Development Center is the Corps
resource for split sample anadlysis and associated quality assurance dements. When the Branch (then
known as the Missouri River Laboratory) first became involved with quality assurance, provided services
were limited to split sample andysis, sample handling qudity assurance, and primary/QA data
comparisons. In recent years, though, the Branch's role in the Corps environmenta program has
expanded to include performance of dl the twelve quaity assurance activities detailed above. Through
this expansion of services, Corps project personnel are able to obtain dl their desired quality assurance
elements from one fadility.

Since the Branch provides such awide range of quality assurance services, we are able to use our
comprehensive project knowledge to assist Corps Didtricts in severd ways.  In some ingtances, Didtrict
personnd have come to us for help in assessing data usability. In other instances, our work uncovered
problems with primary laboratory performance that would jeopardize data integrity or completion of the
project. These services are the expected benefits of the corporate quaity assurance program. Another
benefit is the ability to communicate the quaity and usability of project detato Federd, State, locd, and
other stakeholders and partners. A specific example is participation in arestoration advisory board
meeting to answer stakeholder questions about data flags, laboratory comments, and other
andyssrdated concerns. By improving stakeholder confidence in and understanding of findings, al
these services directly support projects by resolving problems that are related to usability of datafor its
intended purpose,

The Corps of Engineers works with local restoration advisory boards (RAB) to exchange information
and develop plans for restoration of closed military basesfor civilian re-use.  Recently, a Corps Digtrict
was concerned about a RAB's interpretation of |aboratory datafor aloca ste investigation. The qudity
of the data used to make environmental decisions was a prime concern for RAB members. The RAB
membership included people with technica backgrounds, but, overdl, the language of the laboratory's
technica report was a barrier to member's understanding of the analyticd results. None of the project
personnd who regularly participated in the RAB meetings had sufficient understanding of typica data
packages and environmental analytical laboratory practices to adequately answver RAB member's
questions. To minimize misunderstanding, contention, and confusion, the Digtrict decided that a person
with direct experience with laboratory procedures and the quality assurance systems of both the Corps
and commercia |aboratories was needed to answer questions. The Didtrict requested that an
Environmental Chemistry Branch QA officer attend the RAB meeting for this purpose.

The QA officer's primary role was to explain case narratives and data flags included in the project's
primary laboratory results reports. Review of the data packages provided by the commercid |aboratory
prior to the RAB meeting showed no significant quality control deficiencies or laboratory error.  The
RAB members, however, were troubled by the presence of "J' and "B" flags in previous data packages,
and were concerned that some samples required dilution. In one member's estimation, these flags
indicated that the laboratory was making excuses for poor performance. Another sgnificant RAB
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concern was that alaboratory might have transposed numbers when converting instrument raw data to
find resultsreports. The RAB requested copies of the laboratory's raw data, including caibration data,
sample preparation logs, and andytica run logs for project samples, with the intention of verifying the
correctness of the reported results. Each question and concern was on a fundamental, routine procedure
that, while easily understood by andytica environmental chemists, suggested significant problemsto the
RAB members.

The ideato have a QA expert present a the RAB meeting was sound, but the implementation was a
limited success. Firg, the culture of the RAB led to ddlays during the meeting that prevented sufficient
time for adequate discussion of the data. RAB members expressed mistrust and irritation at severa
points during the mesting, starting from the introduction of afacilitator. Resolution of issues such asthese
consumed most of the meeting. Secondly, the discussion of the laboratory results was limited to only 15
minutes a the end of the meeting. There was not sufficient time for the membersto review dl the results
and formulate questions. Also, the questions that were framed did not cover enough of the unease to
dleviate the concerns held by the RAB. Thirdly, the follow-on meeting was scheduled to occur two
months later. This delay between receipt of the data and response to concerns could only add to the
generd frudiration of experienced by the RAB members and project personndl.

Resolution of problems such as theseis difficult and will require sgnificant effort. These difficultiesare
not limited to the project described here, though. To improve stakeholder confidence in environmental
decisons, a QA representative should be included as part of the project team at the very start of a
project, and should be part of the team that interacts with stakeholders. Incorporation of a QA
professona would emphasize the value of a quality assurance system to the project personnd and serve
to minimize misunderstandings with the public early in project. Stakeholder concerns tended, in the
Stuation described here, to be basic and easly answered. But because the questions went so long
unanswered, they creeted a negative impact on the project that led to delays and inefficiency. The QA
representative, if involved in aproject from the planning phase through the stage where data are used to
make decisons, asis suggested by comprehensive use of the US Army Corps of Engineers qudity
assurance program elements, would be aresource for overdl improvement of the quality and efficiency of
an environmenta project.

For more information, contact:

Denise K. MacMillan, Environmental Chemistry Branch,
Army Engineer Research and Development Center,

420 South 18th Street, Omaha, NE 68102-2586
Phone: (402) 444-4304, Fax: (402) 341-5448

e-mail: denisek.macmillan@nwo02.usace.army.mil
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A LOTUSNOTESAPPLICATION FOR PREPARING, REVIEWING,
AND STORING NHEERL RESEARCH PROTOCOLS

Ron Rogers, Jesse M abellos,
USEPA National Health and Environmental Effects Research Laboratory

Upon becoming QA Manager of the Health Effects Research Laboratory (HERL) in 1990, Ron became
aware of the need to smplify and streamline the research planning process that Laboratory Principd
Investigators (Pls) faced. Appropriately, anima studies require close scrutiny, both in planning and in
implementation. However, the planning process in place at HERL a that time involved three separate
resource intense, overlapping/redundant, and yet divergent.protocol requirements. In order to comply
with the Anima Wefare Regulations and Public Health Service Policy and to maintain AAALAC
accreditation of our research program and animdl facilities, PIs prepared detailed Laboratory Animal
Project Review protocols (LAPRS) for each study in which they would use laboratory animas. These
protocols were reviewed for gpprova by the Ingtitutiond Anima Care and Use Committee (IACUC).
Each PI who planned to use hazardous biological or chemica agentsin their research prepared a detailed
Hedlth and Safety Research Protocol for Hazardous Agents, which was reviewed for approval by the
Laboratory Safety Committee. The key job of the HERL QA Manager was to ensure compliance with
EPA Order 5360.1, which requires that each project be described in an approved QA Project Plan
(QAPP) —the third research planning document. There had to be a better way!

Over the next 8 years, little was accomplished to address thiswidely recognized need to streamline this
process. Then, in 1998, the National Health and Environmental Effects Research Laboratory
(NHEERL), which was formed in 1995 by combining HERL and four ecological effects research
laboratories, decided to employ Lotus Notes as the mgjor platform for email and ahost of other Lab-
wide functions. With that, the time had finally come to tackle in earnest the protocol merge task! In late
1998 aworkgroup was convened to do so, conssting of nine NHEERL stakeholders representing the
interests of QA, IACUC, Hedth & Safety, and the Pls. Since that time, four others with new QA or
|ACUC roles have been added to the workgroup.

The protocol workgroup developed a design that, in amodular fashion, incorporates al the IACUC,
Hedth & Safety, and QA requirements into a single protocol thet is developed within Lotus Notes and
circulated dectronicaly for the three sets of reviews and approvas. The system includes a Notes version
of a“charoom” thet is designed to dleviate some of the burden on the IACUC who must carry out
increasingly rigorous committee reviews of the protocols. Approved protocolswill be stored in a
repository of active protocols and an archive of expired protocols. The Notes multipurpose research
protocol gpplication has been devel oped to the point of first phase betatesting. When the system isfully
completed (target date for NHEERL-RTP: early FY2002) and approved for implementation, information
from these protocols will be automaticaly shared with related information management (IM) databases
that have been or are being developed to track at theindividua protocol leve () QA information relative
to QA reviews, corrective actions, due dates, etc.; (b) authorizations to use hazardous agentsin research
studies; and (c) an inventory of |aboratory animals authorized, ordered, on-study, and expired.
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Future plans for the system include its expansion to accommodate human studies protocols carried out by
NHEERL’s Human Studies Division, sudies that require review and approva by an Inditutional Review
Board composed of non-EPA individuads. The system is aso being developed with an eye toward
accommodating the protocol requirements of the NHEERL Ecology Divisions, perhaps beyond, given
the current emphasis on cross-Lab research projects.
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IMPLEMENTATION OF QUALITY ASSURANCE ON
MULTILABORATORY STUDIESWITHIN THE U. S. EPA

Thomas J. Hughes', Brenda Culpepper, Nancy Adams?, and John Martinson®, National
Health and Environmental Effects Research Laboratory (NHEERL), ?National Risk
M anagement Research Laboratory (NRMRL), and 3National Environmental Resear ch
Laboratory (NERL), U.S. EPA.

Abstract: The purpose of this talk is to explain the approach the U.S. EPA has taken
on quality assurance (QA) of research studies conducted within the Agency. The U.
S. EPA, Office of Research and Development, was reorganized in 1995 into National
Laboratories and Centers, and since that time the scientific collaboration among the
National Laboratories and Centers has significantly increased. Consequently, the
EPA-ORD quality assurance community has sought to reach a consensus on the
mechanisms for QA activities on such research studies, which tend to be large
multidisciplinary, multiyear studies. An operating procedure (OP) for
multilaboratory studies was therefore written by QA personnel in the three National
Laboratories identified in the header, in collaboration with the National Center for
Environmental Assessment (NCEA) and the National Center for Environmental
Research (NCER). This OP is entitled “ Coordination of QA Efforts Across EPA
Organizations for Multilaboratory/Center EPA Research Sudies.” At the present
time, this OP isin final review by the participants, and will be signed and approved
by all parties shortly. This OP provides general guidance to all parties concerned,
and has been written so as not to interfere with specific mandates of any of the
involved National Laboratories or Centers. The OP states that an umbrella QA
Project Plan (QAPP) for such multilaboratory projectsis the responsibility of the
lead Principal Investigator (PI), who will be determined after consultation with all
study personnel and QA Managers (QAMs) and Directors (DQAS). This umbrella
QAPP will consist of individual sub-plans linked together under an overall format
determined by the lead PI, who will also determine the QA categories for the study,
after consultation with their QAM, DQA and management. At the end of the project,
the lead PI will collect all QA reports from the study and write a QA Summary for the
final report. The OP also discusses roles and responsibilities of study participants,
encourages frequent communication among all study participants, and contains a
flowchart of overall QA activities for the project. Thistalk will discuss the specific
details in this OP, and describe how this OP for multilaboratory research studies has
been employed in studies where NHEERL is the lead organization.
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A SOLUTION FOR THE NEED TO HAVE DEFENSIBLE,
DOCUMENTED, QUALITY DATA TRACEABLE TO AN ACCREDITED
LABORATORY AT A LOW COST

Paul Groff, U.S. EPA

Abstract: EPA’s Office of Research and Development (ORD) obtains data to

under stand fundamental pollution formation and control mechanisms, to identify
sources of pollution, to support regulation, to create emission inventories, and to
develop new pollution control technologies. These data require measurements of
quality that is known and documented (ideally from an accredited |aboratory) so
that conclusions can be drawn with data qualifiers. These data qualifiersare
essential for identifying applicability, implications, and limitations of the
conclusions. At times this type of information provides evidence in litigation where
every aspect of data defensibility will be challenged. For thesereasonsit iscritical
that data be obtained using sound methods (standard methods when possible) and
that the measurements in the methods be traceabl e to a recognized standard such
as those provided by the National Institute of Standards and Technology (NIST).

At the Air Pollution Prevention Control Division (APPCD), the on-site metrology
laboratory provides calibrations traceable to NIST, but so far the laboratory has
not obtained third party evaluation (accreditation). NIST developed the National
Voluntary Laboratory Accreditation Program (NVLAP) that isin full conformance
with the standards of the International Organization for Standardization (1SO) and
the International Electrotechnical Commission (IEC), including |SO/IEC Guides 25
and 58. This paper discusses the NVLAP accreditation process, its importance to
APPCD, and its cost.
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LESSONS LEARNED IN PREPARING METHOD 29 FILTERS
FOR COMPLIANCE TESTING AUDITS

Joan T. Bursey, Ph.D., Eastern Research Group, Morrisville, NC
Clyde E. Riley, Emission Measurement Center, U.S. Environmental Protection Agency,
Judith E. McCartney, Eastern Research Group, Morrisville, NC
Mr. Robert Martz, Eastern Research Group, Inc.

Abstract — Companies conducting compliance testing are required to analyze audit
samples at the time they collect and analyze the stack samplesif audit samples are
available. Eastern Research Group (ERG) provides technical support to the EPA’'s
Emission Measurements Center’ s Sationary Source Compliance Audit Program
(SSCAP) for developing, preparing, and distributing performance eval uation
samples and audit materials. These audit samples are requested via the regulatory
Agency and include spiked audit materials for EPA Method 29 - Metals Emissions
from Sationary Sources, as well as other methods.

To provide appropriate audit materials to Federal, State, tribal, and local
governments, as well as agencies performing environmental activities and
conducting emission compliance tests, ERG has recently performed testing of blank
filter materials and preparation of spiked filters for EPA Method 29. For sampling
stationary sources using an EPA Method 29 sampling train, the use of filters
without organic binders containing less than 1.3 pg/in.? of each of the metals to be
measured isrequired. Risk Assessment testing imposes even stricter requirements
for clean filter background levels. Three vendor sources of quartz fiber filters
wer e evaluated for background contamination to ensure that audit samples would
be prepared using filters with the lowest metal background levels. A procedure was
developed to test new filters and a cleaning procedure was evaluated to see if a
greater level of cleanliness could be achieved using an acid rinse with new filters.

Background levels for filters supplied by different vendors and within lots of filters
from the same vendor showed a wide variation, confirmed through contact with
several analytical laboratories that frequently perform EPA Method 29 analyses. It
has been necessary to repeat more than one compliance test because of suspect
metal s background contamination levels. An acid cleaning step produced
improvement in contamination level, but the difference was not significant for most
of the Method 29 target metals.

As a result of our studies, we conclude:

. Filters for Method 29 testing should be purchased in lots as large as
possible.

. Testing firms should pre-screen new boxes and/or new lots of filters
used for Method 29 testing.

. Random analysis of three filters (top, middle, bottom of the box)

from a new box of vendor filters before allowing them to be used in
field testsis a prudent approach.

. A box of filters from a given vendor should be screened, and filters
from this screened box should be used both for testing and as field
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blanks in each test scenario to provide the level of quality assurance
required for stationary source testing.

Eastern Research Group (ERG) provides technical support to the EPA’s Emission Measurements
Center’ s Stationary Source Compliance Audit Program (SSCAP) for developing, preparing, and
digtributing performance evauation samples and audit materids. For the past four years, ERG has
provided contractor support to the EPA in the area of compliance audits.

Companies conducting compliance testing are required to analyze audit samples (if avallable) a thetime
they collect and andlyze stack samples using any of severd EPA test methods. To provide appropriate
audit materids to Federa, State, tribd, and loca governments, as well as agencies performing
environmenta activities and conducting emisson compliance tests, these audit samples are requested via
the regulatory Agency and include spiked audit materials for EPA Method 29 - Metd's Emissions from
Stationary Sources, aswell as other methods. Consistent with the components of the EPA Method 29
sampling train, audit materids are supplied as spiked filters and as spiked agueous media.

In performing compliance testing, field testing personnel and laboratory personnd collaboratively apply
gpproved EPA sampling and andyticd methods to determine whether a given facility isin compliance
with environmentd regulations. A “successful” compliance test (from the point of view of the affected
facility) demondrates that the facility is complying with applicable regulations—i.e, levels of tested
materids are measured below the leve that will trigger remedia activity and repeated testing on the part
of the affected facility. It has been

brought to our attention that severd field groups and testing firms have been experiencing test failures
because of so-cdled “dirty filters” with high background levels that yield “out of compliance’ results for
certain metals on blank and samplefilters. EPA Method 29 dates that the filters used in testing shall
contain less than 1.3 ..gfir? of each of the metals to be measured.! Risk Assessment testing may impose
even dricter requirements for cleanliness of filter background. Thistarget leve for cleanliness has not
been achieved in severd cases of “out of the box” filters used in sampling for metals at stationary sources.

Examples of high levels of filter contamination in two different fidd gudiesare shownin Tablel. These
data show that significant levels of arsenic, barium, and other metals were found in “blank” filters from
fiedld sampling efforts. Two different filter lots from two different vendors were used in tests conducted a
two separate geographic sources. The metals observed were not expected to be found at the source,
and the andytical |aboratory rechecked each measurement to verify that there was no laboratory
contamination or extenuating circumstances related to the andysis process. The levels of contamination
in the two filters were so greet that expendve field tests had to be repeated to verify the results. More
than one compliance test has been repeated due to suspect metas background contamination levels.
Severd andytical laboratories had observed and reported high levels of background contamination on
filter media used for metals sampling and analysis. In some cases, the levels of filter blanks have been too
high for an accurate determination of the source contribution, and in other cases, the fina results from
field work had suspicious levels of contamination. Background levels between vendors and within lots of

1 Method 29 - Metds Emissions from Stationary Sources, Code of Federd Regulations, Title
40, Part 60, Appendix A, February, 2000.
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filters from the same vendor showed a wide variation, confirmed through contact with severd andytica
laboratories that perform EPA Method 29 analyses. A background study was initiated by ERG to
investigate these cdams.

Three selected vendor sources of quartz fiber filters were evaluated by ERG for background
contamination in order to ensure that our audit samples would be prepared using filters with the lowest
possible metal background levels. In each case, filters were purchased and three random filters chosen
from an individua vendor’s box were digested separatdly, the digests combined, and analyzed according
to EPA Method 29 procedures. The results are reported in Table 2 as per filter vaues. The apparent
background leve of the filters varied greatly from vendor to vendor, with one vendor ddivering “new
cleen” filterswith surprisngly high levels of barium and phosphorus

Filters were ds0 evaduated to gain additiond insght into the per filter variation of blank filters. The “hits’
from Vendors A and B in Table 2 were tested to seeif there was significant variation from filter to filter.
Only those metas that were found at levels above the andytical method detection limit were sdlected and
three filters were evauated to look at the differences. Results are shown in Table 3. The filterswere
reasonably congstent, but the decision was made to use the average of three andyzed filters for future
determinations rather than using asinglefilter.

While the best filter shown in Table 3 was reasonably adequate for spiking experiments, a procedure was
developed by ERG to clean new filters and that cleaning procedure was eval uated to see if a greater
level of deanliness could be achieved using an acid rinse with new filters.

Acid cleaning had been suggested by afew specidigtsin the inorganic andysis field, but no specifics had
been documented. Batches of 25 - 50 new filters were acid washed as a group multiple timeswith a
10% nitric acid solution in a Blchner filtration apparatus. Filters were pre-rinsed with delonized weter,
then immersed in 10% nitric acid, which was applied three times to the filter group. Filters were never
alowed to dry while loaded in the Blichner filter, to avoid passive sampling of room ar through thefilters.
Thefilters were immersed and rinsed thoroughly with deionized water, and gently dried individudly in a
clean laboratory oven.

The comparison of the blank versus acid washed filtersis shown in Table 4. Acid cleaning produced
improvement in background contamination leve, but the difference was not sgnificant for most of the
listed Method 29 target metals. Again, three random filters were chosen from a vendor’ s box, then
digested separately, combined, anadlyzed, and compared to three random filters chosen from the acid
washing trestment. Barium, chromium, and zinc levels were dightly improved by the acid treatment,
while the other eements were essentidly unchanged in their per filter concentrations. While we believe
that the filter washing is effective, it does not appear warranted for filter vendor batches that are dready
clean enough to meet Method 29 cleanliness criteria. Perhaps acid washing is a technique that could be
gpplied by the vendors to produce a more consistent qudity filter for use in EPA Method 29 metals

sampling.

Asaresult of our EPA Method 29 studies, we have reached the following conclusions:
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. A vendor providing “quartz’ fiber filters desgnated as EPA Method 29 or Metals
Sampling filters does not necessarily provide filter mediathat is clean enough to meet
method specifications. Consulting other analysts and comparison shopping is
recommended.

. Filters for EPA Method 29 testing and spiking should be purchased in lots as large as
possible (100 - 200 filters or more) to alow afull set to be evaluated for cleanliness and
the entire | ots certified as acceptable for spiking studies, field use, or laboratory studies.
A large snglelot is the most convenient way to use in spiking or ongoing field testing.
Filters from the same ot and the same vendor should be used for testing, field blanks,
and laboratory blanks.

. Testing firms should pre-screen new boxes and/or new lots of filters used for Method 29
testing. We are aware of severd firmsthat are sending dl of their filters off to andyticd
laboratories to “pre-screen” the lots of filters and avoid contamination problems at the
end of an expensive fidd test or compliance sudy. While this extratesting is expensive,
it is much less expensive than the repesting of an entire field test.

. We agree with fellow laboratories that randomly checking and analyzing three filters (top,
middle, bottom of the box) from a new box or new lot of vendor filters before dlowing
them to be used in field tests is a prudent gpproach. The“cleanliness’ of thefilters can
be documented as an initid quality assurance step in the test sequence or spiking study.

. The screened boxes of filters in combination with filters chosen and used asfidd blanks
should be used in each test scenario to provide the level of qudity assurance required for
dationary source testing. Screening the boxes, combined with the careful handling of the
filters, will not diminate dl filter contamination issues, but it will avoid the very large
background levels that some testing firms have encountered.
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Table 1. Examplesof High Levelsof Filter Contamination

Contaminated Blank Contaminated Blank Laboratory
Filter 1 Filter 2 Blank Filter
Metal of Interest (mgffilter) (mgffilter) (mgffilter)
S 16 26 <04
As 513 853 05
Ba 107 259 34
Be 02 0.2 <01
Cd <01 <01 <01
Cr 4.7 8.4 0.2
Co 04 22 <01
Cu 22 32 04
Pb 10 19 06
Mn 27 57 <0.75
Ni 27 23 025
Zn 14 54 17

Filters#1 and #2 were from different vendors. The Laboratory Blank Filter was from athird vendor.
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Table 2. Quartz Filters Evaluated for Background Contamination

Vendor A Vendor B Vendor C

Metal Symboal (ugffilter) (mgffilter) (ugffilter)
Antimony S <05 1 <05
Arsenic As <05 <05 <05
Barium Ba 14 9 134
Beryllium Be <0.02 <0.02 <0.02
Cadmium Cd <001 <001 <001
Chromium Cr 14 18 25
Cobalt Co <15 <15 <15
Copper Cu <2 <2 <2
Lead Pb 14 04 1
Manganese Mn <1 1 2
Mercury Hg <04 <04 <04
Nickel Ni <05 0.7 <05
Phosphorus P <30 <30 114
Selenium Se <03 <03 <03
Silver Ag <002 <0.02 <002
Thallium T <05 <05 <05
Zinc Zn 14 4 15

Table 3. Filter Evaluation

Filter #1 Filter #2 Filter #3 Average

Metal (ugffilter) (ugffilter) (ugffilter) (mgffilter)
Barium 6 3 2 367
Chromium 22 21 22 217
Lead 04 04 04 0.40
Zinc 2 2 4 267

Filterswere from Vendor B.
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Table4. Blank versus Acid Washed Filters

Blank filters Acid washed filters ~ Method blank criteria®
Metal Symbol (mgffilter) (wgffilter) (ugffilter)
Antimony S <07 <07 184
Arsenic As <05 05 184
Barium Ba 33 18 184
Beryllium Be <0.05 <0.05 184
Cadmium cd <0.05 <0.05 184
Chromium Cr 31 26 184
Cobalt Co <10 <10 184
Copper Cu <05 <05 184
Lead Pb <05 <05 184
Manganese  Mn <10 <10 184
Nickel Ni <10 <10 184
Selenium Se <06 <06 184
Silver Ag <0.02 <0.02 184
Thallium Tl <05 <05 184
Zinc Zn 29 20 184

24.25 inch diameter filters (14.19 sq. in.) were used for these tests.

20th Annual Conference on Managing
Environmental Quality Systems



PASSIVE DIFFUSION BAG SAMPLERS

Maj. Jeff Cornél, Dr. Don Vroblesky, Dr. Javier Santillan*, U.S. Air Force

Abstract: Passive diffusion bag (PDB) samplers are suitable for obtaining
representative concentrations of volatile organic compounds in groundwater from
monitoring wells. A typical PDB sampler consists of a low-density polyethylene lay-
flat tube closed at both ends and containing deionized water. The sampler is
positioned at the target location in the aquifer by attachment to a weighted line. The
PDB samplers equilibrate within approximately 48 hours for TCE and PCE, however
vinyl chloride and some chloroethanes may require between 96 and 168 hours to
equilibrate. The samplers should be allowed to remain in the well a minimum of two
weeks prior to recovery to allow the well water to restabilize following sampler
deployment, and dilution generated by the “ absorption” by the PDB sampler.
Recovery consists of removing the samplers from the well, and immediately
transferring the enclosed water to 40-milliliter sampling vials for analysis.

The method has both advantages and limitations. Advantages include the potential

for PDB samplersto eliminate or substantially reduce the amount of purge water
associated with sampling. The samplers are relatively inexpensive and easy to deploy
and recover. Because PDB samplers are disposable, there is no downhole equipment
to be decontaminated between wells and there is a minimum amount of field
equipment required. The samplers also have the potential to delineating contaminant
stratification in the open or screened intervals of observation wells where vertical
hydraulic gradients are not present.

A possible disadvantage of the samplersis that they integrate concentrations over
time. Depending on the compound of interest, this time may range between about 48
to 168 hours. The samplers are not applicable for all volatile compounds. They are
not effective for inorganic ions, for highly soluble organics such as methyl-tert-butyl
ether, or poorly soluble organic compounds. An additional disadvantage is water
must be freely flowing through the well screen for the samplers to be effective. VOC
concentrations in PDB samplers represent concentrations in the vicinity of the
sampler within the well screen or open interval. This may be a limitation if the
ground-water contamination is above or below the screen, or not in the interrogated
sampleintervals. If there are vertical hydraulic gradient in the well, then the
concentrations in the sampler represent the concentrations in the water flowing
vertically past the sampler rather than in the formation immediately adjacent to the
sampler. Multiple PDB samplers may be needed in chemically stratified wells or
where flow patterns through the screen change as a result of ground-water pumping
or seasonal fluctuations.
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MEASUREMENT UNCERTAINTY FOR
ENVIRONMENTAL PROGRAMS

Marlene O. Moore, Advanced Systems, Inc.

Abstract — Currently the primary topic of discussion for many testing laboratoriesin
the United Sates and the world is measurement uncertainty. Except in a limited
number of testing fields, such as calibration, radiochemistry and some biological
studies, the uncertainty of measurements is not commonly defined or practiced by
testing laboratories. With the recent publication, adoption and implementation of
ISO/IEC 17025, testing laboratories must address the under standing, documentation
and evaluation of measurement uncertainty. 1SO/IEC 17025 requires the laboratory
to have and apply procedures for measurement uncertainty. It is noted that the
ISO/IEC 17025 definition of uncertainty has been defined as stated in the
"Guidelines for Expression of Measurement Uncertainty” (GUM). This uniform
definition requires the reevaluation of the uncertainty expressions being used by all
laboratories when expressing measurement results. The presentation will include a
review of the definition of measurement uncertainty define internationally and
alternatives under consideration for testing laboratories worldwide with emphasis on
environmental applications.

ISO/IEC 17025 requires the laboratory to have and apply procedures for measurement uncertainty. The
|SO/IEC 17025 definition of uncertainty has been defined as stated in the "Guidelines for Expression of
Measurement Uncertainty” (GUM). This uniform definition requires the reevaluation of the uncertainty
expressions being used by al laboratories when expressing measurement results. Currently the primary
topic of discusson for many testing laboratories in the United States and the world is measurement
uncertainty. Except in alimited number of testing fields, such as cdibration, radiochemistry and some
biologicd sudies, the uncertainty of measurementsis not commonly defined or practiced by testing
laboratories. With the recent publication, adoption and implementation of 1SO/IEC 17025, testing
laboratories must address the understanding, documentation and evaluation of measurement uncertainty.

Firg we will review the definition for measurement uncertainty, second we will review some of the
methods used for determining uncertainty and finaly we will look at the gpplication of measurement
uncertainty for environmenta programs.

M easur ement Uncertainty Definition

Definition of termsis critical when discussing uncertainty. The definitions used for measurement
uncertainty today is based on the international metrologica definition. Over the past severd yearsa
uniform definition for measurement uncertainty has evolved and been adopted worldwide. This definition
isfound in "Guiddines for Expresson of Measurement Uncertainty” (GUM). Laboratory accreditation
bodies have adopted this guideline to ensure a uniform application and understanding for measurement
uncertainty. However, some in the testing laboratory community believe this definition is not applicable to
testing laboratories and that the implementation of this measurement uncertainty standard by testing
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laboratories is too costly and not practical. In addition the Satigtical gpplication and evaluation of testing
datais not understood by most chemists, biologists and other testing laboratory scientists.

A person’s academic, technica and work background will play a significant role in the understanding of
uncertainty. Here are afew definitions obtained from avariety of sources.

Absolute Uncertainty: the instrument or equipment reiability as defined by the manufacturer, eg.: the
balance permits no better operation than £0.05 g. (Chemistry textbook 1969)

Relative Uncertainty. Expression of religbility defined as the fraction obtained by dividing the absolute
uncertainty by the value of the result. (Chemistry textbook 1969)

Uncertainty of measurement: parameter, associated with the result of a measurement, that
characterizes the dispersion of the values that could reasonably be attributed to the measurand. (VIM
3.9)

Combined standard Uncertainty: standard uncertainty of the result (y) of a measurement when the
result is obtained from the values of a number of other quantities, equal to the positive square root of a
sum of terms, the terms being the variances or covariances of these other quantities welghted according
to how the measurement result varies with these quantities (GUM 2.3.4)

Expanded Uncertainty: Quantity defining an interva about the result of a measurement that may be
expected to encompass alarge fraction of the distribution of vaues that could reasonable be attributed to
the measurand. Obtained by multiplying the combined standard uncertainty by a coverage factor. Usudly
expressed as 'k". (GUM 2.3.5)

When discussing and using scientific terms be sure that the client, regulatory agency, accrediting body,
and others use the termsin the same way. Many clients, regulators and other data users express these
terms based on various in-house and externally defined programs. Knowing the reason for the test and
the client proposed application of the data should ensure thet al parties involved with the data gpply the
same terms.

In environmenta programs, measurement uncertainty is expressed for insrumenta uncertainty such as
radiochemigtry, and for probability distributions such as biologicd testing. However current
environmenta programs do not currently define the reporting of measurement uncertainty. Measurement
uncertainty must include sampling, Site characteristics, matrix effects and the |aboratory effects.
Therefore the definition and determination of measurement uncertainty is required by the datauser and is
not a laboratory-generated value. The laboratory provides the data for calculating the uncertainty, but
the data user must generate and define the measurement uncertainty for environmenta reporting and
decisons. Thisis better understood when the steps for determining uncertainty are reviewed.
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M easur ement Uncertainty Methods

The uncertainty provides the data user with the interval about the result. Thisinterva expressesthe
random and systematic effects on the measurement. The values present the variability of the result, thus
providing aleve of confidence when making adecison using the result. With the adoption of asingle
gandard, (GUM) for defining uncertainty for the internationa presentation of data, the use of the
plus’minus symbol should become more common placein the future.

Uncertainty expresses the range of vaues that could reasonably be attributed to the measured quantity.
The expanded uncertainty provides the level of confidence that the vaue actudly lies within the range
defined by the uncertainty interval.

The estimating of uncertainty is a quantitative indication of the quadlity of the result. This estimation
provides the data user with the confidence to dlow comparability. Thisisneeded in order to reduce
trade barriers, allow accreditation bodies an objective approach to resolving data comparability
complaints and provide the data user with information related to the risk in making a decision.

For example, one accredited laboratory performs method A and determines the result to be 4.5 or within
gpecification (< 5.0). A second accredited laboratory performs method A on the same product and finds
aresult of 5.3 or outside the specification (> 5.0). If both |aboratories have evauated their uncertainties
for the method, the data user can request this information for method A. Although other factors may be
prevaent, if the uncertainties overlap, it can be determined that the test method results overlap the
specification criteriaresulting in this seeming acceptable and unacceptable product. If they do not
overlgp, the evaduation by the data user should find other variations resulting in the product disparity in
results. Intime, if both labs are performing the same method they should have determined smilar
uncertainties. However, thiswill only become possible when the reference method A datesthe
uncertainties achieved with the method based on inter or intra laboratory comparison data and a uniform
method for determining uncertainty is defined.

Currently there are severd ways to determine the uncertainty of the measurement and more are being
proposed. This paper presents severa methods which use the internationaly definition of uncertainty.
Before any caculations are completed the measurement must be evauated then the calculations are
performed. This has been presented in a seven step process.

1 Write down what is being measured, including any relationship between the measurand and the
parameters upon which is depends. For example measuring nitrate. Standard used is a potassum nitrate
sat. The measurand may be expressed as nitrate as NO; or NO; as N. Document how the fina result is
defined by the calibration standard or spiking standard.

2. State or refer to the SOP defining al measurement conditions. If your SOPs reflectswhat is
included in the process and al the conditions of the test method is defined, then summarize the conditions
and processes that contribute to the uncertainty. These include, calibration equipment or standard
uncertainty, environment, operator, sample or item under test, and procedure.
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3. List possible sources of uncertainty, i.e. drying or primary standard, weighing, personnd ability to
weigh and make volumetric measurements, reading the andog did on the spectrophotometer, wavelength
drift, glassware varidtions, eic.. Thislisting from Item 2 indicates the components under consideration.
Detalled studies are not required on any one or dl of the contributors, but alisting of dl assumptions
should be documented.

4, Consolidate the components. Look for interdependence and diminate any components that
overlap. This review must ensure that the components are independent variables.

5. Measure or estimate the size of the components. If the random component is known or
expected to be sgnificant perform measurements to determine the components standard uncertainty.
This can be compared to the listed systematic components of uncertainty to evauate the random
compared to the systematic effects.

Review dl the components and convert al components to the units of the measurand. Thisrequiresa
technica understanding of the measurement process. In some cases the vaues are converted to percent
or adefined unit and the final result’s uncertainty expressed in that unit. For example if the percent
recovery is used for the LCS and the uncertainty is expressed as percent the uncertainty for each vaueis
cdculated from the result. The result is 12.6 mg/L with the uncertainty budget of + 10%, then the result
isexpressed as 12.6 + 1.3 mg/L.

6. Convert the components to the standard uncertainty. For random error divide the standard
devidion by the square root of the number of measurements. For systematic determine if normd, or
other digtributions exist.

7. Caculate the combined uncertainty and the expanded uncertainty.

Some groups are attempting to use control charts for determining the uncertainty of the measurement.
However, the use of control charts does not necessarily express the measurement uncertainty. In fact the
control chart plots the stability of the measurement. Caution must be used when evauating these charts
for uncertainty snce many control charts do not include all sources of bias and precison. The control
chart should be used to evauate the stability of the measurement to ensure that blunders or outliers are
not incorporated into the measurement result. The control chart is used to ensure the processisin
control and is useful for ensuring the quality assurance program is effective. The control chart provides
the information regarding the stability of the measurement. The measurement must be stablein order to
cdculate the uncertainty. The GUM assumes the measurement is stable and the error (true vaue -
observed value) islimited. If thisis not the case, the uncertainty should be qudified.

Another method for determining the uncertainty of the test method is based on a recent paper found in
"Environmentd Tegting & Anaysis' Nov/Dec. This gpproach dlows the determination of the method
uncertainty using the LCSwith abias correction. Others are determining the uncertainty of the method
by using over 50 LCS data points and cdculating the sandard uncertainty. These methods alow the
laboratory to evauate it test method over time, but do not provide any information on the measurement
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uncertainty. That isthe environmental sample analys's uncertainty is not one of the components
evaluated.

The presentation of the derivation of the uncertainty may be presented as an uncertainty budget or using
cause effect diagrams. This method for determining uncertainty present al the components associated
with the method and ligt these in a fish bone diagram or Ishikawa diagram. Another term for this type of
diagram is a cause effect diagram.

For more complicated analysis, it is preferred to use this type of diagram in order to present al
components. The Eurachem/Citac Guide provides a detailed discussion of this type of presentation. The
Eurachem document provides specific examples for presenting the evaluation of uncertainty. The
diagram presents a graphicd presentation of the uncertainty budget.

This approach takes the exigting QC dements found in dl environmenta chemica measurements and
edimates the uncertainty for a sngle measurement. The uncertainty includes both |aboratory and field
sampling activities. In mogt environmenta data the uncertainty for the field is often ignored even though
many datistical evauaions indicate that the mgority of the error is attributed to the fidd activity.

The objective Satigtica evauation of the uncertainty for field activities has not been possible until now.
Using this new technique, it is possible to back out each of the components and eva uate them separately.
Thereby dlowing the overdl estimation of uncertainty for measurements for a specific sample.

The nested approach determines the uncertainty of the sample being representative of the population. A
probabilistic sampling gpproach aong with the uncertainty of measurement should be combined for the
uncertainty of the measurement for the Site to be representative of the population.

Environmental Programs Application

Estimation of measurement uncertainty may be achieved by a nested hierarchica study of uncertainties
inherent in each component of the andytica process. The nested study approach applies mathematica
techniques defined as backing-out, nor malization, and integr ation to estimate component and sample
uncertainties. These techniques are Smple mathematica operations that correct for systematic errors and
edimate andytical uncertainty inherent in the random variation of test measurements.

The approach estimates the uncertainty of:

A. intringc indrumentd test measurement method uncertainty
B. inherent spike uncertainty and spike preparation uncertainty
C. preparation method uncertainty

D. matrix interference uncertainty

E. sample collection uncertainty

F. sampling strategy uncertainty

G. sampling Ste parameter (target andyte) uncertainty
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Method uncertainty isA and C.
Population uncertainty in the environment is G.
Measurement uncertainty is estimated by combining A, B, C, and D

The expresson of the uncertainty of the measurement alows data comparability. As environmentd
programs move away from the regulatory method comparison to aaction level or maximum contaminant
level the need for a uniform basis of comparison isrequired. The expression of uncertainty providesthe
data user with the range possible from the measurement.

Regulatory programs will need to define the error (true vaue from observed vaue) and the uncertainty of
the measurement expected before making adecison. Some programs define the expected recovery of
the contaminant using any method. Such as at least a 60% recovery must be achieved with the test
method. Thismay be difficult Snce, current methods do not aways achieve thisgod.

Decisons based on a single number without the stated uncertainty are not meaningful in a performance
based regulatory program. Knowing the vaue and the expressed uncertainty is outside the specification
limit allowsfor aclear decison. The specification criteriamay be client, regulatory or product driven.
The specification limit does not aways have to be arange. In many cases the specificationisasingle
vaue that the result must be less than or greater than a sngle vaue. The specification limit may be
regulatory limit or product acceptance criteria. By expressing the value and the range, it provides the user
with the information necessary to understanding any risk or uncertainty associated with making the
decison. When the value and the expressed uncertainty is inside or outside the specification, the decison
is clear. When the value and its uncertainty are not insgde or outsde, the decison isnot clear. Infact, the
chance of making an incorrect decison is more likely.

Without an esimate of uncertainty of the measurement the opinion and interpretation require a significant
amount of documentation to judtify the decison. In dl casesthe client and laboratory must agree who is
making the decision relative to the data and what are the decision rules that need to be gpplied to the
data when making that decison. Knowing regulatory requirements, industrid standards and conformity
assessment criteriais amust before expressing an opinion. Documentation of these decision rules ensures
consistent implementation and a documented understanding should future interpretation be required.
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TWO DATABASESIN EVERY GARAGE:
INFORMATION QUALITY SYSTEMS

Jeff Worthington, USEPA, Office of Environmental I nformation
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information qudity, life cycle, vaue chan

INTRODUCTION

The first automobiles were assembled by hand and no two were dike. Parts were not interchangesble.
Invention of the assembly line (Ideafinder 2001) by Ransom Olds (Henry Ford added the conveyer belt)
is often cited as an important example of how standardization helped an enterprise achieve success.
Standardizing individud parts promoted interchangesbility and facilitated maintenance and product
reliability. Quadlity system techniques evolved to support various assembly line processes.

Technical information generators and customers are confronted with asimilar problem. Technical
database systems are often crafted by asmall group. Database elements, data structures, and
relationships that give vaue to information may not be interchangesble between sysems. Systems may
not be able to directly interact with each other or be comparable.  Standardizing data system parts was
not a priority.

Now, information workers and the enterprise recognize that information is an important strategic resource
for the enterprise and needs to be managed as aresource. Management systems for many enterprises
are adapting to support standardization and a centralized framework for dl individua componentsto
facilitate information resource access and usability. Successful management reduces the need to “retrofit”
data to meet the needs of new usersin adifferent modd of the data sysem. Just asin the automotive
industry, an enterprise’ s quality system must evolve to support these new gpproaches to managing
information, including technical information.

This paper describes integrating quality systems with both technical science systems and information
systems and how the resulting integrated system will ensure quality of production and distribution of
technica information as a strategic resource.

Basic techniques that are useful to dl quality managers are presented including:
. identifying information qudlity indicators

. managing information as an enterprise resource
. reconciling information quality with exiding qudity systems
. assessing information quality

BACKGROUND

I nformation management quality systems Prior to creation of the USEPA in 1970, Federal agencies
were dready actively developing and collecting environmenta information such as water quaity
measurements. New EPA programs, with increased andyticd technical cgpabilitiesincluding automation
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and computerization of andytica operations, crested alitera deluge of both paper and eectronic
information. Also, new information sources, such as geospatia information, increased both scope and
gpplication of environmenta information. Information management and database systems evolved to
meet cusomers needsin each individuad environmenta program information goplication. Qudity
systems designed for information management were based on identifying functiona and data requirements
and subsequent design and development of software systems, subject to intensive testing programs.
Qudity management for hardware systems included assurance of both religbility and maintainahility.

The most recent innovation, the Internet, increased access to these growing storehouses of environmental
information and changed customers' expectations regarding quality of information.

Technical measurement quality systems

USEPA egtablished forma qudity policy in 1984 and re-affirmed policy in 2000 in USEPA Order
5360.1 A1, Policy and Program Requirements for the Mandatory Agency-wide Quality System,
and USEPA Order 5360.1 A2, USEPA Quality Manual. These documents provide for qudity of
environmenta measurements, environmental technology development, and use of measurements by
secondary users. Guidance development in the specific area of information quality is left to each office to
develop relative to their own work efforts and outputs.

Quality and data caught in the middle

Environmental measurement “ centered” quaity system may treet gpplication of computer technology asa
support operation, subservient to the red focus of the process: collection and analysis of environmentd
samples and information. The required planning document, a Quality Assurance Project Plan (QAPP),
may not contain a detailed section describing minimal quality expectations for performance of a computer
system. Likewise, quality systemsfor development of software may not take adequate consideration of
the meaning and ultimate use of environmental measurements and supporting quality indicators as a non-
depleting resource. Theresult of this Stuation is that the “qudity of information” may not be adequatdly
measured or known. Quality managers may need to look at unification of disparate qudity systemsto
ensure that all quality interests of the enterprise are adequately captured. For example, atechnica
measurements quaity system takes into account accuracy as a measure of the ability of atechnica
measurement to provide results as close as possble to the actual value. A software quality system may
take accuracy to mean ademongration of freedom from defects when data are entered into an
information system.

Standar dization in technical measurements and infor mation

Quadlity systems are based on and promote use of standard methodology. The EPA quaity systemiis
based on anationa consensus standard. Environmentd analyses are routindy performed according to
standardized anaytical methodologies (e.g., “EPA Standard Methods). Capture of environmental
measurement data and other information into EPA systems has recently been the subject of
dandardization in the form of data standards. To date, the Agency has completed work on the
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following data sandards. biologica taxonomy, chemicd identification, dete, facility identification,
longitude/latitude, and SICSINAIC (business and industry classificetion).

KEY CONCEPTS

Following are some key concepts to consder when planning integration of disparate quaity systems and
developing systems which address both production and distribution of technica information.

Concept 1: Recognizing gover nment information as a strategic and national resour ce

Enterprises, including government Agencies, have focused on providing resources for information and
data and laid out authority and respongibility for IT support and operations.  Identification and
management of information as a strategic resource is an important aspect to establishing and endorsing
forma stewardship in the new millennium. This identification alows organizations to consider how to
manage information as aresource. For example, as aresource, the enterprise may need to look at
resource availability, cost, and digposal of the information resource. One unique aspect of information as
aresource is that information is not a“ consumable’ resource. The fact that information is a strategic
resource and the fact that it is not consumable greatly impact the type of quality system that should be
used when considering production and distribution of this resources.

Many resources used in a manufacturing facility are not reusable. They are produced or purchased and
are subject to routine ingpections to determine or verify that resources are acceptable for their use in the
facility. Non-conforming materials arergected. In asmilar manner, non-conforming information
produced as the result of environmental measurement or recording of compliance monitoring may be
regected if information is ingpected to determine conformance for acceptability. However, for
information, even if the information is not acceptable for itsintended use, the enterprise may value and
plan to keep the information for other purposes. Also, the very fact that the enterprise has possession of
agrowing warehouse of datamay lead the enterprise to evauate the use and re-use of thisinformation
for new and previoudy unplanned purposes. In that sense, information resource is not “consumable.”
Also, the quality of this resource may be perceived differently. For example, in using this warehoused
data, new users may apply new quality indicators, such as the degree to which information describes
conditions across a broad geographic area, where information was only origindly intended to be used to
apply to a specific areafor asmple need relative to that area

Concept 2: Unification generation in information systems

Zachman Framework authors (Zachman, Inmon, Geiger 1997) describe the following evolutionary
generations for the computer environment:

. formation generation - introduction of the computer to the enterprise

. prolifer ation gener ation - the enterprise recognizes value and expends significant
resources to acquire and support computer systems

. dispersion generation - computers and computer operations are dispersed widely

throughout the enterprise without a focused effort to manage them
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. unification gener ation - where we al should be now, the enterprise shift management
focus from managing the computer and associated technologies to managing the
environment within which computers operate and to managing deta as aenterprises's
resource.

USEPA is actively moving from the dispersion generation to the unification generation of computer
systems. Information managers and qudity managers focused quality management systems on distinct
eementsin the dispersion generation of the computer environment (and the overall enterprise). For
example, quality planning was performed according to the following modd:

TABLE: Dispersed quality system foci

Activity Quality system focus

software development QA planning for software, life cycle development, data/functional
requirements, verification and validation of software

hardware reliability and maintainability of hardware, purchasing requirements

technical information development QA planning for science activities, scientific method, measurement
objectives, verification of conformance to quality control criteria

information collection into a data system dataintegrity checks, error correction protocols

data warehouses gap identification, completeness, consistency

In addition to the generaly disparate areas identified in the table above, in each activity area, the quality
system activities are often performed according to different methodologies. For example, for technica
information, development activities are often different for each type of information. Unification of dl these
activitiesin asingle quaity system should be consstent with efforts to unify information systems.

Concept 3: Under standing needs and expectations for information quality
An enterprise planning to actively managing information quaity must know what infor mation quality

means to the enterprise. That knowledge is based on understanding needs and expectations of
customers for information. Information customers may include any or dl of the following:

. enterprise knowledge workers
. enterprise managers
. cients

Asin any other quality modd, quality managers need to work with these parties to document their needs
and expectations. Some typicd types of features and characteristics of information that are of interest to
customers include various aspects of ether production or distribution of information or both. Some
features and characteristics that may be of interest are discussed in following sections.

20th Annual Conference on Managing
Environmental Quality Systems 4



Concept 4: Identifying information quality value chains

“A chanisonly as strong asitsweskest link.” Information quality characteristics are not smply measured
attributes like those attributes that could be measured of an end product in a manufacturing process, such
asan automobile. Information quality isboth additive and separate. It isadditive because each link in
the process may affect the next link and the sum total expression of quality is related to the overdl linked
chain of activitiesthat led to information product. It is separate because there are processes related to
each link in the chain and efficacy of each process may be assessed for its contribution to a specific
qudity indicator. Also, in any enterprise, the enterprise may not maintain overal responsibility for every
link inthe chain. Information may be “customer-supplied products’ or “raw materids’ provided by
another party; information and information components may be supplied externdly. Therefore, an
enterprise must understand processes for those linksin the chain over which they maintain control and
understand how information qudlity isimpacted by those links over which they do not have contral.

An enterprise may have a single sraight forward information quaity chain OR the enterprise may have
severd different and interacting information qudity chains. A classc example for USEPA includeslinks
involved in collection, analys's, and reporting of technical measurements. Each potentid link in that
specific information quality chain and associated processes is summarized below:

TABLE: Information Chain for An Environmental M easurement Project

associated quality featuresand

link processesthat impact quality characteristics
planning location selection relevant information
data quality objective development acceptable quality objectives
data standards development standard and comparable data
sample collection sample identification authenticity of sample preserved
sampl e bottle preparation no contamination, control of quality
sampling procedures known, comparable, repeatable
sampling preservation procedures
quality control checks sample stability, control of quality

control of quality

sample transfer chain-of-custody maintenance authenticity of sample
transfer labeling authenticity of sample
sample receipt identification verification authenticity of sample
chain-of-custody documentation authenticity of sample
analysis preparation procedures known, comparable, repeatable
analysis procedures procedures
QC checks known, comparable, repeatable
datavalidation/verification procedures

control of quality
known and acceptable results
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link

processesthat impact quality

associated quality featuresand
characteristics

measurement

results distribution

electronic data transfer

data transfer standards development
validation of transfer

verification of data

usability determination

timely distribution of data
consistent and comparable data
distribution

known and acceptable transfer
known and acceptable information
content

results are usable for their intent

data handling

software actions on data
software quality assurance

dataremains free of errors

data warehousing

labeling and storage of data

unnecessary duplicatesare notin
warehouse
warehouse data records are compl ete

data reporting

manipulating data into customer-designated
formats

timely distribution of reports
usability and format of reports

data accessing

providing datavia Internet to the public

timely distribution of data
completeness of data
usability of data

data archival

storing data when not actively needed

retrieveability of data

Concept 5: Reconciling dispar ate terminologies

One chalenge for USEPA s at the confluence of quality for environmental measurements and qudity for
information management. Quality managers and information managers need to understand terminology
used by each party and to agree on a standard terminology because many words may have conflicting
meanings to different parties. Examplesinclude:

TABLE: Disparate terminologies

accuracy, representativeness, completeness,
comparability

term potential meaning in environmental science potential meaning in information technology
data environmental measurement any representation of afact
data quality measurement parameters such as precision, datarecords are complete

dataintegrity

potential synonym for “quality”

conformance to technical criteriaand
business rules

reliable data

data were generated by areputable source and are
of the quality needed

data are correct and have been securely
maintained

Qudity managers know that there are often multiple definitions for asingle term. Attachment oneisan
example of how terminology may be organized for aquality system which congders environmenta and
scientific measurements. Each may be useful to qudity managersin planning and assessing information
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quality. Theworks of both Larry English (English 1999) and Thomas Redman (Redman 1996) were
critical resources in developing thisligt.

Concept 6: Four basic modesfor information quality systems

Experience is growing in the area of information quaity. Quaity managers may be able to use one of the
information quality modes provided in various texts. However, they may, just aslikely need to develop
their own information quaity mode by:
. identifying information thet is required
. undergtanding and structuring individud information management system components and
other processes which act on informetion in the information quaity value chain
. sdecting information quality indicators of interest and measuring them

Qudity managers may be confronted with issues regarding the qudity of information in any or dl of the
following four modds

. Information as an enter prise product - Some enterprises acquire, develop, manage,
process, and sdll information as a product of the enterprise. For these enterprises, the
process to identify and ensure qudity characteristics of their information product
resembles atraditiona quality syssem model.

. Information and information systems which support development of product -
Enterprises may need to access, develop, manage, or process information viainformation
systemns to ensure development of the enterprise’ s products. A great ded of information
is created interndly. The enterprise may be rdiant on the qudlity of thisinformation to
ensure al processes are working as required. In the quadity system modd, information
quality isadidtinct portion of the overal enterprise quality system.

. I nformation needed to support the quality system - successful implementation of the
enterprise’ s quality system may be dependent on information generated by the enterprise.
For example, measurements made during manufacturing processes may generate
quantities of information used to continue quality management for the enterprise. Inthis
quality syssem modd, information qudlity is a part of the quaity management and quality
record portion of the quality system.

. Information quality in communication with potential purchasersand the public -
Increasingly, enterprises are reliant on information and information syslems to
communicate with purchasers and the public via the Internet, an dectronic environmen.
Qudity of information available via this e ectronic medium may directly impact customers
needs and expectations. In this quality system model, both production and distribution of
information are a distinct component in the enterprise’ s quality system.
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Concept 7: Nested quality systems and Russian dolls

Which camefirg, “the chicken or theegg?” ..... “data or the information sysem?’. Thismay be acritica
guestion. There are severd way to look at “value-added” components of processes that affect data
production and information management systems. One useful andogy is to congder quaity sysemsto be
“nested,” smilar to nested Russian dolls. Oneinside doll could be the quality system for production of
environmental measurements data. Another inside doll could be the qudity system for production of
other data types (e.g., GIS measurements). The outside dall isthe quality system for distribution of data
viathe information management system. Regardless of the outsde system, the insde systlem must till
meet qudity requirements for its own system. The outside system, can, however, impose some higher
level reguirements based on higher-level needs.

DEVELOPING AN INFORMATION QUALITY SYSTEM

Quadlity managers can develop an management system to ensure quality of production and distribution of
technical information by the following process:

. Select astandard qudity system modd (1SO 9001, E4, EPA qudity manual chapter 3)

. | dentify the information product of the organization

. Assess and determine dl individua processesin the information quity value chain
. Identify quaity indicators that are valued by customers for information product

. Determine assessment and measurement methodology for those qudity indicators

. Apply the qudity sysem moded dementsincluding quaity policies and proceduresin key areas
- generd description
- quality system overview
- personnd qudifications and training
- procurement of items and services
- documents and records
- planning
- implementation of work processes
- measurement
- assessment
- qudity improvement

Select a standard quality system model

Some standard qudity system modedls are available for use in establishing an organization-wide
information quality system. EPA’s5350.1 A1 Chapter 3 provides guidance for individua elements that
may be considered in aquality system. Part A: Management System of American National Standard,
ANSI/ASQC E4-1994, Specifications and Guidelines for Quality Systems for Environmental Data
Collection and Environmental Technology Programs Part is based on generd qudity system
elements expressed in the 1SO 9000 standard. The model for E4 is also useful because it proposes and
generad management system and then provided a focus on separate technica areas. Additiond areas
may need to be added for each individua user.
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| dentify information product of the enterprise

Determine to what extent information is an enterprise’s product. Are there types of information? Who
are the cusomers? What isinformation used for? How isinformation developed? What istherelation
of information product to other enterprise products?

Assess and determine all individual processesin the information quality value chain

Chart out each type of information using an information quaity value chain. Identify individua processes
that create or act on information at each step in the process. Are there standard operating procedures
for these processes? Are there already process controlsin place for these processes? Do you
understand the relationship of these processes to the quality of the information? Document the results.
Be sureto clearly express the relationship between production (developing, observing, and recording
data) and digtribution (receipt, processing, warehousing, and reporting) aspects.

| dentify quality indicator s valued by customers

Identify customers for information product, both externad customers and those who may be considered to
be “internd” users of information. Have they identified information as aproduct? Do they have
expectations for the information? Do they have written requirements for production or distribution of
information? Are known qudlity indicators well defined? Document the information quality indicators
and write forma definitions for each indicator and relate them directly to processesidentified in the
previous section.

Deter mine assessment and measur ement methodology for quality indicators

Review the information quality indicators and evaluate the need for measurement methodology. Hasthe
customer aready detailed a pecific measurement methodology? |'s there more than one way to measure
for each information quality indicator? Has the customer dready expressed minimum acceptance criteria
for information? Have basdine measure dready been established? Has anyone dready been tracking
conformance to any information quality measures againg other variables such astime? |sterminology for
measurement consstent among al users? Document the results.

Develop a written management system for information quality

Plan out the contents of the written management system for information quality. One useful approach is
to devel op the system using a three-tiered approach based on the 1SO 9001 modd.

THREE-TIERED MODEL

The following three tiers are suggested for an information quality management system modd!:
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Top tier - vision, mission, and general description of the information quality system

Record the mission and vision of the enterprise. Develop awritten statement of enterprise-wide quality
policy which captures the overadl emphasis on the qudity system by management. Develop a genera
description of the quality systlem which identifies key eements for planning implementation and
assessment. Include in thisleve tables which detail quality syssem commitmentsin the following arees:

. roles and responsibilities - identification of management and quality management roles
cross-referenced to activities critica to quaity system development (resource
commitment, quality system records, assessment schedule, training, qudity records,
procurement, etc.)

. quality system records - record type (quality plan, quaity reports, etc.) cross-
referenced to respongilities for preparation, review, approva, frequency of
development, and distribution

. quality assessment schedule - assessment types (e.g., project, product, system,
quality system, data system, etc.) cross-referenced to assessment tool, assessors, basis
for assessment, minimum frequency, purposes for assessment, and review authority

Tier two - organization-level quality policiesand procedures

Devedop individud statements of qudity policy for each key area of the information quaity system and
include higher level procedures. This gpproach will dlow for future editing to the overdl quality manua
for asngle quaity areawithout re-drafting the entire overal document. For each individud qudity
policy, indude the fallowing dements a aminimum:

policy title
. gpprova authority and date
. succinct policy statement
. individua statement of quaity requirements (if greater detail is needed)
. purpose
. scope
. respongbility and the role for implementing that responsibility
. listing of any associated documents
. procedures

. quality control (checklist) items that must be addressed

Inclusion of the checklist will encourage quaity managers and staff to not develop any specific policies
and procedures that are not planned to be implemented.

The types of gpecific quaity policies and procedures that may be most useful in an information quality
system incdlude:
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. general quality system “housekeeping” - quality documents, qudity records, quality
system roles and respongibilities implementation, quality system dispute resolution, quality
system improvement

. quality support operations - standard operating procedures format and devel opment
protocols, quaity and other technica training processes, customer satisfaction surveys
. identification of quality indicators - information production indicators, information

digtribution indicators, technica information indicators, measurement methodol ogy,
measurement methodology development (both production and distribution criteria)

. information production, project and program planning requirements - customized
requirements for planning each kind of information production product including objective
devel opment, acceptance criteria, and ensuring appropriate quality indicators related to
information distribution are also addressed where appropriate

. information distribution, project and program planning requirements - customized
requirements for planning each kind of information distribution product including,
objective development, acceptance criteria, and ensuring appropriate quality indicators
related to information production are also addressed where appropriate

. information and data war ehouse maintenance planning requirements -
requirements for ongoing maintenance and operation of a large database system including
responghilities for data slewardship and routine monitoring and reporting of applicable
quality indicators

. information security - minimum requirements for monitoring and maintenance of
information security

. assessment procedur es - processes for assessing information products, processes,
systems, database systems, devel oping assessment schedules, corrective action in
response to assessments

Tier three - standard operating procedures

Tier three conggts of the individual SOPs of the enterprise or each unit in the enterprise. SOPs arethe
actua work ingructions for performing individua activities and are subject to frequent change. SOPs
should be written in away which fadilitates their use and each modification for improvement.

The EPA Office of Environmenta Information developed a Management System for Quality which
details both level one and level two as described above. OEl isworking to implement the system and
develop requisite SOPs. Electronic copies of OEI’s new quality system (and this technical paper) can be
obtained by sending an Email request to the author (Worthington.Jeffrey @epagov).

CONCLUSION

USEPA and other Federd Agencies are actively unifying and integrating disparate information systems.
As businesses and more government operations increase reliance on these centralized and standard
information systems, the qudity manager’s job will be easer. Understanding the nature of the quality of
the information and how information processes may act on the qudity of the information will remain key
to the ability of the qudity manager to develop useful measurement tools for managers.
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ATTACHMENT ONE
INFORMATION QUALITY AND DATA QUALITY DEFINITIONS

The following definitions may be useful for discussion or reference when developing an integrated qudity
system to support production and digtribution of technica information.

DATA DEFINITIONS
datum - (dataitem) isarepresentative triple which conasts of €, a, v where
e = entity (and entity’ s meaning)
a = attribute (and attribute’ s meaning)
v = vaue (and vaue s meaning) Vaue may include units when the datum represents a
measurement. (Redman 1996)

NOTES
a The datum represents some dement in amodel; the dement isarea world thing (tangible =
physicd, intangible = eg., ided) or event. Asan event, the datum would need to be captured at
the point of the event.
b. The datum usudly represents afact, atruth, or observation about the rea world; but does not
aways have to represent afact.
data representation - aset of rulesfor recording data (representative triples) on some medium
NOTES
a Therefore, the same data may be represented in different ways.
b. Therefore, data represented in a prescribed manner may be recorded many times.
c. Datacan exist without being represented.
d. Theserulesare aform of “metadata’ (Redman 1996)
datarecord - aphysicd instance standing for a set of dataitems according to the data representation
NOTES
a. Datacan exist without being recorded. (Redman 1996)
environmental data - data of measurements or observations that describe environmental processes or
conditions, or the performance of environmenta technology (ANSI/ASQC E4-1994)
NOTE: In abroader sense, these data may include ancillary data which are needed so that the
data have meaning (are useful asinformation), data such as name of the sample site, sample
location, sample no., collection methodology, etc.
geospatial data - data of geospatid measures that include a three-dimensiona reference system (usualy
based on amodd of the real world)
NOTE: Often the three-dimensiona reference system is cross-referenced to observationa data
regarding a physicd attribute for locations and if often considered to be environmental data.
quality indicator data - data of the qudity indicators.
NOTES:
1. When associated with environmenta measurements, this datais usualy developed and
recorded at the same time the measurements are developed and recorded.
2. Thistype of datais sometimes referenced as meta-data.
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INFORMATION DEFINITIONS
information - adatum or data presented to meet customer expectations

NOTES:

a Data presentation must be “knowledge worker-friendly.”

b. Data presentation must impart meaning to the data.
information production - that aspect of the information which is associated with the creating, updating,
collecting and storing information that gives the information vaue to the stakeholder (vs. other agpects of
the information such as the data representation)
information distribution - that aspect of information that is associated with the digtribution (i.e,
extraction, manipulation, and presentation) of information.
information system - in the broadest sense, a system of functions concerning the acquisition and
transfer of information. (Principia Cybernetica 2000)

NOTES:

a Cariersin an information system can be biologica, socid, or persond units, etc.

b. Aninformation system is dedicated to a certain type of information (e.g., environmental

informetion.

c. A dorage deviceisusudly part of an information system.

QUALITY AND SYSTEMS DEFINITIONS
quality - the totality of features and characteristics of a product or service that bear on its ability to
meet the stated or implied needs and expectations of the customer.(ANSI/ASQC E4-1994)
guality assurance (QA) - an integrated system of management activities involving planning,
implementation, assessment, reporting, and qudity improvement to ensure that a process, item, or service
is of the type and quality needed and expected by the customer.(ANSI/ASQC E4-1994)
quality control - the overdl system of technical activities that measures the attributes and performance
of aprocess, item, or service againg defined sandards to verify that the meet the stated requirements
edtablished by the customer; operationa techniques and activities that are used to fulfill requirements for
quality.(ANSI/ASQC E4-1994)
quality feature - an individua fesature of a product or service that is identified as a feature of interest for
the purpose of a qudity system.
NOTE: A qudity feature may be subject to measurement (see quality indicator).
quality indicators - measurable atributes of the attainment of the necessary qudity (qudity
features).(ANSI/ASQC E4-1994)
NOTE: In USEPA, qudity indicators origindly were goplied solely to the “quality necessary for a
particular environmenta decison and included: precision, bias, completeness,
representativeness, reproducibility, comparability, and statistical confidence. OEl in
identifying a grester breadth of quality indicators to describe and measure the qudity of overal
Agency information qudlity.
quality management - that aspect of the overal management system of the enterprise that determines
and implements the qudity policy. Quality management includes strategic planning, alocation of
resources, and other systematic activities (e.g., planning, implementation, assessment) pertaining to the
quality system.(ANSI/ASQC E4-1994)
quality system - “ the management system for quality” astructured and documented management
system describing the policies, objectives, principles, organizationa authority, respongbilities,
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accountability, and implementation plan of an enterprise for ensuring quality in its work processes,
products (items), and services. The quality system provides the framework for planning, implementing,
assessing work performed by the enterprise and for carrying out required QA and QC.(ANSI/ASQC
E4-1994)

management system - a structured non-technical system describing the policies, objectives, principles,
organizationd authority, respongbilities, accountability, and implementation plan of an enterprise for
conducting work and producing items and services.(ANSI/ASQC E4-1994)

DATA QUALITY DEFINITIONS
data quality - the totality of features and characterigtics of datathat bear on its ability to meet the Sated
or implied needs and expectations of the customer.
NOTE: One narrow definition of data qudity is
“data qudity = data representation quality + data record quality”
data representation quality - attributes of data representation qudity include:

. the rules for recording data provide data meet the customers definition

. the format alows for processing by explicit procedures

. the format allows data to retain its characteristics during repested use

data record quality - attributes of datarecord quality include:

. the record is atrue record of the element that was meant to be recorded (specid cause bias)

. the record was accurately recorded (freedom from common cause bias, e.g., systematic data
entry error)

data standar ds quality - the degree to which the data standards enable people to easily define data
completely, consstently, accurately, and understandably. (English 1999)

data ar chitecture quality - the degree to which the data models are reused, stable, and flexible and
how well they depict the data requirements of the enterprise; and how well the databases implement
those reguirements and enable capture, maintenance, and dissemination of the data among the
information customers. (English 1999)

INFORMATION QUALITY DEFINITIONS
information quality - the qudity of the information production + the quality of the information
digtribution (see following sections)

INFORMATION PRODUCTION QUALITY DEFINITIONS

information production quality - the totality of features and characteristics of information production
that bear on its ability to meet the stated or implied needs and expectations of the customer.
(environmental) measur ement quality - the quaity indicators that describe the (inherent) quality of
environmenta measurement results. Theseinclude precision, bias, completeness, representativeness,
reproducibility, comparability, and statistical confidence.

information verification and validation - the degree to which the information has been verified and
vdidated and show to meet requirements related to development of the data (e.g., anaytical methods
vaidation)
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INFORMATION DISTRIBUTION QUALITY DEFINITIONS

information digtribution qudity - the totdity of festures and characterigtics of information digtribution that
bear on its ability to meet the stated or implied needs and expectations of the customer. (e.g., data entry
guality, data warehouse quality, information architecture quality, etc.)

date entry quality - those qudity features that describe qudity related to the data entry process (e.g.,
correctness, completeness, data entry verification, data entry validation)

data war ehouse quality - those qudity features that describe the quality of dataresident in Agency data
warehouses (e.g., duplicate data entry, compl eteness)

information ar chitecture quality - the degree to which information models are reused, stable, and
flexible and how well they depict the information requirements of the enterprise (e.g. non-redundant
system processes, business information model clarity, operational data model clarity) (English
1999)

softwar e quality - those qudity features of the software that ensure that the software meets the data and
operationa requirements of the stakeholders and ensures the quality of the information managed and
delivered by the software. (e.g., verified software, validated software, conformance of software to
enterprise requirements)

har dwar e quality - those qudity festures of the hardware that ensure that the hardware meets the
requirements of the stakeholders and ensures the quality of the information managed and delivered by the
hardware (e.g., reliability, maintainability)

information usability - the degree to which information is usable for its intended purposes.
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HOW GOOD AREMY DATA?:
INFORMATION QUALITY ASSESSMENT METHODOLOGY

Jeff Worthington, USEPA, Office of Environmental I nformation
George M. Brilis, MBA, JD, USEPA Office of Resear ch and Development

Abstract — Quality assurance techniques used in software devel opment and

har dwar e maintenance/reliability help ensure that data in a computerized information
management system are maintained well. However, information workers may not
know the quality of data resident in their information systems.

Knowledge of the quality of information and data in an enterprise provides managers
with important facts for managing and improving the processes which impact
information quality. This paper provides information to assist information workersin
planning and implementing effective assessment of information data and quality. The
areas covered here include:

identifying appropriate information quality indicators
developing assessment procedures

conducting information quality assessments

reporting information assessment results

tracking improvements in information quality

KEY WORDS: information quaity, measurement, database
BACKGROUND

The source of information and data that may be of value to a customer may not be directly known, may
be unreliable, or may need to be checked for verification purposes. Also, data and information may be
old and there may be reasons to doubt its rdiability. Alternatively, processes in use when data and
information were developed may not be understood in relationship to the qudity of the information and
datathemselves. Other questions about the veracity of the information and data may be of interest to a
customer and therefore, aquality concern. For example;

. to what degree are two disparate databases comparable?
. isthe quality of the data affected by transfer into a new system?
. am | getting my data fast enough?

Many quality systems focus primarily on data production. For example, in the USEPA, the qudity
system consders production of environmental measurements and recording resulting data and qudity
indicators (AKA, metadata). In software development, software quality systems may only consider
writing consstent code and the valid operation of the system according to identified data requirements
and system requirements. However, for information and data themsdves, qudity may not dways be
known.
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For qudity managersto assst enterprise management in systematic planning and improvement of
information and data qudity, qudity managers must have the ability to assess dl aspects of data and
information quaity. Even though, assessment capakiility aone cannot replace implementation of arobust
quality system, it isacriticd feature in aqudity system and is an important tool in understanding the
current status of information and data quaity.

The following provides a discussion of the types of information quaity assessments that quality managers
may congder. Assessment planning, assessment scope devel opment, and assessment implementation are
also discussed.

TYPES OF INFORMATION QUALITY ASSESSMENTS

There are several waysto congder types of information quality assessments.
For example, one way isto look at the product-process-system trilogy:

. information/data product - the end product of al the processes

. information/data process- an individua process in production or distribution of deta or
information

. infor mation/data system - the entire collection of processes which make up the system

I nfor mation/data product assessments
Assessment of information/data products eva uates conformance of product to customers expectations.
The expectations may be expressed as quality indicators and include a basic measure of correctness.

I nfor mation/data pr ocess assessments
Assessment of information/data processes eval uate process effectiveness and process impact on quality
of the information/data product.

I nfor mation/data system assessments

Assessment of information/data systems evauate dl agpects of the management system and technica
system to evauate system effectiveness for achieving intended results. This level assessment may dso
focus on conformance to an industry-wide, externd, or other sandard specifications.

In addition to the above scope approach, assessments can also be objective-based. The following are
some examples of some objective-based information quality assessments:

. external data quality - qudity of dl information/data provided by an externd provider

. pre-award assessment - preliminary assessment of a supplier’ sinformation qudity
system

. data element assessment - qudity of data element definition for dl data dements of a
certain type

. individual quality indicator assessment - assessment of an individua quality indicator
such astimeliness or the ddlivery of dl information

. confor mance assessment - conformance to an externa standard
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INFORMATION/DATA PRODUCT ASSESSMENT EXAMPLE

For the purposes of brevity, thistechnical paper addresses a single example of the process that might be
employed for ng information/data product. The paper dso explores the potentid relationship of
the end result of the assessment to the information/data processes and system that produced the product.
The example product considered hereis alarge database maintained by an enterprise for along period.

PRE-ASSESSMENT PLANNING

The assessor needs to carefully plan the assessment in advance in order to perform an efficient and
effective assessment. In some cases, the assessor may be able to perform the assessment within an
electronic environment and not need to trave to a separate location. Thisis mogt likely when the
assessment involves qudity of datain one or more databases. 1n those situations where the process or
system must be looked at, the assessor will most likely need to visit the Site and people involved in the
processes and overal system.

Deter mine pur pose and scope of the assessment
The assessor should meet with customer or management representatives and determine the purpose and
scope of the assessment. How assessment results assessment may be used is critical in planning the
asessment. Collecting assessment information that has no useis awaste of resources. For a database
assessment, assessment scope is based on:

. amount of datain the system

. qudlity indicators that are of interest to the customer

Assessment results often need to be the subject of corrective actions and planning for future preventative
actions. If that is the case, the process by which the assessor identifies nonconformances and defects
and how the corrective action process will be implemented must be discussed in advance. Assessors
may be involved in follow-up review of awritten corrective action plan or even the revised
information/data product itsdlf. Itiscritica to establish this process prior to conducting the assessment.

| dentify applicable information quality indicators

Customers for the product, process, or system have needs and expectations for data and information
which are produced and distributed. Meeting with the customers for the data allows the assessor to
identify information quality indicators vaued by the customer. Attachment 1 identified some potentid
information quality indicators. Alternatively, if the person/group who requested the assessment has a
robust information quality management system, that system may be a good resource for identifying
information quality indicators.

Establish measur ement methodology

Once qudlity indicators are selected, the measure of the quality indicator must be determined. There may
be more that one possible measure for asingle qudity indicator. A good example of thisisin the case of
timeliness, which is expressed as two forms of infor mation float:

. information float 1 - thetime it takes for an item of information to be collected into a
data sysem form the time the information wasfirs avalable
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. information float 2 - thetime it takes for an item of information to be availableto a
system user from thetime it isfirgt collected into the data system

For either type of information float, there are at least two possible measures:

. time units - adirect measure of time (e.g., days, hours, minutes, seconds)
. conformance - ameasure if the information was recelved in time for its use (e.g., yes or
no)

Statistical sampling
Sdecting asample of the overal data population may be necessary to evauate an individua quality
indicator. Sampling methodologies include (English, 1999):

. random sampling - use of random number generator to provide equa chance to select
every item of data

. systematic sampling - selection of every nth record, based on ration of required sample
Szeto tota population (for use when data records are aready random)

. gratified sampling - when there is more than one stratum in the records, to ensure the

selection of adequate records in each strata
. cluster sampling - sdection of subsamplesfrom logicad clustersin the database and
combining them

Determine the need for acceptability criteria

Depending on the scope of the assessment and maturity of the quaity system in place for information and
data, the assessor may need to establish acceptability criteriato report any measurement asa
nonconformance.

When sample methodology is employed, acceptability criteriaform the basis for the determination of
sample sze based on the desired confidence level. Larry English provides a detailed explanation of the
applicability of acceptance sampling methodology is his recent book (English, 1999).

| dentify alternative information sour ce

For some qudity indicators (e.g., accuracy to original data), assessment of information qudity may
require identification of an aternative or additiona information source to use as the basis for comparison.
| dentify those sources prior to the assessment, if possible, and verify with the customer for the
assessment the authenticity/acceptability of the aternative information source.

ASSESSMENT WORKING PAPERS
The assessor should develop documents which serve as the basis of the assessment and facilitate the
recording of both observations and conclusons. This gpproach is congstent with all assessments.

Assessment plan
The assessment plan need not be long, but it should be documented and should include:
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. assessment identifier (number)

. type of assessment

. scope of assessment

. purpose of assessment

. proposed assessment data

. proposed assessors (phone/address)
. location of assessment

. selected assessment target areas

. contact persons

Assessment standar d oper ating procedur es (SOPS)

Assessors may need access and training in standard operating procedures for the purpose of conducting
routine and consstent assessments. These SOPs should include details in measurement methodol ogy for
information/data qudlity.

Assessment requirements

The assessors may benefit from developing alist of assessment requirements based on their own
expertise and the customer’ s needs for the assessment. Thislist of assessment requirements hel ps focus
assessment planning, checklist development of the checklist, and assessment conduct.

Assessment checklist

Assessors need to develop an assessment checklist to serve as areminder of dl the areas that the
assessors intent to cover in their assessment of the database. This checklist also then becomes aformal
record of the assessment in combination with whatever electronic records are created in the process.

Notification and request for information letter/memorandum

Prior to the conduct of the assessment, the assessors should formally provide notification of the
assessment in aletter or memorandum. The letter should include the assessment plan. One optionisto
include the assessment checklist to allow the persons responsible for the data an opportunity to prepare
for the assessment.

Reporting format

Assesors will need a stlandard reporting format for communicating the results of the assessment. The
gructure of this reporting format should reflect the planning for the corrective action process. The most
important feature of the report isto ensure that the assessors can easly develop this report so that no
timeislog in reporting the assessment. The later that assessment results are provided, the less impact
and credibility of the assessment process. One method to ensure rgpid reporting is to severdly limit the
approva process. A well-organized assessment system should empower the assessor to produce afina
report with no management review.

CONDUCTING THE ASSESSMENT
Communication during the entire process of assessment in crucid in garnering support during the process
and in effective utilization of assessment results.
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Pre-assessment briefing

Meet with the parties that are responsible for the database, go over the audit plan carefully explaining the
purpose and scope, assessment methodology, and ask if there are any questions. Thisisagood time to

work out last minute details, such as concerns about access to data and how assessment results night be
received. Be sureto go over in detail any corrective action processes that were planned.

Assessment implementation
Make arecord of al eectronic processes used in the assessment process and, if possible, provide a
printout and electronic file of any nonconformances identified in the information under review.

Assessment debriefing

At the conclusion of the assessment, be sure to provide the persons responsible for the data and
information with a persond debriefing of the findings of the assessment. Discussion of the corrective
actions as well as preventative actions that can be implemented immediately may be helpful.

CORRECTIVE ACTION IMPLEMENTATION

Planning actions to correct identified problems with information quality can be ameaningless exercise and
awaste of resources unless

On tma aalivery reke thereis a process to ensure
implementation of the planning.
Verification by assessorsis
useful; however, this approach
places the burden of verification
on the assessors and requires
additional resourcesto perform
the verification. The corrective

1 action process should be a

" standard process of the

"1 enterprise that is assessed, and
w T ) Y the process must provide some
T L Sy

e e e e form of verification for each

type of finding reported in an
assessment.

PREVENTATIVE ACTIONS
Egtablishing preventative actions processes will ensure improvement in the quality of the information and
reduce reliance on the assessment process to determine and monitor the quaity of the information.

ASSESSMENT RESULTSIN ONGOING QUALITY SYSTEM MONITORING

An important use of the results of information quality assessmentsis for ongoing monitoring operations.
For certain information quality indicators, quality managers can routinely monitor the qudity of the
information in the form of acontrol chart. For example, the number of defects in information received
from an outside parts may be a variable subject to measurement. Ongoing measurement and charting of
the number of defectswill dlow the quality manager to caculate upper and lower control limits. Using
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this information, the quaity manager can examine the processes used to develop the information thet is
being assessed and determine if improvements to the process actudly result in increased qudlity.

COMMENTSON MEASUREMENTS

Users of technical information resident in computer systems need to pay speciad attention to the issue of
measuring data quality because the technica information in many cases conssts of measurement data.
Measurement data includes quality indicators which provide useful information regarding the
measurement in terms of the accuracy, bias (precision), representativeness, completeness, comparability,
and sengtivity of measurement methodology used.

Both technical measurement results and associated qudity indicators are subject to quality concerns
related to distribution of data, because once recorded in the eectronic environment, they are essentialy
equivalent data dements. Assessment of information qudity for distribution processes, isalso a
measurement process. Development of measurement methodol ogy, acceptance criteria, sampling
techniques, and confidence intervas result in Smilar qudity indicators for information distribution. For
example, accuracy and precison of a measurement process to determine the number of defectsin a
database are important indicators of the efficacy of the quality messurement.

Assessors must be able to clearly explain the unique nature of the categorization of various types of
measurement quality indicators so they can communicate quality systemn needs, assessment results, and
opportunities for improvement without confusion.

CONCLUSION

Quadity managers can apply exigting assessment methodologies to al quaity aspects of technicd
information held as datain information systems. A well operated and cons stent assessment process will
provide vauable tools for managers to know and improve the qudity of their information. ldentifying
usable qudity indicators, measures for those qudity indicators, and acceptance criteriais an important
process for planning assessment. Establishing and communicating the relationships of these indicators to
gpecific processes for both production and digtribution of information will facilitate devel opment of quaity
improvement approaches.
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INFORMATION QUALITY INDICATORS FEATURES MATRIX

QUALITY QUALITY
TYPE FEATURE INDICATOR DEFINITION MEASURE
|<£ data datarepresentativenes$ a measure of the degree to which the set of rules for recording data meet the needs of the user % or Y/N
< representation
al datarep. completeness| a measure of the degree to which the set of rules for recording data ensure data are completely represenfeth or Y/N
datarep. documented | adetermination if adequate documentation of the data representation is provided % or Y/N
datarep. granularity ameasure of the degree to which the rules for recording the data provide for recording the correct amouyn®ebr Y/N
granularity
datarep. validity to ameasure of the degree to which the rules for recording the data are a valid representation of the associjtdor Y/N
businessrule business rules
data name the degree to which the data name, entity name, attribute name clearly communicate the meaning of the ¢bffeorsY /N
named (English, 1999)
data name consistency | the degree to which the data and entity names are consistent across all presentation media, such as fiel q faroes;/N

screens, reports

datarecord datarecord accuracy tg a measure of the agreement of the datarecord with the information record on a surrogate (such as afielq Slemt YbrN
surrogate survey form)
datarecord accuracy tg a measure of the agreement of the data record with the data source % or Y/N
reality
datarecord business | ameasures of the conformance of data values to its domain and business rules % or Y/N
rule conformance
datarecord timeliness | a measure of time for the data record to be made and for the data record to be placed in aformal data bajetime (days, hours,
(information float 1a) | system minutes, etc.)
datarecord timeliness | the measure of failuresto accomplish the enterprise’s goal(s) because the data record was not avail abl eftddihere rate
(information float 1b) | data system when needed

data standard data standards the degree to which the data standards enabl e peopl e to easily define data completely, consistently, acquiatsly,

and understandably
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QUALITY QUALITY
TYPE FEATURE INDICATOR DEFINITION MEASURE
scientific measurement precision| a measure of mutual agreement among individual measurements of the same property (usually under prgsstevethrd deviation
measures (meas. accuracy 1) similar conditions)
measurement bias a systematic or persistent distortion of a measurement process which causes errorsin one direction (i.e.| themerical
% (meas. accuracy 2) expected measurement is different that the sample’s true value) difference betweer]
= expected and true
|_
<§( = value
¥ W
8 E measurement ameasure of the degree to which results (data) accurately and precisely represent a characteristic of a
z 8 representativeness population, parameter variations at a sampling point, a process condition, or an environmental condition
(ANSI/ASQC E4-1994)
measurement ameasure of the amount of valid results (data) obtained from a measurement system compared to the anjount
completeness that was expected to be obtained under correct, normal conditions. (ANSI/ASQC E4-1994)
measurement ameasure of the confidence with which one set of environmental measurement results (a data set) can e
comparability compared to another (ANSI/ASQC E4-1994)
measurement ameasure of the reproducibility of a measurement methodol ogy
reproducibility
measurement ameasure of the verification that a measurement was assessed to process requirements
verification
measurement validatior] a measure of the validation of a measurement to results requirements
measurement usability | an assessment of a measurement for conformance to use requirements
measurement measurement was adequately documented
documentation
geospatial to be determined
measures ]
to be determined
NOTE: May include quality indicators for scientific measures above.
survey to be determined
measures

to be determined

NOTE: May include quality indicators for scientific measures above.
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QUALITY QUALITY
TYPE FEATURE INDICATOR DEFINITION MEASURE
administrative | conformanceto the the degree to which the data conform to all the business rules and administrative requirement of the orgqrzati 0fiN
data enterprise’ s business
rule
financial data correct classification financial data are recorded in the correct classification %or Y/N
system meta- system meta-data the degree to which meta-data are complete %
data completeness
system meta-data ameasure of the conformance of meta-data to the business rules % or Y/N
businessrule
conformance

E data entry freedom ameasure of the correctness in the data entry of information %

o datacollection | from defect

- and input

LéJ data verification the degree to which data were verified to meet process requirements %

z

(©] datavalidation the degree to which data were validated to meet output requirements %

'_

<§( operations, verification of software| a measure of the degree to which software are verified % or Y/N

% analysis,

id software validation of software | a measure of the degree to which soft ware are validated % or Y/N
conformance of ameasure of the degree to which software conform to the requirements of the enterprise % or Y/N
software to enterprise
requirements
efficiency in software | a measure of the use of resources compared to the scope and complexity of the assignment % or Y/N
operations

architecture redundant system ameasure of the redundancy of unnecessary system processes %

architecture processes

conformance to

enterprise businessinformation | ameasure of the clarity of the business information model (does it provide all the information needed in p'¢Var

information model clarity manner) (English, 1999)

requirements . . .

d operational data model | a measure of the clarity of the operations data model YIN

clarity (stable, flexible, clear, complete)
distributed database the degree to which the processes control the physical distribution of database data Y/N

architecture and design
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QUALITY QUALITY
TYPE FEATURE INDICATOR DEFINITION MEASURE
facility, facility security
hardware
facility conformance to] a measure of conformance of the facility to hardware requirements (and enterprise requirements) Y/N
hardware requirements
hardware conformance| a measure of the conformance of hardware to enterprise requirements Y/N
to enterprise needs
reliability of hardware | ameasure of thereliability of the hardware failurerate, etc.
hardware ameasure of the resources needed to maintain hardware money or
mai ntai nability resources
output/reports | datareport availability | a measure of the availability of reports on datafrom a data system % or Y/N
(data
warehouse) datareport contextual | a measure of the degree to which data presentation enables the information customer to understand theiéaning
clarity of the data and avoid misinterpretation (English, 1999)
Internet/cyber | web information ameasure of the availability of information that is needed by the information customer (see GOAL 7) % or Y/N
availability
web information ameasure of accessibility of information that is needed by the information customer (see GOAL 7) % or Y/N
accessibility
page loading speed the timeit takes for individual pagesto fully load at a“normal” work station (Tamini, 2000) time

contact information
visibility

the presence/absence of contact pointsif the information customer needs additional information or has f % or Y/N

question (Tamini, 2000)

timeliness the amount of time from when information (e.g., environmental data) is available to an organization until jittisie
available to information customers who use the information at the web site (Tamini, 2000)
functionality of links | ameasure of the degree to which there are inactive linksin aweb site (Tamini, 2000) %orY/N

spelling, clarity, ameasure of the “readability” of the information provided at aweb site Y/N (potentialy
organization subjective)
web site modification | the amount of time from when changes need to be made to reflect organization changes (e.g.,re- time

timeliness

organization, changesin programs, etc.) and the time the changes are made to the web pagesthisis
the amount of time incorrect information is being provided to information customers
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QUALITY QUALITY
TYPE FEATURE INDICATOR DEFINITION MEASURE
W data datarelationship the degree to which relationships among the real-world objectsis correctly represented by the data %orY/N
=) architecture correctness - entity typeto entity type
9_. - attribute to entity type
u - entity type to entity subtype
<
= storage duplicate database ameasure of the number of incidents of duplicate data entry in a single database %
< records
3
unnecessary multiple | ameasure of the number of incidents where data are unnecessarily entered in more that one data %
datarepresentation representation
redundant storage of | ameasure of the agreement of data when data are necessarily entered into redundant storage
system datarecords
datareport potential the degree to which all potential data needed by the enterprise for information customers are %
accessibility accessible (English, 1999)
datareport actual to degree to which the data that are accessible to information customers can be actually accessed %
accessibility (i.e., ease of use) (English, 1999)
archiving archival timeliness the degree to which data are placed in archival according to enterprise requirements timeor %
processfailure | irrecoverable costs costs which are not subject to recovery (such as mailing notification letters to the wrong person)
g costs (English, 1999)
o
O liability and exposure | actual costs and potential risks (such astheliability potential if incorrect information is used to make
& costs adecision) (English, 1999)
=
< recovery costs of the compensation costs and resource costs to fix a problem because of poor information quality
E unhappy users (English, 1999)
o
% information redundant data the costs of developing and maintaining alternative data systems to handl e the same data because
scrap and handling and support | theinformation customer cannot use the datain the first database system (English, 1999)
rework costs

costs of hunting or
chasing missing
information

the costs of finding missing information, lost productivity because those resources were searching
for information, and the cost of doing “rework” correcting the problem (English, 1999)
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QUALITY QUALITY
TYPE FEATURE INDICATOR DEFINITION MEASURE
business rework the costs of re-performing processes that failed, such as reprinting reports because the first report
costs generation effortsfailed (English, 1999)

workaround costs
and decreased
productivity

the costs of performing alternative work, when poor quality information prevents preforming the
normal process, such as completing administrative documents manually when the software fails to
work (English, 1999)

dataverification
costs

the costs to the information customers of performing additional manual “quality inspections’ to
verify the quality of the information because they do not trust the quality (English, 1999)

software rewrite
costs

the costs to fix application programs when they fail, recover form the problems caused, and rerun the
programs (English, 1999)

data cleansing and
correction costs

the costs of data cleansing (which are usually waste costs because they would often be unnecessary
if the information was correctly created and maintained)

data cleansing costs

the costs of software to cleanse data from a source database (English, 1999)
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Data Standards are Back Seat Driversdl!
Methodology for Incorporating Information Quality into
Quality Assurance Project Plans

L ora Johnson, USEPA National Exposure Research Laboratory
Jeffrey C. Worthington, USEPA Office of Environmental Information

Abstract: Quality assurance project plans for environmental data collections
consider user requirements for the measurements and express these in the form of
data quality objectives. User requirements now may include capture of

measur ements and associated information in prescribed formats to facilitate entry
into computerized information systems. Establishing ahead of time that the data
requirements may be an important “ back seat driver” for an environmental
collection effort can save considerable resources for an organization. Also, the
planning may need to accommodate unique requirements associated with the entry
of data into data collection systems.

INTRODUCTION

EPA'’ s requirement for quaity assurance project plansis well recognized by professonasworking in the
environmental arena. Two Agency documents typically guide the development of QAPPs.

. EPA Requirements for Project Plans (QA/R-5)
. Guidance on Quality Assurance Project Plans (G-5).

These two documents appropriately focus on the how, when, where, why, and who of project logistics
but typicdly do not ded with information management issues beyond the immediate use of the data for
decison making purposes. Asthe Agency adapts to conducting business in the “information age,”
project information and results are more often viewed as a strategic resource to be managed beyond the
needs of the first user of thedata. In order to manage the information resource o that it retains integrity,
isretrievable, and can be readily understood, information quality issues must be considered on a pardld
track with dl other project planning activities.

BACKGROUND

In 1980, when EPA issued the first guidance for writing QA project plans, the focus was on providing
data of adequate and documented qudity by controlling field sampling logistics and Iaboratory chemical
andyses. Datawere collected with a one-time, specific purpose in mind and project records were
gored infiling cabinets ble only to those who had immediate knowledge of that the records
exised. A typica use of computer technology was to manudly enter data into a mainframe computer for
subsequent interpretation with a gatistics package like SAS. The state of computer technology did not
yet mandate that QA/QC activities also clearly focus on information qudity.
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By the 1990's, as part of the Adminigiration’s efforts to reinvent Federa government, EPA was focusing
on public access to mgjor Agency data sets and electronic reporting of compliance data. Progress on
these and other initiatives was dow and difficult because little in the way of an information management
infrastructure existed. The Office of Environmenta Information (OEI) was established to rectify this
gtuation and is tasked with providing for the efficient transmisson, storage, and retrieva of Agency
informetion.

One of OEI’sfunctionsisto establish data standards. A data standard is a statement of the specific rules
governing the recording of information so data are meaningful and useful. A data Sandard insures data
are recorded without ambiguity (i.e., EPA Chemica Data Standard). Data standards aso facilitate
sharing information among computers because data are recorded in a standardized format (e.g.,
yyyymmdd vs ddmmyyyy). Although EPA had attempted to establish data standards through one of
OE!’ s predecessor organizations, asfar back as 1987, little progress was made given that each EPA
program and project independently designed their own data bases.

To date, the qudity assurance process has emphasized planning and implementation because the only
customers identified were those who might immediately use the data. Now the long-term Storage and
sharing of project information must aso be considered because there are now additiona customers that
need to be consdered, the public and other interested information workers. Quality professonas can
accommodate the diverse needs of this wider customer group by following the QA project planning
process and relying on Agency data standards as described below.

A Quality Planning Approach that Combines M easurement Quality with Infor mation Quality

The following is a suggested gpproach to preparing a QA project plan that can benefit from a
consideration of data standards.

Step 1 Will the plan describe work that will likely become a part of EPA’singtitutional
memory?
Will it support regulation development?
Will it provide environmenta measurement data for status and trends use?
Isit asite remediation project?
Isit ahighly visble project?
Will it support methods devel opment?

Step 2 Examine the current listing of Agency data standards at:
http://oaspub.epa.gov/edr/EPASTD$.STARTUP
Sdlect those thet are revant. A listing from 3/1/00 is provided in Table 1.
Pan data collection to capture dl the data eements in the relevant data Sandards.

Step 3 Insure data management is controlled during the implementation phase of the
proj ect.
Designate a“data steward” during project implementation.
Submit data to the data steward as real time as possible.
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Step 4

Step 5

Step 6

Use standard reporting formats.
Check the data asit is returned.

Insure data arereviewed at each step of the project

Identify any step where data are transferred (hard copy to hard copy, hard copy to
computer, computer to computer).

Develop checks to insure data integrity are maintained.

Select an Agency supported data architecture
Congder the use of STORET (http://www.epa.gov/storet/)

and EIMS (http:/mwww.epagov/emsems.html)
Assign anew data steward if necessary

Plan for public access

A data steward can answer questions or direct them to appropriate subject matter
experts.

Characterize the qudity of theinformation. See Table 2 for suggestions.

THE FUTURE

The qudity assurance project plan is areadily avallable tool for improving information qudity. By smply
incorporating appropriate data standards into the planning phase of the project, criticaly important
mesasurements and associated information can be readily identified. The benefits are immediate to the
project: plans for handling data transmission, verification, vaidation, and storage can be made. Long
term benefitsinclude data comparahility, integrity, and reuse. The days of struggling to interpret the
meaning of lone numbers with inadequate metadatawill give way to a more efficient and effortless sysem
of information management.

Table 1. EPA Data Standards (3/1/01)

Biological Taxonomy Find
Chemicd Identification Find
L atitude/L ongitude Find
Date Find
SIC/NAICS Find
Facility Identification Find
Tribd Identifiers Under Development
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Geospatid Referencing Under Deve opment

Permitting

Under Deve opment

Enforcement/Compliance Under Devel opment

Table 2 Information Quality Indicators

QUALITY
INDICATOR

measurement results
quality completeness

DESCRIPTION

the degree to which qudity information needed to describe
the quality of the measurement resultsis available for
customers

the degree to which measurement results recorded in the
database are comparable to resultsin other databases of
interest

verification that the data are free from intentiond and
unintentiona access by unauthorized users

the degree to which the data system conforms to technical
criteriaand busnessrules

the degree to which data system elements conform to
required data standards

ameasure of the usability of the data system based on
customers expectations

ameasure of the ease of access to data content based on
customers expectations

ameasure of the unnecessary duplication of records within
asdngle data system

non-required multiple data
entry

ameasure of the recording of redundant information in
different formats (because no data standard is set or used)

agreement of intentionaly
redundant records
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DEPARTMENT OF ENERGY ENVIRONMENTAL
DATA EXCHANGE NETWORK PROJECT

Robert Murray, US Department of Energy
Richard Sassoon, Science Applications International Corp

Abstract — Acquisition, use, and dissemination of environmental information are
critical to meeting the mission of the DOE Office of Environmental Management
(DOE-EM). Environmental information is stored in a vast array of databases, each
with its own structure and definitions. This presents challenges for access, which if
overcome, present a tremendous opportunity to streamline current practices.

The DOE-EM Office of Safety, Health and Security (EM-5) is developing an
innovative program based on knowledge management principles to leverage new
technologies to access data via the Internet from dispersed databases. Central to this
process is standardization and integration of existing data. EM-5 is currently
participating with other federal and international agencies in a cooper ative project
called the Environmental Data Exchange Network (EDEN). This project applies data
mining softwar e to simplify the acquisition and use of the data that resides in
geographically dispersed database systems. The EM-5 Data, Decision, and
Documentation (3D) program will present its strategy as to how it plans to leverage
new and innovative web based tools to access critical data necessary to meet its
mission needs.

I ntroduction

Effective information management isacritical component in the process needed for successful
accomplishment of the mission of the Department of Energy’ s (DOE's) Office of Environmenta
Management (EM) to clean up the Nation’s former nuclear wegpons production facilities. Information
management includes the technica and management practices necessary to ensure that the correct type,
quantity and qudity of data are collected, organized, andyzed and disseminated to achieve effective
decision making. Good information management practices within EM will lead to: more effective
management of EM technical projects; better business practices and oversight of costs, improved
planning and decison-making at dl levels of the organization; and the generation of more rigorous and
defengble technicd data to support these decisons.

Data generated and stored in avast array of data bases and other data sources within EM is only useful
to the organization if it can be converted into environmenta technica information thet is eeslly available
and accessible to key decison-makerswithin EM. Thisnotionisillustrated in Figure 1. Key to
successful implementation of this concept is the slandardization and integration of data which dlows the
decison-maker common access to multiple data sources and the ability to obtain critica information.
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Figure 16: Effective Information Management

DOE EM-5Role

The Office of Safety, Hedlth and Security (EM-5) within EM is tasked with a variety of technical and
management roles that are centrd to the execution of the DOE-EM mission. Theseinclude: EM safety
and hedlth, establishment of safety requirements for the packaging used in EM shipments; supporting EM
in addressing its safeguards and security concerns, and developing and maintaining programmatic quality
sysemsin the areas of quality assurance; analytical services, emergency management, and risk
management. In order to leverage for EM the array of data produced and used by these diverse
programs, a knowledge management approach is being devel oped within the Data, Decision and
Documentation Program (3D) of the EM-5 Quality Systemsteam. Knowledge management is the
science of using structured and unstructured data from a variety of sources to obtain information oriented
toward making a specific decison. This approach requires the development of tools to integrate
information within existing EM-5 databases.
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EM-5 Strategy

EM-5 recently conducted a survey of managers of EM analytica information and database systemsto
determine whether a consistent approach for utilizing data in decision making would be of vaue. This
sudy reveded thet thereis agenerd lack of integration among andytica data systems throughout DOE-
EM, which rendersit difficult, if not impossible, to access and utilize data from the full array of databases.
Furthermore, the study suggested that EM technica data sources associated with other program areas of
the EM-5 Quadity Systems team may aso benefit from a consstent approach. Asaresult of this study,
EM-5 is undertaking the following activities to address this need.

a4

< Planning >

Multiple
Data
Sources

Customer

+ Requirements
* Issues
« Queries

Figure 2. Generalized Knowledge M anagement Process

. Definition of a Generaized Knowledge Management Process

Essentia to developing a congstent gpproach for utilizing data in decision making is the definition of a
generdized knowledge management process that can be used as abasis for ensuring that al mgjor
elements of an iterative decison making process using data from multiple sources are in place. Figure 2
represents the generalized knowledge management process defined by EM-5.

Centrdl to this process is understanding customer and regulatory drivers to define the key decision to be
made and how that decison will be documented. The planning stage determines what type and quantity of
data must be accessed, converted into useful information to become knowledge on which the decison is
based. The portd is the mechanismthrough which various data sources are accessed. The process can be
repeated and modified though numerous cycles until sufficient knowledgeis acquired to render adefensible
decison.
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EM Oversight of the Environmental Data Exchange Network (EDEN) Demonstration

An example of the gpplication of this processis the Environmental Data Exchange Network (EDEN)

demondration, which isillugrated in Figure 3.
DOE
DJzliz!

Data
€ > e InfoSleuth
e Environmental Data
Registry Plo)P)
Peliel

EEA
Data

Data Sources

Figure 3: Environmental Data Exchange Networ k
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DOE has teamed with the US Environmenta Protection Agency (EPA), the US Department of Defense
(DoD) and the European Environmenta Agency (EEA) to demongtrate sharing of environmental
information and data from a set of eight diverse and geographicaly dispersed database systems from
each of the participating agencies. Each of the participating agencies has a vested interest in the
acquisition, use and dissemination of environmental information. EDEN permits the exchange of
information among organizations through the establishment of a common environmenta vocabulary, which
is now being defined in EPA’s Environmental Data Register (EDR). EDEN then uses InfoSeut® data
mining software to acquire, andlyze, and summarize the data that resides in the multiple database systems
in response to a query made by the user.

After aninitid proof of concept was demonsirated at EPA, an advanced EDEN pilot demondtration is
currently being conducted on the DOE Office of Environmenta Safety and Health (EH) information
porta, and EM-5 has alead role in overseeing this important activity. Once fully developed and
implemented, EDEN will be accessble to any organization or individua through a sandard Internet
browser. Successful demongtration of the EDEN concept will yield atool to access multiple databases
without restructuring exigting data.

Application of Knowledge Management Toolsto EM-5

After the knowledge management processis accepted, and the EDEN concept fully demonstrated, these
toolswill first be gpplied within EM on the programs and activities within EM-5. Datawill be integrated
from multiple data sources associated with, for example, anaytical services, emergency response, risk
avoidance, waste shipment packaging, and safety and hedth through a consstent knowledge
management process. Thisis expected to enhance the effectiveness of each of these programs and
provide benefits across dl of EM.

Conclusion

Information management is a critical component of environmental program execution. Ready accessto a
wide array of data increases confidence in decision making and reduces risks associated with decision
errors. The ability to acquire data from geographicaly and technically dispersed databases presents
severd tangible benefits to the decison-maker. The primary benefit is that data can be extracted from
existing sources, thereby diminating the need to collect and process additional redundant data. DOE-
EM recognizes the vadue in this gpproach and EM-5 is taking the lead in developing and gpplying these
concepts.
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THE OEIl BEST PRACTICES SERIES FOR
ANALYTICAL INFORMATION PRODUCTS

Evangdine Tsbris, U.S. EPA, Office of Environmental I nformation

Abstract — EPA’s Office of Information Analysis and Access (Ol AA) is developing a Best
Practices Series for analytical information product development. Building on the findings
and recommendations of the OEI report, “ Lessons Learned about Designing, Developing
and Disseminating Environmental Information Products,” OIAA isleading the Agency wide
effort to develop and release guidance documents on each important phase of the
information products lifecycle: planning, design, development, review, release, maintenance
and close-out. Each guide will consist of EPA examples of best practices, case study
applications of these practices, and reference to pertinent policy/guidance that already exist.
OI AA welcomes participation on the Best Practices Team for this important effort.

Background

EPA maintains alarge and complex holding of public data. Most of the information is generated from
regulatory reporting requirements, such as emissons monitoring, but the Agency dso maintains public
records on ambient monitoring and remote sensing; various regulatory and voluntary program activities,
and compliance records. Once collected and compiled, Program Offices and Regiona Offices usethe
information for managing their programs, for decision-making, and making portions of it available for
public use. Importantly, the Agency is using this data to create analytical information productsthat
summarize and interpret the information which facilitate the use and understanding of EPA’s deta
Creating accurate and gppropriate information products often reduces the complexity of information
being made public, but may aso reduce the trangparency of how the information has been processed and
is being presented.

EPA'swork to create information products and educate usersis now moving at a Speed that requires a
more congstent and thorough gpproach to the planning and development of andytica information
products. One of the firgt steps toward understanding what makes a product widely used, relevant and
technicaly credible has been background research conducted under an advisory committee comprised of
representatives of dl AAships and the Regions. Thefind report, Lessons Learned about Designing,
Developing and Disseminating Environmental Information Products, documents the diverse types
of products and corresponding steps of product development, and the current issues that interviewees
emphasized for attention in order for environmenta information products throughout the Agency to be of
the highest quaity.> Importantly, the findings are distilled from interviews with information product
developers themsdlves.

Critica areas for improvement identified by product devel opers included:

1 EPA 260R-00-001
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> Articulate a clear sense of the product's purpose early in the design process. As obvious
as this may seem, interviewees sressthat this step is frequently overlooked, resulting in
redundancy among products, sub-optimal user functionality, and other problems.

> Avoid attempts to develop a generic information product. While information products do
circulate beyond their intended audience, this should not be used as arationale for
avoiding the need to specify atarget audience and its unique needs for environmental
informetion.

> Develop amechanism to facilitate communication among producers and users of EPA
data. While some users of secondary information products take the initiative and
communicate effectively with originators of data, EPA currently lacks an organized
framework to guide thiskind of technica interaction.

> Seek stakeholder and product audience input at dl points in the information product life-
cycde Ealy stakeholder involvement is especialy important to help clarify gods, reduce
skepticism, build consensus, and ensure the dissemination of information that meets
audience needs.

> Address concerns over data accuracy. Some developers and managers interviewed note
the importance of cresting a data feedback |oop, through which facilities and other data
providers are asked to verify data used in a particular information product. Beyond data
verification, some interviewees do fed that the Agency should congder initiating an
internal comment period via an intranet-accessible form, dlowing datato undergo internd
scrutiny prior to public release.

Information product devel opers probably recognize these issues as those they wrestle with day-to-day.
However, such chalenges are perhaps less obvious but not of lesser concern, to interna and externa
users of environmenta informeation.

What isthe Best Practices Series?

The chdlenge facing the Agency at thistime is the need to grow and enhance the infrastructure that
supports the way andytica information products are developed so that:

> EPA product developers are given the guidance they need to create credible information
products with sound data; and

> al information product users receive the information they want and the guidance they
need to understand the information received.?

2 EPA Strategic Plan Goal 7: Expansion of American=s Right to Know about Their Environment

Objective 7.1: Increase the availability of quality health and environmental information.

20th Annual Conference on Managing
Environmental Quality Systems 2



To these ends, an Agency-wide network of gaff involved with information product development is being
convened to research and eventualy develop a series of Best Practices Guides for information product
developers and managers. The series of guides will span the product life cycle from initia
conceptudization through development, testing, and maintenance, and will provide practicd advice and
examples of excdlence. And while OIAA will be coordinating these efforts, the participation of awide
range of gaff throughout the Agency isthe mogt critica input to creating a successful Best Practices
Series.

Purpose
There are existing Best Practices around the Agency that should be highlighted in order to promote

Agency information sharing, thereby strengthening information partnerships and strengthening the EPA
information infrastructure. OIAA has adopted a best practices approach for several reasons.

> It is among the smplest means of demondirating tried and true success and helping other
implement that success in their everyday business.
> It isavoluntary, rather than command and control approach. Toolsto help information

product developers will be created, instead of rules. This gpproach emphasizes and
illustrates attention to excellence throughout the product development process by
fostering partnerships and collaborations.

> Because it is a process involving many offices and individuals, there are opportunities for
such partnerships, as with the Office of Research and Development Environmental
Information Management System (EIMS), the OEI Information Products Bulletin (1PB),
the Office of Communication, Education and Media Relaions (OCEMR), the data
quality efforts of OEI’'s Data Quality Staff and other quality efforts around the Agency,
thereby connecting the information product experts around the Agency under one
guidance objective.

> In addition, this serieswill complement other ongoing government-wide best practices
efforts.

The Best Practices Series, the Best Practices Network, and the very process of developing the series will
aso generate direct benefits for product devel opers, the Offices sponsoring the devel opment of
information products, and users. On the development side, the Best Practices Series will streamline
product development, thereby reducing costs and duplication of effort. On the user Sde, better
coordinated development and products of higher quality will be more credible and increase the likelihood
that those seeking environmenta information from EPA will get the answersto thelr questions more
quickly and in aform that is more understandable. Asthe best practices approach is applied to andytica
information product development, the Agency will provide adl users with the true power of its
environmenta information holdings.

Objective 7.2: Improve the public=s ability to use and understand environmental and health information.
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Development Plan

Successful development of the Best Practices Series is very much dependent on OEl=s ahility to
organize and support an effective Agency work process. The planning, research and review processisa
collaborative effort of staff throughout the Agency and will take place throughout the life of the project.
A network of gtaff in program and Regiond offices will contribute their collective expertise and
experience to the initial research and review phases.  The work of researching and developing draft
Guidesisthe responghility of asmaller Best Practices Team, coordinated by OEI. The involvement of
the Best Practices Network and the Best Practices Team will ensure that the Best Practices Series
creates the most rlevant and useful guides possible. It isimportant to note that the Best Practices
Network consists of Agency volunteers and these key contacts are critical to the success of the series as
awhole. Please note that the potentid for externa (non-EPA) stakeholder participation is one that is il
being consdered by OIAA in the context of how best to deliver a valuable product to our audience, the
EPA product developer. The ultimate deliverables are an interactive website consisting of a Best
Practices toolkit, feedback forum and library, to assst users with implementing best practicesinto their
everyday project and communicating with othersin thisinformation community. In addition to the
webgte, the Serieswill produce 12 hardcopy guides that will be maintained as living documentsinto the
future. Four topics have been sdected for priority development: Metadata Devel opment, Product
Review, Environmental Indicators, and Conducting a Data Suitability/Quality Assessment.

Structure of the Best Practices Guides
Each of the Best Practices Guides will have asmilar structure and will include:

> Examples of EPA Best Practices B Theinitia step of guidance development isthe
identification of exigting practices as candidates for inclusion into a Best Practices guide.
Agreed-upon best practice criteriawill then be applied to determine which findings can
be showcased as examples of best practices. These examples will then potentiadly be
used in at lesst one case study gpplication, and pending further revison, will ultimately be
recommended for Agency use.

> Best Practices Case Sudies B each guide will contain examples of best practices aong
with a least one case study that demondirates the application of some or al of these
practices. By providing these examples and case studies the guides will endble
information product developers and managers to adapt the guidance to their specific
needs and Situations. For example, the guidance on effective stakeholder involvement
might include a more in depth look a how one Office engaged externa groupsin the
development and fina release of their product, induding a detailed history of how the
project accomplished its objectives, the role of each stakeholder groups, and the
resources involved.

> Resources B each guidance recommendation will aso be contextudized within the
necessary framework of existing guidance and palicy, both within the Agency and outsde

the Agency.
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> OEIl Recommendations B each guide will include recommendations thet delinegie the
best practice or best practices for that topic area, and how to implement that practice.
These recommendations will be based upon the research conducted by the Team that
resulting in the examples of best practices, the findings from the multiple case study
applications and the relationship between the teams findings and existing policy and/or
guidance. Each recommendation will be expressed in the form of practica advice
product developers and product managers.

Network Building

A network of interested and involved stakeholdersiis critical to the development, dissemination and use
of the guides. These stakeholdersinclude: current, past, and future product devel opers; current
information users, primary data system stewards, and the management gtaff in all Agency Offices and
Regions. These stakeholderswill be actively solicited for their expertise, opinions, and assgtance in
reviewing proposals and draft materid for the Series asit isbeing developed. Asafirst step, OFEl is
asking dl interested individuds to sign up for future bulletins (email tsbrisevangdine@epa.gov) and is
developing amethod to keep the network informed of current and planned activities.

The Best Practices Team

The Best Practices Team will oversee development of the Best Practices Series. Currently, the Team
conssts of representatives from OEI, the Office of Communications, Education and Media Relations
(OCEMR), EPA Region 5, and EPA Region 3. The Team will be insrumenta in guiding the research on
best practices within each topic area, as well as the development of series and interactions with the
Network and Agency management. OEI will be soliciting nominations for alead staff person from each
Office and Region to serve on the Team.

Resear ch

Theinitid stage in the development of the Best Practices Series has been the needs assessment and
definition of scope for the entire effort. For each Seriestopic, previous related research will be collected
and summarized to identify best practices, and to develop guidance criteria. Additional research on each
topic may be undertaken following review of the draft Guide.

Best Practice Criteria & Evaluation

A critica part of developing the Best Practices Seriesis to determine what constitutes best practices and
how to evauate their appropriateness to Agency information products.

In this Sep, the initid criteria are evaluated for their utility and gppropriateness using with existing
information products. Tegting the draft criteria helpsto determine 1) if there are gaps in issues addressed
by the draft criteria; 2) if additiond text explanations are required to help developers understand or use
the criteria; and 3) to identify red-world examplesto bring into the Guide.
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Findly, once theinitia testing of the criteriais complete, the criteriawill be incorporated into the draft
Guide and digtributed to interested stakeholders in order to obtain feedback from the widest possible
group of reviewers. Thisreview procedure will aso help determine if further research is needed before
proceeding to finaizing the particular guidance document.

Publishing of the Series

OEl intends to publish the twelve Best Practices Guidesindividualy as the research, evaduation, and
review are completed for each topic (it is not expected that they will be completed in order). They will
be published smultaneoudy in both hard copy and viathe Best Practices Intranet website. This website
will contain downloadable pdf guidesin addition to a more-indepth look at each topic areaand links to
other related materials on key subject matter. This website will enable interested parties to submit
comments, questions, or even their own recommendation for a best practice while also searching for
information resources they need.

Maintenance of the Series

The Best Practices Team and OE! will be responsible for maintaining the Series. It is expected that each
Guide will be updated and/or completely redone periodicaly as practices, information, and technologies
evolve. Consequently, the web-based version will be actively maintained and updated as living tools for
information product developers. This approach dso dlows interested parties, even if not involved in the
origina development of a Guide, to provide comments on an ongoing basis, which can be incorporated
into any subsequent revisions of the Guides,

External Stakeholders

Much of EPA’sdata is collected for regulatory purposes, when this datais used in andytica information
products there are many externa stakeholders who have a legitimate interests in these activities. Externa
gtakeholders such as state agencies, industry associations and environmental groups will have strong
opinions on what EPA’s best practices should be for anaytica information products. Options for
edtablishing the proper forum to receive stakeholder comments will be initiated.

Topic Areasfor the Best Practices Series

Each stage of product development will be supported by one or more guidance documents. The
followingisaligt of these product development stages and the Best Practices Guides currently proposed
for each stage:

Product Planning Sage:

1 Product Plan B identifies best practices and offers advice on creating a strategic plan for product
development and for the project as awhole, including factors such as budgetary congtraints.

2. Audience Identification B identifies best practices and offers advice on identifying audience(s) for
the product.
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3. Stakeholder Involvement B identifies best practices and offers advice on determining when and
how stakeholders should be involved in the product devel opment.

Product Design Sage:

4, Product Design B identifies best practices and offers advice on designing the best product based
on its information content, function, audience, project goas and performance measures.

5. Data Suitability Objectives B identifies best practices for assessng how well existing data meets
the objectives and purposes of an andytica information products.

Product Development Sage:

6. Metadata Development B identifies best practices and offers advice on preparing supporting
explanations and caveats that facilitate appropriate data/product use and understanding.

7. Using Environmental and other Indicators B identifies best practices and offers advice on the
development and appropriate use of environmentd indicators.

Product Publishing Stage:
8. Product Review and Release B identifies best practices and offers advice on fulfilling al
requirements for product review and release.

Maintenance & Revision Sage:

0. Product Maintenance and Close-out B identifies best practices and offers advice on planning for
and carrying out product maintenance for the anticipated life of product.

10. User Feedback and Revision B identifies best practices and offers advice on creating and
implementing a user feedback and revision process.

11. Error Correction B identifies best practices and offers advice on implementing an error correction
process once the product is released and users are able to provide feedback.

Process/Next Steps

Four Best Practices Guides are currently in the initid stages of development. Once each guideis
completed, it will be published in both hard copy and on the Best Practices Intranet Site, where it can be
periodicaly revised and updated. The best practices team will be developing an Agency-wide network to
assg in identifying best practices examples and to review draft documents and website materid.
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OVERVIEW OF EXECUTIVE ORDER 13148:
REQUIREMENTS FOR ENVIRONMENTAL MANAGEMENT
SYSTEMSAT FEDERAL FACILITIES

Gary L. Johnson, U.S. EPA, Office of Environmental I nformation

Abstract - In April 2000, the White House issued Executive Order 13148, Greening
the Government Through Leadership in Environmental Management. This Order
appliesto all appropriate Federal facilities that have operations which interact with
the environment and includes a number of environmentally-related requirements.

The most significant requirement is that all appropriate Federal facilities must
implement an Environmental Management System (EMS) by December 31, 2005. This
Order affects Federal laboratories, testing facilities, maintenance facilities, hospitals,
etc., across all Federal departments and agencies.

INTRODUCTION

The genesis of the Executive Order 13148, Greening the Government Through Leadership in
Environmental Management, sems largdly from the expectation of Federd leadership in environmentd
management; that is, there should be a reasonable expectation that the Federal government would set a
leedership position for business and industry to follow in implementing effective environmenta
management. Moreover, environmental management must be a fundamenta and integra component of
the Federd government’ s operations, and must apply to al gpplicable facilities.

While the EM S requirements in the Order cite the Code of Environmenta Management Principles
(CEMP), the de facto requirements are based on | SO 14001:1996, Environmental Management
Systems - Specifications with Guidance for Use. Because EMS defined under 1SO 14001 may be
very smilar to quaity management systems (QMS) defined under 1SO 9001:2000 or ANSI/ASQC
E4:1994, it is possible that quality assurance professionads may be asked to asss their organizationsin
developing and implementing an EMS.

The gods of the Executive Order are broader than environmenta management and encompass severd
important environmentd activities. These godsare:

. Environmental management, including the establishment of environmental management
systems,

. Environmental compliance, including the establishment of audit programs to ensure that
datutes and regulations are met;

. Right-to-know and pollution prevention, to keep the public informed about te
environmenta aspects of Federd facilities and to focus efforts on preventing rel eases of
pollution from them;

. Reease reduction of toxic chemicas, through more effective facility management and

innovative technology use, by 40% by the end of 2006;
. Reduced use of toxic chemicas and hazardous and other substances, through use of
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subdtitutes, pollution prevention, and improved facility management, by 50% by the end
of 2006;

. Reductions in ozone-depleting substances, through the use of dternative materids, to
phase out the procurement of Class | ozone-depleting substances by the end of 2010;
and

. Implementation of environmentaly and economicaly beneficid landscaping practices at
dl Federd fadilities.

PLANNING AND ACCOUNTABILITY

The respongbility for implementing the Executive Order is assigned to each agency and department head.
Agencies and departments are ingructed to place high priority on obtaining funding for implementation of
this Order and other “Greening” Executive Orders. To enable more effective tracking of environmental
effectiveness, the Executive Order requires that Federa agencies and departments implement Life Cycle
Assessment (LCA) methodologies and environmenta cost accounting principlesin their operations.

By April 2001, each agency and department shal have policies, srategies, and plansin place to:

. Incorporate al requirements of the Executive Order,

. Deveop an environmental management strategy for the organization,

. Develop pollution prevention plans, and

. Submit an annua progress report to the Adminigrator of the Environmenta Protection
Agency.

To facilitate the implementation of the Executive Order, the EPA was directed to convene and chair an
Interagency Environmental Leadership Work Group, composed of senior-level representatives from al
agencies and departments, which would monitor the progress of the Federa government’ s progress and
provide aforum for discussing emerging issues and questions.

IMPLEMENT AGENCY AND FACILITY ENVIRONMENTAL MANAGEMENT
SYSTEMS

The cornerstone of the implementation of the Executive Order is the establishment of Environmenta
Management Systems (EMS) at dl gppropriate facilities. An EMSis.

“the part of an overal management system that includes organizationa structure, planning
activities, responsihilities, practices, procedures, procedures, processes, and resources
for devdoping implementing, achieving, reviewing, and maintaining an organization's
environmenta policy.”

The Executive Order defines a process for implementing an EMS & applicable Federd facilities. Itis
important to understand that because of differing processes used and varying environmental conditions
from facility to facility, each EMSis unique to a particular location and fecility. Therefore, for each
gpplicable facility, Federd organizations are directed to:
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. Conduct EM S sdlf-assessments by October 2001 based on the Code of Environmental
Management Principles (CEMP) (Ref.1),

. Implement pilot EM S projects (as needed) by April 2002, and

. Complete EMS implementation at dl facilities by December 31, 2005.

Coupled with the EM S implementation are the requirements for facility compliance audits and EMS
training for managers and daff. The facility compliance audits provide a systematic means of ng
regulatory compliance at facilities and must be performed at least every three years. Consideration
should be given to the Sze and complexity of the facility when planning for such audits. Training for
managers and gaff is essentid if the EMS implementation is proceed effectively. Moreover, inasmuch as
the EM S concepts and practices may be new to many Federa managers and staff, training in the use of
the EMS s critica to achieving the organization’s environmenta gods.

EPA ROLE
The U.S. EPA has severd rolesin the implementation of this Executive Order, including:

. Providing generd oversight for government-wide implementation,

. Providing technica assstance on EM S implementation and audits,

. Egtablishing an Environmenta Leadership Awards program by April 2001 to promote
and recognize performance among Federa organizations,

. Providing technical advice and assstance to Federa organizations on compliance with
the Executive order and with gpplicable environmental regulations, including the
establishment of a Compliance Assistance Center by April 2001, and

. Providing compliance assurance in generd.

The compliance assurance respongbility includes:

. Conducting reviews and ingpections for determine compliance with regulations,
. Reviewing corrective action plans from non-complying agencies and departments, and
. Providing an annua report on compliance to the President.

ENVIRONMENTAL MANAGEMENT SYSTEMS

As noted previoudy, the EMSisthe critica part of the Executive Order. Moreover, the Executive Order
cites the CEMP, which was developed by EPA as enforcement compliancetool, asthe officid basisfor
an EMS. Asapracticad matter, however, the de facto basis for the EMSis SO 14001:1996,
Environmental Management Systems - Specification with Guidance for Use (Ref. 2).

SO 14001:1996 is an international consensus standard which has aso been adopted as an American
National Standard. 1SO 14001 clauses provide specifications for:

. Generd requirements,
. Environmentd palicy,
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. Panning,

. Implementation and operation,
. Checking and corrective action, and
. Management review.

Asnoted earlier, an 1SO 14001 EM S provides for the management of an organization’'s environmental
agpects and impacts; that is, how the organization interacts with the environment and what impact (either
positive or negative) that results from such interactions. Management is responsible for setting
environmental goas and objectives for the organization to achieve. There are two tools avallable to help
management examine the effectiveness of the EMS.

. SO 19011, Guidelines on Quality and/or Environmental Management Systems
Auditing (Ref. 3), and
. SO 14031, Environmental Performance Evaluation (EPE) - Guidelines (Ref. 4).

Audits provide for determining conformance to 1SO 14001 and the effectiveness of the EMS
implementation. EPE is used by management to evauate the performance of the EMS againgt the
defined goa's and objectives for the organization.

As an auditable specification standard, organizations may choose to seek third-party certification to 1ISO
14001. Several Federd facilities have achieved 1SO 14001 certification, and more are expected to do

0. The Executive Order gppliesto al Federd facilities that interact with the environment; therefore, it is
logica to assume that many facilities will be affected. The number of facilities needing an EMS will vary

widdy by agency and department.

GENERAL STEPSFOR EMSIMPLEMENTATION

The following genera steps may be used to implement an 1SO 14001-based EMS at an applicable
Federd facility:

. Get management buy-in at facilities- Thisisakey sep. With full management
undergtanding and support, implementation of an effective EMS will be difficult, if not
impossible

. Definean EM S policy for the organization - The policy should reflect the mission of
the organization and its likely environmenta aspects and impacts. More importantly, the
policy should be redigtic and achievable.

. Survey facilitiesfor environmental aspects and impacts - As noted previoudy, each
facility is unigue in terms of itsimmediate environment and the effect its operations have
on the environment. This survey is key to understanding the scope and extent of the
aspects and impacts.

. Develop awork plan for EM Simplementation - A work plan provides aroad map
for what must be done to implement the facility-specific EMS.
. Develop a cost estimate for implementation - The cost of implementation will vary.

Consideration should be given to the use of consultants to assist the organization in
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planning for the EMS and training of managers and staff. The organization should aso
decideif it wishesto seek certification to |SO 14001 and factor into the estimate those
costs.

. Conduct self-assessments at facilities - Such assessments will help to identify the full
range of aspects and impacts from the facility’ s operations. 1t may be appropriate to
conduct a“gap andyss’ to define missing dements. Again, the use of consultants may
be helpful if the facility staff lacks the needed knowledge and experiencein EMS
implementation.

. Implement a pilot EM S (if appropriate) - If afadility isvery complex, it may be ussful
to conduct a pilot EMS on a portion of the operationsin order to better understand the
processes involved and to obtain practical experience for managers and staff. For
example, apilot EMS may focus on afacility’ sanaytica laboratory operations.

. Train staff - Training is essentid if the EM S implementation isto be effective. The
training should be based on the integration of the EM S concepts and practices with the
operations performed at the fecility.

. Develop and initiate an audit program - An audit program will provide important
information on the EMS implementation. Firg, it will show if the required EMS dements
have been addressed by the facility and, second, it will indicate over the long term if the
elements have been implemented as prescribed.

. Conduct gap analyses at facilities - The gap andyses will enable the organization to
identify anything missng from the EMS desgn. Thisinformation will enable the
organization to make any correctionsin the EMS design.

. Develop and test the EM S at each facility - Testing the design will identify any
remaining flaws from EMS planning and possibly uncover potentia problems not
consdered during planning. Testing will provide the ultimate measure for the proposed
EMS before the find commitment to implementation.

. Train EMS Coordinatorsfor each facility - The success of the EMS implementation
and the achievement of the organization’s goa's and objectives may rest partialy on the
ongoing ability of the facility to adjust to needed changesin the EMS. An EMS
Coordinator provides “resident expertise’ on the EMS and is a vauable resource to
assist managers and steff in resolving EMSrelated issues. Sinceit is unlikely that such
expertise exigted previoudy at afacility, the EMS Coordinators must be trained in order
to equip them to perform this function.

. Implement the final EM S- When the testing has been done and staff have been
trained, the fadility should implement its unique EMS design.  The implement-ation must
be full and complete in order to be effective.

. Audit the EM Sfor conformanceto the standard - Audits should be performed on a
routine basis by appropriate auditors. Audits may be performed by facility staff trained
asauditors (i.e., internd auditors) and by auditors from an independent, outside
organizetion (i.e.,, externd auditors).

. Evaluate the EM S effectiveness using EPE - Use of the EPS process will measure
the effectiveness of the EM S in meeting the goas and objectives on the organization for
itsEMS. Moreover, EPE can identify improvements to the EM S that management may
wish to congder.
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CHALLENGESAHEAD

Federal agencies and departments are responding to Executive Order 13148, but progress has been
dow. Severd key chdlengesremain, including:

. Getting managers and staff educated about EM S concepts and principles,
. Understanding the scope of the Executive Order, and
. Mesting the interim and find deadlines and gods.

EMS concepts and principles are largdly “foreign” to most Federal managers (at any level) and to gtaff in
generd. Thelr education on EMS, particularly in terms of the value that EMS can bring to an
organization, may be the largest chalenge. Attaining aworking understanding of EM'S concepts and
practices becomes centra to understanding what an EMS means. Thiswill take time and training.

As note previoudy, numerous interim deadlines have been specified in the Executive Order,
including deadlines for environmenta policy and EMS pilots. To date, measurable progress has been
difficult to document; however, the fina completion date of December 31, 2005, islessthan five years
away. Astime passes, that deadline looms as the mgjor chalenge posed by the Executive Order. It
remains to be seen if that god will be met.
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